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Abstract

Files or even their namesoften containcon�dential or
secretinformation. Most usersbelieve that suchinfor-
mationis erasedassoonasthey deletea �le. Eventhose
whoknow thatthisis nottrueoftenignoretheissue.Nev-
ertheless,recovering deleted�les is trivial and can be
performedeven by novice hackers. The problemis ex-
acerbatedby thewidespreadof portableandmobilestor-
agedevices. This type of unwantedafter-deletiondata
recovery is in part an educationproblem. Usersbelieve
that deleted�les are erased,even thoughthey are not.
Retrainingand educatingusersis dif�cult. Therefore,
storagesystemsshouldbehave appropriately—thedata
shouldbeerasedfrom thestorageona per-deletebasis.

We found that existing solutionsare either inconve-
nient,inef�cient, or insecure.WehavedesignedPurgefs:
a �le systemextensionthattransparentlyoverwrites�les
on the per-deletebasis. Purgefs can be automatically
addedto a numberof existing and future �le systems,
includingnetworkedandstackable�le systems.Purgefs
supportsmultiple policiesto trade-off performancewith
the level of purging guarantees.We demonstratethat
Purgefsdoesnot addoverheadsor perturbusers'activ-
ity undertypical userworkloads.
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1 Intr oduction
After a �le is deleted,its datais still storedon thephys-
ical mediauntil the actualdatablocks are overwritten.
Sometimes,this allows usersto recover a �le they mis-
takenly deleted. Unfortunately, a malicious user can
alsorecover sucha deleted�le. A local privilegeduser
canaccessa low-level device via the /dev interfaceand
useoneof severalavailablesoftwareproductsto get the
whole�le or portionsof it [6]. Evenworse,�oppy, �ash,
rewritableoptical,andharddiskscanbediscarded,lost,
or stolen.In this casea maliciouspersoncanrecover the
datausingalocalmachineandalocalprivilegedaccount.
Overwritingtheeraseddataor awholediskpreventsthis
simplemethodof datarecovery, which requiresno extra
hardware.

More sophisticatedtools can potentially recover the
dataeven if the datais overwritten[14]. For example,
diskheadpositioningovera trackis notperfect.A single
dataoverwriteoperationis likely to overwriteatrackthat
is slightly misalignedrelative to the original datatrack.

This meansthat even after a track is overwritten,there
may exist a narrow portion of the track with the origi-
nal informationintact. Therefore,hardwaretoolscanbe
usedto readthenarrow track of datathat wasnot over-
written. Overwriting thedatamultiple timesmakessuch
a recoverymoredif�cult.

This after-deletedata recovery is counterintuitive to
mostusers.A majority of userswantdeleted�les to be
permanentlyerased,andthey believethatdeleted�les are
physicallyerased[22]. Thiscanleadto thesituationthat
mediawith �nancial or otherwisesensitive information
canbetreatedasclearedand“safe-to-lose”by theusers.
For example,every third harddrive resoldon eBaycon-
tainscon�dential informationsuchascreditcardor med-
ical records[7]. That is why governmentagenciesand
somebusinessesrequirepropersanitationof thephysical
mediathatwasusedto storesensitiveinformation[9,23].
However, as in the caseof many security-relatedprob-
lems, securitymust be balancedwith convenienceand
performance.Therefore,solutionsto the problemvary
for differentsituations.Generally, therearesix solutions
to theproblemof recoveryof deleteddata:

1. Magnetic media can be degaussed;more gener-
ally the storagemediacanbe destroyed. In terms
of possibledatarecovery, this is the most reliable
data-erasuremethod. Unfortunately, this solution
is eitherexpensive becausethe storageitself is de-
stroyed,or it is not secureenoughif not performed
every timesensitivedatais deleted.

2. All the�le systemdatacanbeencrypted.This pro-
tectsdeletedaswell asnon-deleteddata.However,
this solutionhasa problemof key managementthat
is commonfor all encryptionsystems(i.e., thekey
safetyand revocation). In addition, certainforms
of encryptionarenot legal in somecountries. En-
cryption is alsoCPUintensive, andaddsoverheads
for many �le systemoperations—notjust erasure-
relatedoperations[28].

3. Overwriting of the whole storagemediais simple.
It canbeperformedentirely from theusermodeor
even assistedat the hardwarelevel. Unfortunately,
overwritinga whole�le systemis inconvenient,be-
causeall �les areerased(eventhosetheuserwants
to keep).Therefore,usersarelikely to refrainfrom
this procedure.

4. On demandper-�le overwriting from theuserlevel
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can be implementedusing library extensions,but
doesnot overwrite all the meta-dataand doesnot
work with staticallylinkedbinaries.

5. Driver-level and �rmw are-level overwriterscannot
reliably detectdeleteand truncateoperationsand
cannotsupportper-�le erasurepolicies[24].

6. File systemscanreliably detectdeleteandtruncate
operationsand perform per-�le on-demandover-
writing. It is convenientbecausethe datapurging
is performedautomaticallyasneeded.This method
is securebecauseall thenecessary�le systemopera-
tionsareintercepted.Unfortunately, thismethodre-
quiresmodi�cation of every �le systemthatis used
to storesensitive information.

We have designeda systemfor automatic�le system
instrumentation.Oursystemcanautomaticallyaddfunc-
tionality to existing�le systemsif the�le systems'source
codeis available. The instrumentationscript parsestar-
get�le systemcodeand�le systemextensionswritten in
theFiST language[31], thenit automaticallyupdatesthe
�le-system'ssourcecodewith thenew functionality. The
FiST languagewasoriginally designedfor stackable�le
systemdevelopmentanddescribes�le systemextensions
in anOS-independentmanner. Our instrumentationsys-
temusesFiST in a moregeneralway, becauseit allows
usto addnew featuresnot only to stackable�le systems
but alsoto any existingandfuture�le systemthatfollows
therequiredLinux �le systemAPI.

WehavedesignedaFiST�le systemextensionwecall
Purgefs. Our instrumentationscriptgeneratesa new �le
systemusingthePurgefsextensioncodeandthecodeof
target �le systemas input. Many popular�le systems,
especiallythoseusedfor mobile storage,mapthe same
�le portions to the samestoragelocations. When in-
strumentedwith Purgefs,such�le systemscanoverwrite
�les' dataandmeta-dataupon�le deleteandtruncateop-
erations.Overwritepoliciescanbecon�gured basedon
�le names,�le attributes,or directoryattributes. There-
fore, Purgefsoverwritesdataonly asneeded,providing
security and conveniencewith only a minimal perfor-
mancedegradation.BecauseFiSTis portableacrossOSs
and�le systems,Purgefscanbeappliedto mostof theex-
istingandfuture�le systemsautomatically. In particular,
we have appliedit to Ext2 [4], vfat, msdosfs,NFS[17],
andramfs.If a �le system'ssourcecodeis notavailable,
thenPurgefscanbeappliedto a null-layerpass-through
stackable�le system[30]. Thestackable�le systemcan,
in turn, bemountedover lower �le systemsandprovide
thesamePurgefsfunctionalityto theusers,with anaddi-
tionalsmalloverhead.

Purgefssupportspoliciesto trade-off performancefor
the level of purging guarantee.For example,multiple
synchronousoverwritescanaddsigni�cant overheadbut
aremoresecure;conversely, asingleasynchronousover-

write is lesssecurebut addsmuchsmalleroverheads.We
have experimentallydemonstratedthat in the common
caseof asinglesynchronousoverwritepolicy andaCPU-
boundworkload,Purgefsoverheadsareundetectable.

The rest of this paperis organizedas follows. We
describeprior work in Section2. Section3 describes
Purgefs's design. Section4 describesour implementa-
tion. We evaluateour systemin Section5. We conclude
in Section6.

2 Background
Deleteddatacanbeeasilyfoundon a disk via the /dev
interfaceif the deleted�le is small anda portion of the
�le is known. However, it is necessaryto know either
the �le structureor the �le systemstructureto recover
large �les with unknown data. For example, the Free
DownloadsCenter[6] offers dozensof programsto re-
coverdeleted�les from popular�le systems.

It is reportedthatoverwrittendataon magneticmedia
canpotentiallybe recoveredusingMagneticForceMi-
croscopes(MFM) [8]. However, suchamethodis expen-
sive becauseit requiresmicroscopesthat canscanlarge
surfaces. A morepromisingapproachis to usea spin-
standto collect several concentricand radial magnetic
surfaceimages.Later, theseimagescanbeprocessedto
generatea singlesurfaceimage[14]. However, it is un-
clearif suchtechniquesarefeasible.Generally, it is be-
lievedthatmultiple overwritingof thedatacanmake the
recoveryof datamuchmoredif�cult [10].

There are several ways to prevent the recovery of
eraseddata. The National Institute of Standardsand
Technology(NIST) recommendsthatmagneticmediabe
degaussedor overwritten at least threetimes [9]. The
National Industrial Security ProgramOperatingMan-
ual (NISPOM)describesseveralmethodsfor clearingor
sanitizingsensitive information [23]. Table 1 lists the
software-basedmethods.Differentmethodsareapplica-
ble to differenttypesof storage.For example,methodf
is designedfor SRAM-basedstorages.Wedonot include
hereotherNISPOMmethodswhicharehardware-related
asthey arenot relevantto thispaper.

Existing systemsto erasethe data reliably from the
storagecanberoughlydividedinto six categories:

1. Hardware devices can physically destroy or wipe
out thestorage.For example,hardwaredegaussers
aremanufacturedby several companies.Suchde-
gaussersgeneratestrong magnetic�elds that not
only wipe out magneticinformation but can also
physicallydestroy the storagemedia. Strongmag-
netic �elds canbendhard drive plattersandmake
their rotationimpossible[19].

2. Somestoragedevices,virtual memorysubsystems,
and�le systemssupportencryption[15,20,21,29].
For example,NCryptfsis astackable�le systemthat
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ID Clearing/sanitizing method
c Overwriteall addressablelocationswith asinglecharacter.
d Overwriteall addressablelocationswith acharacter, its complement,thena randomcharacterandverify.
e Overwriteall addressablelocationswith acharacter, its complement,thena randomcharacter.
f Eachoverwritemustresidein memoryfor a periodlongerthantheclassi�eddataresided.
h Overwriteall locationswith a randompattern,all locationswith binaryzeros,andthenwith binaryones.

Table1: Software-basedmethodsof clearingor sanitizingstorage de�ned in theNational Industrial SecurityProgramOperating
Manual(NISPOM).

encrypts�les, directories,or whole�le systemswith
individual keys [29]. However, thesecurityof such
encryptionsystemsis notmuchbetterthanthesecu-
rity of therootaccount.Oncetheprivilegedaccount
is compromised,the encryptionkeys canbe easily
sniffed andusedto decryptboth deletedand non-
deleteddata. Also, strongencryptionis illegal in
somecountriesandaddsnon-negligible overheads.

3. Wholepartitionoverwritersaresimpleto implement
(a one line shell script canoverwrite an entire �le
system). New ATA drives even supporta special
modefor overwriting a whole drive (this featureis
optional for SCSI drives). This can overwrite all
tracksincludingbadandremappedones.Also, hard
driveassistederasureis muchfaster. Commonhard-
ware erasuretimesare typically 20 or more times
fasteron modernharddrivesthanuser-modeover-
writers [11]. Nevertheless,whole �le systemover-
writersareonly suitablefor sanitizingadrivebefore
its disposal.It is inconvenientto overwritea whole
drive just to deleteasingle�le.

4. There are a number of user mode tools for on-
demanddataoverwriting [5,16,26]. Someof them
substituteutilities like rm with wrappersthat over-
write thedataprior to deletinga �le. Othertoolsin-
strumentcommonlibrariesto intercepttruncateand
deleteoperations.Generally, thesetoolsarenot se-
curebecausethey cannotinterceptall theprograms
or operationsthatcanleave �le dataon thedisk.

5. Driver-level and �rmw are-level overwriters can
properlylocatedataon thelower-level storageeven
for JournalingandLog-structured�le systems.Un-
fortunately, low-level eraserscannotreliably detect
erasureand truncate�le systemoperations[24].
Also, they cannotsupportper-�le erasurepolicies.

6. The Ext2, Ext3, and Reiserfs�le systems,among
others,supporta specialper-�le attribute to mark
�les or directoriesthat contain sensitive informa-
tionandrequiresecuredeletion.Thus,thefollowing
commandcanmarka�le assensitive: chattr +s
filename . Unfortunately, theattribute is not cur-
rentlyusedandis maintainedfor futureuse.Several
authorsproposedpatchesthataddpurgingfunction-
ality to particular�le systems.For example,Bauer

et.al. modi�ed Ext2 to erasethedataandmeta-data
onunlink andtruncateoperations[3].

Incrementaladditionof OSfeaturesandcontrol inter-
ceptionpointsis awell developedresearcharea.We will
focuson thefour methodsmostrelevantto �le systems:

1. A �le systemsourcecodecanbemodi�ed directly.
For example, data overwriting functionality was
manuallyaddedto the Ext2 �le system[3]. This
methodhasa cleardrawback:new codeis required
notonly for everyOSandevery �le systembut also
for differentversionsof OSsand�le systems.

2. ModernOSsprovide hooksthatallow dynamicin-
strumentation.For example,DTrace[2] on Solaris
andLinux SecurityModules[27] on Linux provide
interceptionpointsin many places.However, these
instrumentationAPIs are not portableacrossOSs
anddo not interceptall �le systemoperations.For
example,memory-mappedoperationsarenot inter-
cepted.

3. Someof the �le systemoperationsmay be inter-
ceptedand changedentirely from the user-mode.
First, systemutilities canbesubstitutedwith wrap-
per scripts or other binaries. Second,systemli-
brariescanbe instrumenteddirectly. In bothcases,
someof the programswill not be instrumentedei-
ther becausethey arenot replacedor becausethey
are statically linked. Moreover, some�le system
operationscannotbechangedthisway; thisincludes
popularmemory-mappedoperations.

4. Stackable�le systemsareportableacrossOSsand
across�le systems[31]. They canbemountedover
any lower �le system,several �le systems,or only
a single directory or �le. However, stackable�le
systemsaddoverheadsfor all �le systemoperations
evenif only a singleoperationis modi�ed. In addi-
tion, stackable�le systemsusetwice asmany Vir-
tual File Systemobjectsthus reducingthe overall
sizeof �le systemcaches.

3 Design
Automatically erasingdatawhen �les are truncatedor
removed balancessecurityandconvenience.Suchera-
suremustbe performedby the �le systemsbecausenot
all operationscanbeintercepted.Unfortunately, this re-
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quiresmodi�cation of every �le systemthatmaybeused
to storesensitive data.We have designedPurgefs: a �le
systemextensionwhich canbe automaticallyappliedto
many �le systemsrunningona numberof OSs.

Many �le systemsmapthesameportionof a �le to a
�x edlocationon thedisk. Therefore,overwritingthe�le
dataat the �le systemlevel resultsin overwriting of the
dataon thephysicalstorage.Purgefsoverwrites�le data
andmeta-dataoneor moretimesusinga numberof data
patternsfor overwriting. For example,it cansupportall
of therelevantmethodsshown in Table1.

Purgefs can overwrite data synchronouslyor asyn-
chronously. In a simple synchronousmode, Purgefs
blocks until every overwrite operationcompletes. In
asynchronousmode,Purgefscanremapdatapagesto a
temporary�le andoverwritethemlateronusingakernel
thread. By remappingonly the appropriatedatapages,
Purgefscanasynchronouslyoverwriteonly a portion of
a �le upontruncateoperations.Overwriting asynchron-
ouslyis simpleandalsoimprovesperformance,but may
lowerthelevel of purgingguaranteebecausethe�le may
notbecompletelyoverwrittenif thesystemcrashes(e.g.,
becauseof a power failure).

Overwritingdecisionscanbecustomizedto betterbal-
ancesecuritywith performance.Purgefscanoverwrite
all �les or only �les marked with a specialattribute us-
ing thechattr +s filename command.Thenum-
ber of overwritesandthe type of overwritepatternscan
becon�guredasmount-timeoptions.A singleoverwrite
with any datacanprevent recovery in mostcases.Mul-
tiple overwritesmake recovery usingadvancedmethods
evenlessprobable.

3.1 Automatic PurgefsAddition
Stackable�le systemscanincrementallyaddfunctional-
ity to the lower �le systems.Figure1 shows a Base0fs
stackable�le systemthatpassesthroughall the �le sys-
temoperationsfrom theVirtual File System(VFS) to the
lower �le system.Unfortunately, stackable�le systems

Ext2

base0fs
ext2_unlink()

User Process

Lower file system

unlink()

vfs_unlink()

base0fs_unlink()

Virtual File System (VFS)

U
se

r
Ke
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Figure1: Base0fsstackable�le systemmountedover Ext2.

addoverheadsto all �le systemoperations.Direct �le
systemsourcecode instrumentationproduces�le sys-
temsthat run more ef�ciently , becauseonly the neces-
saryoperationsareinstrumentedandthecompilerhasthe
�e xibility to optimizethe code. Unfortunately, suchin-
strumentationrequiresmanualwork for every�le system
andevery OSversion.We decidedto combinethebene-
�ts of bothapproaches.We havecreateda scriptthatau-
tomaticallyinstrumentsasubsetof �le systemoperations
directly in thesourcecode. If a �le systemsourcecode
is unavailable, then the samescript can instrumentthe
Base0fs�le system.Base0fscanthenbe mountedover
a �le systemwhosesourcecodeis not available,adding
someoverheadbut maintainingthe samepurging func-
tionality.

Figure 2 shows that the instrumentationscript pro-
cessesboth the target �le systemandthePurgefsexten-
sion.Basedontheinformationcontainedin both,Purgefs
generatesa new instrumented�le system.

Instrumentation script

Original File System

New File System

FiST Extension

Figure2: Instrumentationscript operation.

Wehavedesignedourinstrumentationscriptto be�e x-
ible. In particular, it supports�le systemextensionswrit-
tenin theFiSTlanguage.FiST�les haveastructuresim-
ilar to thestructureof theYACC �le format [12]. Every
FiST �le consistsof threesectionsseparatedwith a %%
line. The�rst sectioncontainscodeandmacrosaddedto
ageneratedheader�le. Themiddlesectiondescribesop-
erationsthatrequireinstrumentation.Thelastsectionde-
scribesroutinesfor aseparategeneratedsource�le. FiST
is a C-basedlanguage.BecausepopularOSsarewritten
in C, thisallowsdirectinsertionof C codefrom FiST�les
into theappropriatelocationsof �le systemcode.

%{
/ * print out return values * /

%}
%%
%op:all:postcall {

printk("OP_%s: %d (pid: %d)\n",
%op, fistLastErr(), %pid);

}
%%
/ * no extra routines are needed * /

Figure 3: FiST�le systemextensionthat prints out thereturn
valuesof every�le systemoperation.
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static int ext2_writepage(struct page * page, struct writeback_control * wbc)
{

return block_write_full_page(page, ext2_get_block, wbc);
}

static int ext2_writepage(struct page * page, struct writeback_control * wbc)
{

{
int fist_tmp_ret_val = block_write_full_page(page, ext2_get_block, wbc);
printk("OP_%s: %d (pid: %d)\n",

"writepage", fist_tmp_ret_val, current->pid);
return fist_tmp_ret_val;

}
}

Figure4: Original (top)andgenerated(bottom)writepage operation of theExt2�le system.

Figure3 showsanexampleFiST �le systemextension
intendedfor �le systemdebugging. It addscode that
prints out return valuesof every �le systemoperation.
Let usconsidertheactionsperformedby the instrumen-
tation script to generatethe target �le systemon Linux
for FiST extensionshown in Figure3:

1. The script replacesprintk , and %pid with the
strings appropriatefor the target OS. for Linux,
printk is kept intactbut is replacedwith printf
for FreeBSD.

2. Thescriptlooksfor �le systemoperationvectorsde-
claredin thesourcecode.

3. Thescriptcreateswrapperfunctionsfor operations
thatusethegenericOSmethods.

4. Thescriptaddstherequestedprintk statementbe-
foreevery return statementof all operations.

5. The script substitutes%op and fistLastErr with
operation-speci�cstrings: the operationnameand
the variable namethat contain the last error. If
necessary, the return value is convertedto the in-
teger form. For example,the PTR ERR() macrois
usedunderLinux if thepreviousfunctionreturneda
pointer.

Figure4 showsanoriginalandthegeneratedwritepage
operationscodefor anExt2 �le system.We canseethat
theinstrumentationscriptcreatedatemporaryvariableto
storeandreporttheinternalreturnvalue.

Theinstrumentationscriptconvertsabstractvnodeob-
jects into objectsusedby target OSsand refers to �le
propertiesvia a uni�ed vnodeobject. For example,the
scriptunderstandsthateveryvnodeunderLinux is repre-
sentedby several objects: �le, dentry, andinode. Thus,
thescript usesthedentryobjectto accessthe �le name,
andthe inodeobjectto accessthe �le size. At thesame
time, developersdo not needto know aboutit andcan
assumethatthesearetheabstractvnodeproperties.

The instrumentationscript designallows �le system
developersto concentrateon their new conceptsor fea-
turesinsteadof theimplementationfor every �le system

andOS.Theseactionsaredoneby a singleandspeci�c
instrumentationscript.For example,currentlywe arein-
vestigatingageneralway to overwritedataon journaling
�le systems.Whencompleted,we will not needto mod-
ify the instrumentationscript,but only modify theFiST
extension.Evenbetter, if someOSpropertychanges,we
will notevenneedto modify theFiST extension.

4 Implementation

OurcurrentPurgefsprototypeconsistsof only 84linesof
FiST code.Purgefssynchronouslyoverwritesduringthe
�rst N � 1 times(if N > 1) andasynchronouslyover-
writesduringthelastoverwrite.This implementational-
lows our currentPurgefsprototypeto remainsimplebe-
causeoneasynchronousoverwritecanbeperformedus-
ing existing OS functions. This is importantbecauseit
allowsusto applyPurgefsusingthecurrentinstrumenta-
tion script implementation.Fortunately, this letsusper-
form the overwriting completelyasynchronouslyin the
mostcommoncaseof a singleoverwrite.

Purgefssupportssingleandtriple overwriting modes.
In particular, it supportsmodesc ande from Table1. In
thesingleoverwritemode,it overwritesthedatawith ze-
roes. In the triple overwritemode,it overwritesthedata
with 0x55, 0xAA, andthenrandompattern. (0x55 and
0xAA arecomplementaryalternatingbit numbers.)

The instrumentationscript is written in Perl [25]. We
believePerl is anappropriatechoicebecausemostof the
time the instrumentationprocesssearchesthe codefor
matchesof regular expressions—ascenarioPerl is es-
pecially suitablefor. Aside from string matchingand
replacing,the instrumentationsystemparsesonly small
portionsof the C code. For example,it determinesthe
typesof functionsandtheir arguments.We foundthata
simpletop-down parseris suf�cient for this purpose.

Our currentuni�ed instrumentationscript can instru-
mentLinux 2.4,Linux 2.6,andFreeBSD5.4�le systems.
It consistsof 305linesof Perlcode.Wehavesuccessfully
appliedandveri�ed thefunctionalityof Purgefswith all
thenon-journaling�le systemswetried. In particular, we
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instrumentedthefollowing six �le systems:

Ext2 (Linux) which is commonlyusedonLinux.
vfat (Linux) andmsdosfs(FreeBSD)which areusually

usedonportableFLASH drives.
ramfs (Linux) to purge �les from memory (policy h

from Table1 is notenforced).
NFS (Linux, FreeBSD)allows instrumentationon the

client sidewithout instrumentingtheserverside.
Base0fs(Linux, FreeBSD)is a stackable�le system

which canbe mountedover any other �le systems
whosesourcecodeis unavailable.

5 Evaluation
We evaluatedour systemon a P41.7GHzmachinewith
1GBof memory. Its systemdiskwasa30GB7200RPM
WesternDigital Caviar IDE andwasformattedwith Ext3.
In addition,themachinewasequippedwith one18.4GB
Ultra320SCSIdisk formattedwith Ext2. We usedthis
separateSCSIdisk for runningthebenchmarks.

Weremountedthetest�le systemsbeforeeverybench-
markrun to purge�le systemcaches.We raneachtestat
leasttentimesandusedtheStudent-t distributionto com-
putethe95%con�denceintervalsfor themeanelapsed,
system,user, and wait times. Wait time is the elapsed
time lessCPUtime usedandconsistsmostlyof I/O, but
processschedulingcanalsoaffect it. In eachcase,the
half-widthsof thecon�denceintervalswerelessthan5%
of the mean. The test machinewas running a Fedora
Core3 Linux distributionwith a vanilla2.6.11.7kernel.

We evaluatedandcomparedthe following threecon-
�gurations: vanillaExt2(EXT2); Ext2instrumentedwith
securedeletefunctionality with the overwrite-oncepol-
icy (EXT2PURGE-C);andoverwritethreetimesaccord-
ing to methode of Table1 (EXT2PURGE-E).We chose
Ext2becauseit is apopular�le systemfor manualexten-
sion with securedeletefunctionality. Therefore,future
andpastdevelopersmayconvenientlycomparetheirsys-
temswith Purgefs'soverheads.

5.1 CPU-BoundWorkload
First,weevaluatedPurgefsunderacompileworkload—a
CPU-intensive workloadthat is similar to theworkloads
generatedduring normaluseractivities (i.e., moreCPU
activity generatedthan�le systemI/O activity). Wecom-
piled the Am-utils [18] packageversion6.1.1usingthe
EXT2, EXT2PURGE-C,and EXT2PURGE-Econ�gu-
rationsandcomparedtheoverheadsof the instrumented
Ext2with vanillaExt2.

Am-utils containsover 60,000linesof C codein 430
�les. The build processbegins by runningseveral hun-
dredsmall con�guration teststo detectsystemfeatures.
It thenbuilds a sharedlibrary, ten binaries,four scripts,
anddocumentation:a total of 152new �les and19 new
directories.AlthoughtheAm-utils compileis CPUinten-
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sive, it containsa fair mix of �le systemoperations.We
usedTracefs[1] to measuretheexactdistribution of op-
erations. The Am-utils build processuses25% writes,
22% lseek operations,20.5% reads,10% open opera-
tions, 10% closeoperations,and the remainingopera-
tions (12.5%)are a mix of readdir, lookup, etc. Most
importantly for us, the build processdeletes4,696�les
duringthesephases.

Figure 5 shows the measuredbuild times. As we
cansee,Purgefsin asynchronoussingle-overwritemode
doesnot addany noticeableoverheadsunderthe CPU-
intensive workloads.TheEXT2PURGE-Econ�guration
hasa noticeable35%elapsedtime overheadbecausethe
�rst two writes are performedsynchronously. Because
this overheadis mostly I/O, fasterdisks will improve
Purgefsperformance.

5.2 I/O-Bound Workload

WeevaluatedoursystemusinganI/O-intensiveworkload
generator. Postmark[13] simulatestheoperationof elec-
tronic mail servers. It performsa seriesof �le appends,
reads,creations,anddeletions.We con�guredPostmark
to create20,000�les, between512–1Mbytes,andper-
form 200,000transactions.We selectedthecreate/delete
andread/writeoperationratioswith equalprobability.

Naturally, Purgefsaddswait timeoverheadsunderI/O-
intensive workloadsbecausethe operationis I/O-bound
and erasingoperationscompetewith other I/O opera-
tions.As wecanseein Figure6, EXT2PURGE-Cis 81%
slower andEXT2PURGE-Eis 22 timesslower thanthe
vanilla Ext2. Suchhigh overheadsarecausednot only
by the I/O-boundnatureof theworkloadbut alsoby the
factthatevery fourth operationis a deletion.We believe
that81%overheadevenundersuchsevereworkloadcon-
ditions is a promisingresultshowing that Purgefsover-
headsmaybeacceptablein mostcases.
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5.3 File SystemGenerationTime

Finally, we evaluatetheef�ciency of theinstrumentation
program.It is lessimportantthantheruntimeoverheads.
However, shortinstrumentationtimesaremoredesirable
for �le systemdevelopers. At �rst glanceit may seem
thattheprocessof �le systemgenerationcantake a con-
siderableamountof time. Indeed,thegenerationprocess
requiresat leasttwo scansof the�le systemsourcecode.
Table 2 shows the times necessaryto add securedele-
tion functionalityto severalpopular�le systemsandtheir
compilationtimes. Note that the overheadsof compila-
tion timeswereindistinguishable.As we cansee,in all
the cases,the instrumentationtimesweremuchsmaller
thanthecompilationtimesof these�le systems.There-
fore, theinstrumentationtimecanbeconsideredsmall.

File system Instrumentation Compilation
time (seconds) time (seconds)

Ext2 1.2 14.6
vfat 1.1 6.1
msdosfs 1.2 5.8
NFS 1.3 16.5
ramfs 1.2 6.0
Base0fs 1.3 11.7

Table 2: Purgefs's instrumentationtime for several �le sys-
tems,andtheoriginal compilationtimesof these�le systems.

6 Conclusions

Secureerasureof �le data from the storage,upon �le
delete, is consistentwith users' perceptionof what a
deleteoperationshoulddo. Unfortunately, existing �le
systemsdonotprovidethis guarantee.

We have designedPurgefs—ahighly portable,secure,
and convenient data-purging systemfor everyday use.
Purgefs is portablebecauseit is designedasa �le sys-
temextensionwhichcanbeautomaticallyaddedto most
existing �le systems. Purgefs is securebecauseit per-

forms datapurging immediatelyafter every deleteand
truncateoperation.Purgefsis convenientbecauseit op-
eratestransparently;andit is relatively ef�cient because
it operatesasynchronouslyif desired.

Purgefs can be used with any block-based and
network-based�le systemthat mapsthe same�le por-
tions to the samestoragelocation. We have tried and
successfullytestedPurgefswith theExt2, vfat, msdosfs,
ramfs, NFS, and Base0fs�le systems. Ext2, vfat, and
msdosfsarefrequentlyusedfor mobilestorage,wherese-
curedeletionis especiallycritical. NFS instrumentation
demonstratesthat Purgefs's client-sideuse is suf�cient
for securedeletionpurposes.TheBase0fs�le systemal-
lows Purgefsto be usedwith �le systemswhosesource
codeis unavailable. Moreover, many otherexisting and
future�le systemscanbeinstrumentedwithoutany addi-
tionaldevelopmentefforts.

We havedemonstratedthatundernon-intensivework-
loadstypical for users,Purgefs'soperationis completely
non-intrusive andits overheadsarenegligible. We have
shown that even undersevere I/O-intensive and delete-
intensiveworkloads,Purgefshasreasonableoverheadsin
con�gurationsthat suf�cient for mostusers:the single-
overwritemode.

Futur e Work. We arecurrentlyinvestigatingmoreso-
phisticatedapproacheswhichwill allow usto usePurgefs
with journalingandlog-structured�le systems.For ex-
ample,weareinvestigatinginstrumentationof thedevice
driversin additionto �le systems,andtheLinux Journal-
ing (JBD) API.

Our instrumentationsystemcanhave a broaderappli-
cation.In particular, it canbeusedto addmany different
featuresto �le systemsif extendedto supportawiderset
of FiST languageprimitives. For example,we plan to
implementanencryption�le systemextension.

Theinstrumentationsystemcanbeportedto anumber
of OSs(e.g.,Solaris).Also, a moreadvancedinstrumen-
tationsystemwill enableusto decreasethePurgefsover-
headsfurther andusemore sophisticatedasynchronous
modes.Lastly, Purgefscanbeeasilyextendedto support
moreoverwritingmodesandpatterns.
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