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Abstract

Files or even their namesoften containcon dential or
secretinformation. Most usersbelieve that suchinfor-
mationis erasedassoonasthey deletea le. Eventhose
whoknow thatthisis nottrueoftenignoretheissue.Nev-
erthelessyrecovering deleted les is trivial and can be
performedeven by novice haclers. The problemis ex-
acerbatedby thewidespreaaf portableandmobile stor
agedevices. This type of unwantedafterdeletiondata
recoveryis in partan educationproblem. Usersbelieve
that deleted les are erased,even thoughthey are not.
Retrainingand educatingusersis dif cult. Therefore,
storagesystemsshould behae appropriately—thedata
shouldbe erasedrom the storageon a perdeletebasis.

We found that existing solutionsare either incorve-
nient,inef cient, or insecure We have designedPumgefs:
a le systemextensionthattransparenthpverwrites les
on the perdeletebasis. Puigefs can be automatically
addedto a numberof existing and future le systems,
including networked andstackablele systems.Pumefs
supportanultiple policiesto trade-of performancewith
the level of purging guarantees.We demonstratehat
Pumgefsdoesnot add overheadsor perturbusers'activ-
ity undertypical userworkloads.
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1 Intr oduction

After a le is deleted|ts datais still storedon the phys-
ical mediauntil the actual datablocks are overwritten.
Sometimesthis allows usersto recovera le they mis-
takenly deleted. Unfortunately a malicious user can
alsorecover sucha deletedle. A local privilegeduser
canaccess low-level device via the/dev interfaceand
useoneof several availablesoftware productsto getthe
whole le or portionsof it [6]. Evenworse, oppy, ash,

rewritable optical,andharddiskscanbe discarded|ost,

or stolen.In this casea maliciouspersoncanrecover the
datausingalocalmachineandalocalprivilegedaccount.
Overwriting the erasediataor a wholedisk preventsthis
simplemethodof datarecovery, which requiresno extra
hardware.

More sophisticatedools can potentially recover the
dataevenif the datais overwritten[14]. For example,
disk headpositioningoveratrackis notperfect.A single
dataoverwriteoperatioris likely to overwriteatrackthat
is slightly misalignedrelative to the original datatrack.

This meansthat even after a track is overwritten, there
may exist a narrav portion of the track with the origi-
nal informationintact. Therefore hardwaretoolscanbe
usedto readthe narrav track of datathat wasnot over-
written. Overwriting the datamultiple timesmakessuch
arecoverymoredif cult.

This afterdeletedatarecovery is counterintuitve to
mostusers.A majority of userswantdeletedles to be
permanentlerasedandthey believethatdeletedles are
physicallyerased22]. This canleadto the situationthat
mediawith nancial or otherwisesensitve information
canbetreatedasclearedand“safe-to-lose™by the users.
For example,every third harddrive resoldon eBaycon-
tainscon dentialinformationsuchascreditcardor med-
ical records[7]. Thatis why governmentagenciesand
somebusinessesequirepropersanitationof the physical
mediathatwasusedto storesensitveinformation[9, 23].
However, asin the caseof mary security-relategorob-
lems, security must be balancedwith corvenienceand
performance. Therefore,solutionsto the problemvary
for differentsituations.Generally therearesix solutions
to the problemof recovery of deleteddata:

1. Magnetic media can be degaussed;more gener
ally the storagemediacanbe destrged. In terms
of possibledatarecovery, this is the mostreliable
data-erasurenethod. Unfortunately this solution
is eitherexpensve becausehe storageitself is de-
stroyed, or it is not secureenoughif not performed
everytime sensitve datais deleted.

2. All the le systemdatacanbe encrypted.This pro-
tectsdeletedaswell asnon-deletedlata. However,
this solutionhasa problemof key managemerthat
is commonfor all encryptionsystemgi.e., the key
safetyand revocation). In addition, certainforms
of encryptionare not legal in somecountries. En-
cryptionis alsoCPU intensve, andaddsoverheads
for mary le systemoperations—nojust erasure-
relatedoperationg28].

3. Overwriting of the whole storagemediais simple.
It canbe performedentirely from the usermodeor
even assistedat the hardwarelevel. Unfortunately
overwritingawhole le systemis incorvenientbe-
causeall les areerasedeventhosethe userwants
to keep). Therefore usersarelikely to refrainfrom
this procedure.

4. Ondemandper le overwriting from the userlevel



can be implementedusing library extensions,but
doesnot overwrite all the meta-dateand doesnot
work with staticallylinkedbinaries.

5. Driverlevel and rmw are-level overwriterscannot
reliably detectdeleteand truncateoperationsand
cannotsupportper le erasurepolicies[24].

6. File systemsanreliably detectdeleteandtruncate
operationsand perform per le on-demandover
writing. It is convenientbecausédhe datapurging
is performedautomaticallyasneeded.This method
is securébecausall thenecessanje systenopera-
tionsareinterceptedUnfortunatelythis methodre-
quiresmodi cation of every le systenmthatis used
to storesensitve information.

We have designeda systemfor automaticle system
instrumentationOur systemcanautomaticallyaddfunc-
tionality to existing le systemsf the le systemssource
codeis available. The instrumentatiorscript parsedar-
get le systemcodeand le systemextensionswrittenin
theFiST languagd31], thenit automaticallyupdateshe
le-system's sourcecodewith thenew functionality. The
FiST languagevasoriginally designedor stackablele
systendevelopmentinddescribesle systemextensions
in an OS-independennhanner Our instrumentatiorsys-
temusesFiST in a moregeneralway, becauset allows
usto addnew featuresnotonly to stackablele systems
but alsoto ary existingandfuture le systenthatfollows
therequiredLinux le systemAPI.

We have designed FiST le systemextensionwe call
Purgefs Ourinstrumentatiorscriptgeneratesnew le
systemusingthe Puigefsextensioncodeandthe codeof
tamget le systemasinput. Many popular le systems,
especiallythoseusedfor mobile storage mapthe same

le portionsto the samestoragelocations. When in-
strumentedvith Pumgefs,such le systemscanoverwrite
les' dataandmeta-dataipon le deleteandtruncateop-
erations.Overwrite policiescanbe con gured basedon
le names,le attributes,or directoryattributes. There-
fore, Pumgefs overwritesdataonly asneededproviding
security and cornveniencewith only a minimal perfor
mancedegradation Becausd-iST is portableacros€0Ss
and le systemsPurgefscanbeappliedto mostof theex-
istingandfuture le systemsautomaticallyIn particular
we have appliedit to Ext2 [4], vfat, msdosfsNFS[17],
andramfs.If a le systemssourcecodeis notavailable,
thenPurgefscanbe appliedto a null-layer pass-through
stackablele system30]. Thestackablele systemcan,
in turn, be mountedover lower le systemsandprovide
thesamePumefsfunctionalityto theuserswith anaddi-
tional smalloverhead.

Pumgefssupportsoliciesto trade-of performancdor
the level of purging guarantee. For example, multiple
synchronousverwritescanaddsigni cant overheacbut
aremoresecuregorversely asingleasynchronousver-

write is lesssecurebut addsmuchsmalleroverheadsWe
have experimentallydemonstratedhat in the common
caseof asinglesynchronousverwritepolicy anda CPU-
boundworkload,Pumgefsoverheadsareundetectable.

The rest of this paperis organizedas follows. We
describeprior work in Section2. Section3 describes
Pumgefs's design. Section4 describesour implementa-
tion. We evaluateour systemin Section5. We conclude
in Section6.

2 Background

Deleteddatacanbe easilyfound on a disk via the /dev
interfaceif the deletedle is smallanda portion of the
le is known. However, it is necessaryo know either
the le structureor the le systemstructureto recover
large les with unknavn data. For example, the Free
DownloadsCenter[6] offers dozensof programsto re-
coverdeletedles from popular le systems.

It is reportedthat overwrittendataon magneticmedia
can potentially be recoveredusing Magnetic Force Mi-
croscopesMFM) [8]. However, suchamethodis expen-
sive becauseét requiresmicroscopeghat canscanlarge
surfaces. A more promisingapproachis to usea spin-
standto collect several concentricand radial magnetic
surfaceimages.Later, theseimagescanbe processedo
generatea single surfaceimage[14]. However, it is un-
clearif suchtechniquesarefeasible.Generallyit is be-
lievedthatmultiple overwriting of the datacanmalke the
recovery of datamuchmoredif cult [10].

There are several ways to prevent the recovery of
eraseddata. The National Institute of Standardsand
Technology(NIST) recommendshatmagnetionediabe
degausseddr overwritten at leastthreetimes[9]. The
National Industrial Security Program Operating Man-
ual (NISPOM) describesereralmethodgor clearingor
sanitizing sensitve information [23]. Table 1 lists the
software-basednethods.Differentmethodsareapplica-
ble to differenttypesof storage.For example,methodf
is designedor SRAM-basedstoragesWe donotinclude
hereotherNISPOMmethodsvhich arehardware-related
asthey arenotrelevantto this paper

Existing systemsto erasethe datareliably from the
storagecanberoughlydividedinto six categories:

1. Hardware devices can physically destry or wipe
out the storage.For example,hardwaredegaussers
are manufcturedby several companies.Suchde-
gaussergyeneratestrong magnetic elds that not
only wipe out magneticinformation but can also
physicallydestry the storagemedia. Strongmag-
netic elds canbendharddrive plattersand make
theirrotationimpossibleg[19].

2. Somestoragedevices,virtual memorysubsystems,
and le systemssupportencryption[15,20,21,29].
For example NCryptfsis astackablele systenthat



ID | Clearing/sanitizing method

Overwriteall addressablcationswith a singlecharacter

Overwriteall addressablicationswith a characterits complementthenarandomcharacteandverify.

Overwriteall addressablcationswith a characterits complementthenarandomcharacter

ool

Eachoverwrite mustresidein memoryfor a periodlongerthanthe classi ed dataresided.

h Overwriteall locationswith arandompattern all locationswith binaryzeros,andthenwith binaryones.

encryptsles, directoriesprwhole le systemswith

individual keys [29]. However, the securityof such
encryptionsystemss notmuchbetterthanthesecu-
rity of therootaccount.Oncethe privilegedaccount
is compromisedthe encryptionkeys canbe easily
sniffed and usedto decryptboth deletedand non-
deleteddata. Also, strongencryptionis illegal in

somecountriesandaddsnon-neligible overheads.

. Wholepartitionoverwritersaresimpleto implement
(a oneline shell script can overwrite an entire le
system). New ATA drives even supporta special
modefor overwriting a whole drive (this featureis
optional for SCSI drives). This can overwrite all
tracksincludingbadandremappeanes.Also, hard
driveassisteerasureés muchfaster Commonhard-
ware erasuretimes are typically 20 or moretimes
fasteron modernharddrivesthanusermodeover-
writers[11]. Neverthelesswhole le systemover
writersareonly suitablefor sanitizingadrive before
its disposal.lt is inconvenientto overwrite a whole
drivejustto deleteasingle le.

. There are a number of user mode tools for on-
demanddataoverwriting [5, 16,26]. Someof them
substituteutilities like rm with wrappersthat over-
write thedataprior to deletinga le. Othertoolsin-
strumentcommonlibrariesto intercepttruncateand
deleteoperations.Generally thesetools arenot se-
curebecausehey cannotinterceptall the programs
or operationghatcanleave le dataonthedisk.

. Driverlevel and rmw are-level overwriters can
properlylocatedataon thelower-level storageeven
for JournalingandLog-structuredle systemsUn-
fortunately low-level erasersannotreliably detect
erasureand truncate le systemoperations[24].
Also, they cannotsupportper le erasurepolicies.

. The Ext2, Ext3, and Reiserfs le systems,among
others,supporta specialper le attribute to mark
les or directoriesthat contain sensitve informa-
tion andrequiresecuredeletion.Thus,thefollowing
commandcanmarka le assensitve: chattr  +s
filename . Unfortunatelytheattributeis notcur-
rently usedandis maintainedor futureuse.Several
authorsproposedgatcheghataddpurgingfunction-
ality to particular le systems.For example,Bauer

Table 1: Softwae-basednethodf clearingor sanitizingstorage de nedin the National Industrial SecurityProgram Operating
Manual (NISPOM).

et.al. modi ed Ext2 to erase¢hedataandmeta-data
onunlink andtruncateoperationg3].

Incrementabdditionof OSfeaturesandcontrolinter-

ceptionpointsis awell developedresearctarea.We will
focusonthefour methodsmostrelevantto le systems:

3

1. A le systemsourcecodecanbe modi ed directly.

For example, data overwriting functionality was
manuallyaddedto the Ext2 le system[3]. This
methodhasa cleardravback: new codeis required
notonly for every OSandevery le systembut also
for differentversionsof OSsand le systems.

. Modern OSsprovide hooksthat allow dynamicin-

strumentation.For example,DTrace[2] on Solaris
andLinux SecurityModules[27] on Linux provide
interceptionpointsin mary places.However, these
instrumentationAPIs are not portableacrossOSs
anddo notinterceptall le systemoperations.For

example,memory-mappedperationsarenotinter-

cepted.

. Someof the le systemoperationsmay be inter

ceptedand changedentirely from the usermode.
First, systemutilities canbe substitutedwvith wrap-
per scripts or other binaries. Second,systemli-
brariescanbe instrumentedlirectly. In both cases,
someof the programswill not be instrumentecei-
ther becausehey arenot replacedor becausdhey
are statically linked. Moreover, some le system
operationgannotechangedhisway; thisincludes
popularmemory-mappedperations.

. Stackablele systemsareportableacrossOSsand

acrossle systemg31]. They canbe mountedover
ary lower le system,several le systemspr only
a single directoryor le. However, stackablele
systemsaddoverheadd$or all le systemoperations
evenif only a singleoperationis modi ed. In addi-
tion, stackablele systemausetwice asmary Vir-
tual File Systemobjectsthus reducingthe overall
sizeof le systemcaches.

Design

Automatically erasingdatawhen les are truncatedor
removed balancessecurityand corvenience. Suchera-
suremustbe performedby the le systemdecauseaot
all operationscanbe intercepted.Unfortunately this re-



quiresmodi cation of every le systemhatmaybeused
to storesensitve data. We have designedPumgefs: a le
systemextensionwhich canbe automaticallyappliedto
mary le systemsunningonanumberof OSs.

Many le systemamapthe sameportionof a le toa
x edlocationonthedisk. Therefore pverwritingthe le
dataatthe le systemlevel resultsin overwriting of the
dataonthe physicalstorage Puigefsoverwrites le data
andmeta-dataoneor moretimesusinga numberof data
patterngfor overwriting. For example,it cansupportall
of therelevantmethodsshavn in Table1.

Pumgefs can overwrite data synchronouslyor asyn-
chronously In a simple synchronousmode, Pumgefs
blocks until every overwrite operationcompletes. In
asynchronousnode, Puigefs canremapdatapagesto a
temporaryle andoverwritethemlateronusingakernel
thread. By remappingonly the appropriatedatapages,
Pumgefscanasynchronouslpverwrite only a portion of
a le upontruncateoperations.Overwriting asynchron-
ouslyis simpleandalsoimprovesperformancebut may
lowerthelevel of purging guarantedecaus¢he le may
notbe completelyoverwrittenif the systemcrashege.g.,
becaus®f apowerfailure).

Overwriting decisionanbe customizedo betterbal-
ancesecuritywith performance.Pumgefs canoverwrite
all les or only les markedwith a specialattribute us-
ingthechattr  +s filename command.The num-
ber of overwritesandthe type of overwrite patternscan
be con gured asmount-timeoptions.A singleoverwrite
with ary datacanpreventrecosery in mostcases.Mul-
tiple overwritesmake recovery usingadvancedmethods
evenlessprobable.

3.1 Automatic PurgefsAddition

Stackablele systemscanincrementallyaddfunctional-
ity to the lower le systems.Figurel shovs a BaseOfs
stackablele systemthatpasseshroughall the le sys-
temoperationdrom the Virtual File Systen{VFS)to the
lower le system.Unfortunately stackablele systems

User Process §
unlink() b
I N
~
Virtual File System (VFS) §
baseOfs_unlink() l QL
base0Ofs <

ext2_unlink()

Lower file system Ext2

Figure 1: BaseOfstadkable le systemmountedover Ext2.

add overheaddo all le systemoperations.Direct le
systemsourcecode instrumentationproduces le sys-
temsthat run more ef ciently, becauseonly the neces-
saryoperationsareinstrumentedndthecompilerhasthe
e xibility to optimizethe code. Unfortunately suchin-
strumentatiomequiresmanualork for every le system
andevery OSversion.We decidedto combinethe bene-
ts of bothapproachesWe have createda scriptthatau-
tomaticallyinstrumenta subsebf le systenoperations
directly in the sourcecode. If a le systemsourcecode
is unavailable, then the samescript can instrumentthe
BaseOfsle system.BaseOfscanthenbe mountedover
a le systemwhosesourcecodeis not available,adding
someoverheadbut maintainingthe samepurging func-
tionality.

Figure 2 shows that the instrumentationscript pro-
cessedoththetamet le systemandthe Pumgefsexten-
sion. Basentheinformationcontainedn both,Pugefs
generates new instrumentedle system.

FiST Extension Original File System

N/

Instrumentation script

|

New File System

Figure 2: Instrumentatiorscript opemtion.

We have designheaurinstrumentatiorscriptto be e x-
ible. In particular it supportsle systemextensionswrit-
tenin theFiSTlanguageFiST les haveastructuresim-
ilar to the structureof the YACC le format[12]. Every
FiST le consistsof threesectionsseparatedvith a %%
line. The rst sectioncontainscodeandmacrosaddedo
ageneratedheaderle. Themiddlesectiondescribe®p-
erationghatrequireinstrumentationThelastsectionde-
scribesoutinesfor aseparatgeneratedourcele. FiST
is a C-basedanguage BecauseopularOSsarewritten
in C, thisallowsdirectinsertionof C codefrom FiST les
into theappropriatdocationsof le systemcode.

9%{

[+ print out return values x/
9%}
%%
%op:all:postcall {

printk("OP_%s: %d (pid:  %d)\n",

%op, fistLastErr(), %pid);

}

%%

/* no extra routines are needed =/

Figure 3: FiST le systemextensiorthat prints outthereturn

valuesof every le systenopemtion.



static int  ext2_writepage(struct page *page, struct  writeback_control *whc)
{
return  block_write_full_page(page, ext2_get_block, whc);
}
static int  ext2_writepage(struct page *page, struct  writeback_control *whc)
{
{
int  fist_tmp_ret_val = block_write_full_page(page, ext2_get_block, whbc);
printk("OP_%s: %d (pid:  %d)\n",
"writepage", fist_tmp_ret_val, current->pid);
return  fist_tmp_ret_val;
}
}

Figure 4: Original (top) and generted (bottom)writepage opemtion of the Ext2 le system.

Figure3 shavsanexampleFiST le systemextension
intendedfor le systemdelugging. It addscodethat
prints out returnvaluesof every le systemoperation.
Let us considerthe actionsperformedby the instrumen-
tation scriptto generatehe target le systemon Linux
for FiST extensionshovn in Figure3:

1. The script replacesprintk , and %pid with the
strings appropriatefor the target OS. for Linux,
printk  is keptintactbut is replacedwith printf
for FreeBSD.

2. Thescriptlooksfor le systenoperatiorvectorsde-
claredin thesourcecode.

3. Thescriptcreatesnvrapperfunctionsfor operations
thatusethe genericOS methods.

4. Thescriptaddstherequestegbrintk  statemenbe-
foreeveryreturn  statemenof all operations.

5. The script substitute9oop and fistLastErr with
operation-speci cstrings: the operationnameand
the variable namethat contain the last error.  If
necessatythe returnvalue is corvertedto the in-
teger form. For example,the PTRERR() macrois
usedunderLinux if the previousfunctionreturneda
pointer

Figured shavsanoriginalandthegeneratedvritepage
operationodefor anExt2 le system.We canseethat
theinstrumentatiorscriptcreatedcatemporaryariableto
storeandreporttheinternalreturnvalue.

Theinstrumentatiorscriptconvertsabstraciynodeob-
jectsinto objectsusedby taget OSsandrefersto le
propertiesvia a uni ed vnodeobject. For example,the
scriptunderstandthateveryvnodeunderLinux is repre-
sentedby several objects: le, dentry andinode. Thus,
the scriptusesthe dentryobjectto accesghe le name,
andtheinodeobjectto accesghe le size. At thesame
time, developersdo not needto know aboutit and can
assumehatthesearethe abstraciynodeproperties.

The instrumentationscript designallows le system
developersto concentraten their new conceptsor fea-
turesinsteadof theimplementatiorfor every le system

andOS. Theseactionsaredoneby a singleandspeci ¢
instrumentatiorscript. For example,currentlywe arein-
vestigatinga generalway to overwritedataon journaling
le systemsWhencompletedwe will not needto mod-
ify the instrumentatiorscript, but only modify the FiST
extension.Evenbetter if someOS propertychangeswe
will notevenneedto modify the FiST extension.

4 Implementation

OurcurrentPumgefsprototypeconsistof only 84 linesof
FiST code.Pumgefssynchronoushoverwritesduringthe
rst N 1times(if N > 1) andasynchronouslyver-
writesduringthelastoverwrite. Thisimplementatioral-
lows our currentPurgefsprototypeto remainsimplebe-
causeoneasynchronousverwrite canbe performedus-
ing existing OS functions. This is importantbecauset
allows usto apply Puigefsusingthe currentinstrumenta-
tion scriptimplementation.Fortunately this lets us per
form the overwriting completelyasynchronouslyn the
mostcommoncaseof a singleoverwrite.

Pumgefssupportssingleandtriple overwriting modes.
In particular it supportsmodesc ande from Tablel. In
thesingleoverwritemode,it overwritesthe datawith ze-
roes. In thetriple overwrite mode,it overwritesthe data
with 0x55, OxAA, andthenrandompattern. (0x55 and
O0xAA arecomplementargalternatingbit numbers.)

The instrumentatiorscriptis written in Perl [25]. We
believe Perlis anappropriatechoicebecausenostof the
time the instrumentatiorprocesssearcheghe codefor
matchesof regular expressions—acenarioPerl is es-
pecially suitablefor. Aside from string matchingand
replacing,the instrumentatiorsystemparsesonly small
portionsof the C code. For example,it determineghe
typesof functionsandtheir aguments.We foundthata
simpletop-davn parselis sufcient for this purpose.

Our currentuni ed instrumentatiorscript caninstru-
mentLinux 2.4,Linux 2.6,andFreeBSD6.4 le systems.
It consistof 305linesof Perlcode.We have successfully
appliedandveri ed the functionality of Puigefswith all
thenon-journalingle systemswvetried. In particularwe



instrumentedhefollowing six le systems:

Ext2 (Linux) whichis commonlyusedon Linux.

vfat (Linux) andmsdosfs(FreeBSD)which areusually
usedon portableFLASH drives.

ramfs (Linux) to purge les from memory (policy h
from Tablel is not enforced).

NFS (Linux, FreeBSD)allows instrumentationon the
clientsidewithoutinstrumentinghesener side.
BaseOfs (Linux, FreeBSD)is a stackable le system
which canbe mountedover ary other le systems

whosesourcecodeis unavailable.

5 Evaluation

We evaluatedour systemon a P4 1.7GHzmachinewith
1GB of memory Its systemdiskwasa 30GB 7200RPM
WesterrDigital Caviar IDE andwasformattedwith Ext3.
In addition,the machinewasequippedvith one18.4GB
Ultra320 SCSI disk formattedwith Ext2. We usedthis
separat&CSldisk for runningthebenchmarks.

Weremountedhetest le systemdbeforeeverybench-
markrunto purge le systemcachesWe raneachtestat
leasttentimesandusedthe Studentt distributionto com-
putethe 95% con denceintervalsfor the meanelapsed,
system,user and wait times. Wait time is the elapsed
time lessCPUtime usedandconsistsamostly of /O, but
processschedulingcanalso affectit. In eachcase,the
half-widthsof the con denceintervalswerelessthan5%
of the mean. The testmachinewas running a Fedora
Core3 Linux distribution with avanilla2.6.11.7kernel.

We evaluatedand comparedhe following threecon-
gurations: vanillaExt2 (EXT2); Ext2instrumenteavith
securedeletefunctionality with the overwrite-oncepol-
icy (EXT2PURGE-C)andoverwritethreetimesaccord-
ing to methode of Table1l (EXT2PURGE-E)We chose
Ext2becausé is apopular le systenmfor manualexten-
sion with securedeletefunctionality. Therefore future
andpastdeveloperanaycorvenientlycompareheir sys-
temswith Puigefs's overheads.

5.1 CPU-BoundWorkload

First,we evaluatedPurgefsunderacompileworkload—a
CPU-intensie workloadthatis similar to the workloads
generatedluring normal useractuities (i.e., more CPU
actiity generatedhan le system/O actiity). We com-
piled the Am-utils [18] packageversion6.1.1usingthe
EXT2, EXT2PURGE-C,and EXT2PURGE-Econ gu-
rationsandcomparedhe overheadof the instrumented
Ext2 with vanilla Ext2.

Ame-utils containsover 60,000lines of C codein 430
les. The build processhegins by running several hun-
dredsmall con guration teststo detectsystemfeatures.
It thenbuilds a sharedibrary, ten binaries,four scripts,
anddocumentationa total of 152new les and19 new
directories Althoughthe Am-utils compileis CPUinten-
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User o33
300 [ System m—
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232.1

T

250 233.8

150

Elapsed time (sec)

100

50 |

EXT2
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Figure 5: Am-utilsbuild times.

sive, it containsa fair mix of le systemoperations.We
usedTracefs[1] to measurdhe exactdistribution of op-
erations. The Am-utils build processuses25% writes,
22% Iseek operations,20.5% reads, 10% open opera-
tions, 10% close operations,and the remainingopera-
tions (12.5%) are a mix of readdir lookup, etc. Most
importantlyfor us, the build processdeletes4,696 les
duringthesephases.

Figure 5 shows the measuredbuild times. As we
cansee,Pugefsin asynchronousingle-overwrite mode
doesnot add ary noticeableoverheadaunderthe CPU-
intensive workloads. The EXT2PURGE-Econ guration
hasa noticeable35% elapsedime overheadecausehe
rst two writes are performedsynchronously Because
this overheadis mostly I/O, fasterdisks will improve
Pumgefsperformance.

5.2 1/0-Bound Workload

We evaluatedbursystermusinganl/O-intensiveworkload
generatarPostmari13] simulategheoperatiornof elec-
tronic mail seners. It performsa seriesof le appends,
readscreationsanddeletions.We con gured Postmark
to create20,000 les, between512-1M bytes,and per
form 200,000transactionsWe selectedhe create/delete
andread/writeoperatiorratioswith equalprobability.

Naturally, Puigefsaddswait time overheadsinderl/O-
intensive workloadsbecausehe operationis 1/0-bound
and erasingoperationscompetewith other I/O opera-
tions. As we canseein Figure6, EXT2PURGE-Cs 81%
slower and EXT2PURGE-Eis 22 timesslower thanthe
vanilla Ext2. Suchhigh overheadsare causedhot only
by the I/O-boundnatureof the workloadbut alsoby the
factthatevery fourth operationis a deletion. We believe
that81%overheadvenundersuchsevereworkloadcon-
ditionsis a promisingresultshaving that Pugefsover-
headsmaybeacceptablén mostcases.
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5.3 File SystemGeneration Time

Finally, we evaluatethe ef ciency of theinstrumentation
program.lt is lessimportantthanthe runtimeoverheads.
However, shortinstrumentatiortimesaremoredesirable
for le systemdevelopers. At rst glanceit may seem
thatthe procesof le systemgeneratiorcantake acon-
siderableamountof time. Indeed the generatiorprocess
requiresatleasttwo scansof the le systemsourcecode.
Table 2 shaws the times necessaryo add securedele-
tion functionalityto severalpopular le system&andtheir
compilationtimes. Note that the overheadf compila-
tion timeswereindistinguishable . As we cansee,in all
the casesthe instrumentatiortimes were much smaller
thanthe compilationtimesof these le systems.There-
fore, theinstrumentationime canbe consideregmall.

File system | Instrumentation Compilation
time (seconds)| time (seconds)
Ext2 1.2 14.6
vfat 11 6.1
msdosfs 1.2 5.8
NFS 1.3 16.5
ramfs 1.2 6.0
BaseOfs 1.3 11.7

Table 2: Purgefs's instrumentationtime for several le sys-
tems,andthe original compilationtimesof thesele systems.

6 Conclusions

Secureerasureof le datafrom the storage,upon le
delete, is consistentwith users' perceptionof what a
deleteoperationshoulddo. Unfortunately existing le
systemgdo not provide this guarantee.

We have designed?ugefs—ahighly portable secure,
and corvenientdata-puging systemfor everyday use.
Pumgefsis portablebecauset is designedasa le sys-
temextensionwhich canbe automaticallyaddedto most
existing le systems. Pumgefsis securebecauset per

forms data purging immediatelyafter every deleteand
truncateoperation. Puigefsis corvenientbecauset op-
erategransparentlyandit is relatively ef cient because
it operateasynchronouslif desired.

Pumgefs can be used with arny block-basedand
network-basedle systemthat mapsthe same le por-
tions to the samestoragelocation. We have tried and
successfullyestedPuigefswith the Ext2, vfat, msdosfs,
ramfs, NFS, and BaseOfsle systems. Ext2, vfat, and
msdosfarefrequentlyusedfor mobilestoragewherese-
curedeletionis especiallycritical. NFSinstrumentation
demonstrateshat Pugefs's client-sideuseis sufcient
for securadeletionpurposesThe BaseOfsle systemal-
lows Pugefsto be usedwith le systemswhosesource
codeis unavailable. Moreover, mary otherexisting and
future le systemsanbeinstrumentedvithoutany addi-
tional developmentfforts.

We have demonstratethatundernon-intensie work-
loadstypical for users Puigefs's operationis completely
non-intrusve andits overheadsare nggligible. We have
shavn that even undersevere I/O-intensize and delete-
intensiveworkloads Purgefshasreasonableverheadsn
con gurationsthat sufcient for mostusers:the single-
overwritemode.

Future Work. We arecurrentlyinvestigatingnoreso-
phisticatecapproachewhichwill allow usto usePumgefs
with journalingandlog-structuredle systems.For ex-
ample,we areinvestigatingnstrumentatiorof thedevice
driversin additionto le systemsandtheLinux Journal-
ing (JBD) API.

Ourinstrumentatiorsystemcanhave a broaderappli-
cation.In particular it canbeusedto addmary different
featuredo le systemsf extendedo supportawider set
of FiIST languageprimitives. For example,we plan to
implementanencryptionle systemextension.

Theinstrumentatiorsystemcanbe portedto a number
of OSs(e.g.,Solaris).Also, amoreadwancednstrumen-
tationsystenwill enableusto decreas¢he Pumgefsover-
headsfurther and use more sophisticatecasynchronous
modes Lastly, Puigefscanbe easilyextendedo support
moreoverwriting modesandpatterns.
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