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Abstract
Administratorsoftenpreferto keeprelatedsetsof �les

in differentlocationsor media,asit is easierto maintain
those�les separately. Users,on theotherhand,preferto
seeall �les in onelocationfor convenience.Onesolution
thataccommodatesbothneedsis virtualuni�cation—that
is providing a mergedview of several directories,with-
out physicallymerging them. For example,uni�cation
canmergethecontentsof severalCD-ROM imageswith-
out unpackingthem,merge binary directoriesfrom dif-
ferentpackages,merge views from several �le servers,
andmore.Uni�cation canalsobeusedfor snapshotting,
by markingsomedatasourcesread-onlyandthenutiliz-
ing copy-on-writefor theread-onlysources.It is dif�cult
to virtually unify of a setof �les while maintainingUnix
semantics. Past efforts to provide suchuni�cation of-
tencompromisedon thesetof featuresprovidedor Unix
compatibility.

We designeda uni�cation �le systemcalledUnionfs
whichusesapromisingfan-outstackingtechniquerarely
usedbefore.UnionfsmaintainsUnix semanticswhile of-
fering advanceduni�cation featuressuchasdynamicin-
sertionand removal of namespacesat any point in the
uni�ed view, supportfor any mix of read-onlyandread-
write components,ef�cient in-kernelduplicateelimina-
tion, and more. Our �e xible Unionfs implementation
supportstraditionaluni�cation, snapshotting,andsand-
boxing. We implementeda prototypeof Unionfs on
Linux. Our evaluationshows a 2–3%performanceover-
headfor typicaluser-likeworkloads.

1 Intr oduction
For easeof management,differentbut relatedsetsof �les
areoftenlocatedin multipleplaces.Users,however, �nd
it inconvenientto accesssuchsplit �les: userspreferto
seeeverythingin oneplace.Oneproposedsolutionis to
virtually merge—orunify—theviews of differentdirec-
tories(recursively) suchthat they appearto be onetree;
this is donewithout physicallymerging thedisparatedi-
rectories.Suchuni�cation hasthebene�t of allowing the
�les to remainphysicallyseparate,but appearasif they
residein onelocation. The collectionof mergeddirec-
tories is called a union, and eachphysicaldirectory is
calledabranch. Whencreatingtheunion,eachbranchis
assignedaprecedenceandaccesspermissions(i.e.,read-
only or read-write). At any point in time new branches

may be inserted,or existing branchesmay be removed
from theunion. Therearemany possibleusesfor uni�-
cation,whichwe explorenext.

Modern computing systemscontain numerous�les
thatarepartof many softwaredistributions.Thereareof-
tenseveral reasonsto spreadthose�les amongdifferent
locations.For example,a wide varietyof packagesmay
beinstalledin varioustreesunder/opt . Ratherthanre-
quiring usersto include large numbersof directoriesin
their PATH environmentvariable,the administratorcan
simplyunify thevariouscomponentsin /opt ,

Another exampleof uni�cation is merging the con-
tentsof several �le servers. In a large organization,a
usermayhave�les onavarietyof servers(e.g.,theirper-
sonal�les on one,andeachprojectcould have its own
server). However, on workstationsit shouldappearasif
all theuser's �les arein a commonlocation—regardless
of whichserver the�les arereallyon. A standardmount
cannotbeusedbecausemountingtwo �le systemsin the
sameplacewould hide the �les thatweremounted�rst.
Automountersusesymbolic links to createthis illusion
[15], but symbolic links still exposethe physicaldirec-
tory structureto usersandutilities. Furthermore,many
applications(e.g.,shells)interpretsymboliclinks. Auto-
mountersalsoprecomputetheentireunionwithoutkeep-
ing it up-to-date. A uni�cation �le systemcan simply
unify thevariousmountpointsinto a commondirectory.
File serversmay comeonline or go of�ine at any time.
Therefore,it is necessarythat a uni�cation �le system
candynamicallyaddandremovebranches.

Largesoftwarecollectionsareoftendistributedassplit
CD-ROM imagesbecauseof themedia'ssizelimitations.
However, usersoften want to download a single pack-
agefrom the distribution. To meetboth needs,mirror
sitesusuallyhave both the ISO imagesandthe individ-
ual packages.This wastesthedisk spaceandbandwidth
becausethesamedatais storedon disk anddownloaded
twice. Onourgroup'sFTPserver, weonly keepphysical
copiesof theFedoraISOimages;weloopback-mountthe
ISO images,andthenwe unify their contentsto provide
directaccessto theRPMsandSRPMs.

Snapshottingis ausefultool for systemadministrators,
who needto know what changesare madeto the sys-
tem while installing new software[9,13]. If the instal-
lation failed, the softwaredoesnot work asadvertised,
or is not needed,then the administratoroften wantsto
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revert to a previous goodsystemstate. Uni�cation can
providea �le systemsnapshotthatcarriesout theinstal-
lation of new softwarein a separatedirectory. Snapshot-
ting is accomplishedby addingan empty high-priority
branch,and then marking the existing data read-only.
If any changesaremadeto the read-onlydata,Unionfs
transparentlymakesthechangesonthenew high-priority
branch.Thesystemadministratorscanthenexaminethe
exactchangesmadeto thesystemandtheneasilykeepor
removethem.

Along similar lines,whenanIntrusionDetectionSys-
tem(IDS) detectsa possibleintrusion,it shouldprevent
furtherchangesto the�le system,while legitimateusers
shouldbeableto performtheir tasks.Furthermore,false
alarmscanbe very common,so the systemshouldtake
somestepsto protect itself (by carefully tracking the
changesmadeby that process),but not outright kill the
suspiciousprocess.If an intrusionis suspected,thenthe
IDS can createsnapshotsthat the systemadministrator
canexamineafterward. In additionto �le systemsnap-
shots,Unionfsalsosupportssandboxing. Sandboxeses-
sentiallycreateanamespacefork at thetimeasnapshotis
taken. Processesaredivided into two (or more)classes:
badprocesses,whichtheIDSsuspectsareintrusions;and
all otherprocessesaregood. Thegoodprocesseswrite to
onesnapshot,andthebadprocesseswrite to another. The
goodprocessesonly seethe existing data,andchanges
madeby other goodprocesses.Likewise, the badpro-
cessesonly seethe existing dataandchangesmadeby
badprocceses.

Althoughtheconceptof virtual namespaceuni�cation
appearssimple,it isdif�cult todesignandimplementit in
a mannerthatfully complieswith expectedUnix seman-
tics. The variousproblemsinclude handling�les with
samenamesin themergeddirectory, maintainingconsis-
tency while deleting�les thatmayexist in multipledirec-
tories,handlinga mix of read-onlyandread-writedirec-
tories,andmore. Given the aforementioneddif�culties
in maintainingUnix semanticsin union �le systems,it
is not surprisingthat noneof the past implementations
solvedall problemssatisfactorily.

We have designedandbuilt Unionfs, a uni�cation �le
systemthat addressesall of the known complexities of
maintainingUnix semanticswithout compromisingver-
satility andfeaturesoffered.Wesupporttwo �le deletion
modesthat addresseven partial failures. We allow an
ef�cient andcache-coherentinsertionor deletionof any
arbitraryread-onlyor read-writedirectoryinto theunion.
Unionfsalsoincludesef�cient in-kernelhandlingof �les
with thesamename;acarefuldesignthatminimizesdata
movementacrossbranches;severalmodesfor permission
inheritance;andsupportfor snapshotsandsandboxing.
WecompareUnionfs'sfeatureswith pastalternativesand
show that Unionfs providesnew featuresandalso use-

ful featuresfrom pastwork. Our performanceevalua-
tion shows a smalloverheadof 2–3%undernormaluser
workloadsandacceptableoverheadsevenunderdemand-
ing workloads.

Therestof this paperis organizedasfollows. Section
2 describesour designand Section3 elaborateson the
designof eachUnionfsoperation.Section4 surveys re-
latedwork. Section5 comparesthe featuresof Unionfs
with thoseofferedby previous systems.Section6 ana-
lyzesUnionfs's performance.We concludein Section7
andsuggestfuturedirections.

2 Design
Although the conceptof virtual namespaceuni�cation
appearssimple,it is dif�cult to designandimplementit in
a mannerthatfully complieswith expectedUnix seman-
tics. Therearefour key problemswhenimplementinga
uni�cation �le system.

The �rst problemis that two (or more)uni�ed direc-
toriescancontain�les with the samename. If suchdi-
rectoriesareuni�ed, thenduplicatenamesmustnot be
returnedto user-spaceor it couldbreakmany programs.
The solution is to recordall namesseenin a directory
andskip over duplicatenames. However, that solution
canconsumememoryandCPUresourcesfor whatis nor-
mally asimplerandstatelessdirectory-readingoperation.
Justbecausetwo �les may have the samename,does
not meanthey have the samedataor attributes. Unix
�les have only onedatastream,onesetof permissions,
and one owner; but in a uni�ed view, two �les with
the samenamecould have different data,permissions,
or even owners. Even with duplicatenameelimination,
thequestionstill remainswhichattributesshouldbeused.
Thesolutionto thisproblemofteninvolvesde�ning apri-
ority orderingof theindividual directoriesbeinguni�ed.
When several �les have the samename,�les from the
directorywith ahigherpriority takeprecedence.

Thesecondproblemrelatesto �le deletion.Since�les
with the samenamecould appearin the directoriesbe-
ing merged,it is not enoughto deleteonly oneinstance
of the �le becausethatcouldexposetheother�les with
the samename,resultingin confusionasa successfully
deleted�le appearsto still exist. Two solutionsto this
problem are often proposed. (1) Try to deleteall in-
stances. However, this multi-deletionoperationis dif-
�cult to achieve atomically. Moreover, someinstances
may not be deletablebecausethey could residein read-
onlydirectories.(2)Ratherthandeletingthe�les, inserta
whiteout, a specialhigh-priority entrythatmarksthe�le
asdeleted. File systemcodethat seesa whiteoutentry
for �le F behavesasif F doesnotexist.

Thethird probleminvolvesmixing read-onlyandread-
write directoriesin theunion.Whenuserswantto modify
a�le thatresidesin aread-onlydirectory, the�le mustbe
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copiedto a higher-priority directoryandmodi�ed there,
an act calleda copyup. Copyupsonly solve part of the
problemof mixing read-writeandread-onlydirectories
in the union, becausethey addressdataand not meta-
data. Past uni�cation �le systemsenforceda simpler
model:all directoriesexceptthehighest-priorityoneare
read-only. Forcing all but the highest-prioritybranchto
beread-onlytendsto clutterthehighest-prioritydirectory
with copied-upentriesfor all of the remainingdirecto-
ries. Over time, thehighest-prioritydirectorybecomesa
de-factomergedcopy of the remainingdirectories'con-
tents,defeatingthe physicalseparationgoal of uni�ca-
tion.

The fourth probleminvolvesnamecachecoherency.
For a union �le systemto be useful,it shouldallow ad-
ditions to anddeletionsfrom the setof uni�ed directo-
ries. Suchdynamicinsertionsanddeletionsin anactive
in-usenamespacecanresultin incoherency of thedirec-
tory name-lookupcache.Onesolutionto this problemis
to simply restrictinsertionsinto thenamespaceto a new
highest-prioritydirectory.

We designedUnionfsto addresstheseproblemswhile
supportingn underlyingbranchesor directorieswith the
following threegoals:

� No arti�cial constraints on branches To allow
Unionfs to beusedin asmany applicationsaspos-
sible,wedonot imposeany unnecessaryconstraints
on the orderor attributesof branches.We allow a
mix of multiple read-writeandread-onlybranches.
Any branchcanbeonany �le systemtype.Wesup-
port dynamicinsertionandremoval of branchesin
any order. Theonly restrictionwe keptwasthat in
a read-writeunion,thehighest-prioritybranchmust
be read-write. This restrictionis requiredbecause
a highest-priorityread-onlybranchcannotbeover-
riddenby anotherbranch.

� Maintain Unix Semantics One of our primary
goalswas to maintainUnix semantics.A Unionfs
operation can include operationsacross several
branches,which shouldsucceedor fail as a unit.
Returning partial errors can confuseapplications
andalso leave the systemin an inconsistentstate.
Throughacarefulorderingof operations,a Unionfs
operationsucceedsor failsasa unit.

� Scalability We wanted Unionfs to have a mini-
mal overheadeven though it consistsof multiple
branchesacrossdifferent �le systems. Therefore,
we only look up a �le in thehighestpriority branch
unlesswe needto modify the�le in otherbranches;
oncefound,weusetheOScachesto savethelookup
results.We delaythecreationof directoriesthatare
requiredfor copyup. Weattemptto leave�les in the
branchin which they alreadyexist andavoid copy-
ing dataacrossbranchesuntil required.

Next, we describethe following aspectsof Unionfs's
designin order: Linux VFS objects,stackingVFS op-
erations,errorpropagation,copyup andparentdirectory
creation,andwhiteouts. We provide operationaldetails
of Unionfsin Section3.

VFS Objects We discussUnionfs usingLinux termi-
nology. Unionfsde�nesoperationsfor four VFSobjects:
the superblock, the inode, the �le , andthe directoryen-
try. The superblockstoresinformationaboutthe entire
�le system,suchasusedspace,freespace,andtheloca-
tion of otherobjects(e.g.,inodeobjects).Thesuperblock
operationsincludeunmountinga �le systemanddeleting
aninode.Theinodeobjectis a physicalinstanceof a �le
thatstoresthe�le dataandattributessuchasowner, per-
missions,andsize. Operationsthat manipulatethe �le
systemnamespace,like create,unlink, andrename,are
inodeoperations.The �le objectrepresentsan openin-
stanceof a �le. Eachuser-space�le descriptormapsto a
�le object.The�le operationsprimarily dealwith open-
ing, reading,andwriting a �le. Thedirectoryentry, also
calleda dentry, representsa cachednamefor aninodein
memory. On lookup,a dentryobjectis createdfor every
componentin thepath. If hardlinksexist for a �le, then
an inodemay have multiple names,andhencemultiple
dentries. The kernelmaintainsa dentrycache (dcache)
which in turn controlsthe inodecache. The dentryop-
erationsincluderevalidatingdentries,comparingnames,
andhashingnames.

StackingVFS Operations Stackable�le systemsarea
techniqueto layernew functionalityon existing �le sys-
tems[19]. A stackable�le systemis calledby theVFS
likeother�le systems,but in turncallsanother�le system
insteadof performingoperationsonabackingstoresuch
asadiskor anNFSserver. Beforecallingthelower-level
�le system,stackable�le systemscanmodify the oper-
ation,for exampleencryptingdatabeforeit is written to
disk.

Ext2 Ext2 ... ISO9660NFS

RW RO RO

rename()
RW

Unionfs

User Process

Virtual File System (VFS)

rename()

vfs_rename()
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Figure 1: Unionfs: A Fan-out file system can access N differ-
ent branches directly.

Unionfsis astackable�le systemthatoperatesonmul-
tiple underlying�le systems.It hasann-way fan-outar-
chitectureasshown in Figure1 [7,17]. The bene�t of
this approachis thatUnionfshasdirectaccessto all un-
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derlyingdirectoriesor branches,in any order. A fan-out
structureimprovesperformanceandalsomakesourcode
basemore applicableto other fan-out �le systemslike
replication,loadbalancing,etc.

Unionfsmergesthecontentsof severalunderlyingdi-
rectories. In Unionfs, eachbranchis assigneda unique
precedencesothattheview of theunionpresentedto the
useris alwaysunambiguous.An objectto the left hasa
higherprecedencethanan object to the right. The left-
mostobjecthasthehighestprecedence.

For regular �les, devices,andsymlinks,Unionfs per-
forms operationsonly on the leftmost object. This is
becauseapplicationsexpectonly a singlestreamof data
whenaccessinga �le. For directories,Unionfscombines
the�les from eachdirectoryandperformsoperationson
eachdirectory. Operationsareorderedfrom left to right,
which preservesthebranchprecedence.A deleteopera-
tion in Unionfsmaybeperformedon multiple branches.
Unionfs startsdeleteoperationsin reverseorder, from
right to left, so that if any operationfails, thenUnionfs
doesnotmodify theleftmostentryuntil all lowerpriority
operationshave succeeded.In this way Unix semantics
arepreservedevenif theoperationfailsin somebranches,
becausethe user-level view remainsunchanged.For all
operationsin Unionfs,we utilize VFS locking to ensure
atomicity.

Err or Propagation Unionfs may operateon one or
morebranches,sothesuccessor thefailureof any opera-
tion dependsonthesuccessesandthefailuresin multiple
branches.If partof anoperationfails, thenUnionfsgives
the operationanotherchanceto succeed.For example,
if a userattemptsto createa �le andgetsan error (e.g.,
a read-only�le systemerror), thenUnionfs attemptsto
createthe�le to theleft.

Copyup and Parent Dir ectory Creation Unionfs at-
temptsto leave a �le on thebranchwhereit initially ex-
isted.However, Unionfs transparentlysupportsa mix of
read-onlyandread-writebranches.Insteadof returning
an error from a write operationon a read-onlybranch,
Unionfsmovesthefailedoperationto theleft by copying
the�le to a higherpriority branch,acopyup.

To copy up a �le, Unionfsmaycreateanentiredirec-
tory structure(e.g.,to createthe�le a/b/c/d , it creates
a, b, and c �rst). Unlike BSD Union Mounts, which
clutter thehighest-prioritybranchby creatingthedirec-
tory structureon every lookup [14], Unionfs createsdi-
rectoriesonly whenthey arerequired.

An importantfactorfor securityis thepermissionsof
the copied-up�les andthe intermediatedirectoriescre-
ated.Unionfsprovidesthreemodesfor choosingpermis-
sions: COPYUP OWNER setsthemodeandtheowner to
that of the original �le; COPYUP CONST setsthe mode
and the owner to ones speci�ed at mount time; and

COPYUP CURRENT setsthe modeandthe owner based
on the currentumaskandowner of the processthat ini-
tiatedthecopyup. Thesepoliciesful�ll therequirements
of different sites. COPYUP OWNER provides the secu-
rity of theoriginal �le andpreservesUnix semantics,but
chargesthe owner's quota. COPYUP CONST allows ad-
ministratorsto controlthenew ownerandmodeof copied
up �les. COPYUP CURRENT is usefulwhenthe current
usershouldhave full permissionson thecopiedup �les,
andaffectsthecurrentuser'squota.

Whiteouts Whiteoutsareusedto hide �les or directo-
riesin lowerpriority branches.Unionfscreateswhiteouts
aszerolength�les, named.wh. F whereF is thename
of the �le or directoryto behidden.This usesaninode,
but no datablocks.Thewhiteoutsarecreatedin thecur-
rent branchor in a higherpriority branchof the current
branch. Oneor more whiteoutsof a �le can exist in a
lower priority branch,but a �le andits whiteoutcannot
exist in the samebranch. Dependingon a mount-time
�ag, Unionfscreateswhiteoutsin unlink-like operations
asdiscussedin Sections3.3 and3.4. Whiteoutsfor �les
are createdatomically by renamingF to .wh. F . For
other typesof objects,.wh. F is created,and then the
originalobjectis removed.

3 DesignDetails
In this section,we describeindividual Unionfs opera-
tions. We describelookupandopenin Section3.1, cre-
atingnew objectsin Section3.2,deletingobjectsin Sec-
tion 3.3,renamein Section3.4,dynamicbranchinsertion
anddeletionin Section3.5,sandboxingusingsplit-view
cachesin Section3.6,andreaddirin Section3.7.

3.1 Lookup and Open
Lookupis oneof themostimportantinodeoperations.It
takesadirectoryinodeanda dentrywithin thatdirectory
asarguments,and�nds the inodefor that dentry. If the
nameis not found, it returnsa negativedentry—aden-
try that doesnot have any associatedinode. Only the
leftmost �le is usedfor read-onlymeta-dataoperations
or operationsthat only modify data. Unionfs proceeds
from left to right in thebrancheswheretheparentdirec-
tory exists. If the leftmostentry that is found is a �le,
thenUnionfs terminatesthesearch,preventingunneces-
sarylookupsin branchesto the right. We call this early
terminationa lazy lookup. In operationsthatoperateon
all underlying�les, suchasunlink, Unionfscalls lookup
on eachbranchto the right of the leftmost�le to popu-
latesthebranchesthatwereskipped.

Unionfs providesa uni�ed anda mergedview of di-
rectoriesin all the branches.Thereforeif the leftmost
entry is a directory, Unionfslooksup thedirectoryin all
thebranches.If thereis no instanceof the �le or thedi-
rectorythat Unionfs is looking up, it returnsa negative
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dentrythatpointsto theleftmostparentdentry.
In eachbranch,Unionfsalsolooksupthewhiteouten-

try with the nameof the object it is looking for. If it
�nds awhiteout,it stopsthelookupoperation.If Unionfs
foundonly negative dentriesbeforethewhiteoutdentry,
thenlookupreturnsanegativedentryfor the�le or thedi-
rectory. If Unionfs foundany dentrieswith correspond-
ing inodes(i.e., objectsthat exist), then it returnsonly
thoseentries.

When openinga �le, Unionfs opensthe lower-level
non-negativedentriesthatarereturnedby thelookupop-
eration.Unionfsgivesprecedenceto theleftmost�le, so
it opensonly the leftmost�le. However, for directories,
Unionfsopensall directoriesin underlyingbranches,in
preparationfor readdirasdescribedin Section3.7. If the
�le is in aread-onlybranchandis beingopenedfor writ-
ing, thenUnionfscopiesup the�le andopensthenewly
copied-up�le.

3.2 CreatingNewObjects
A �le systemcreatesobjectswith create,mkdir, symlink,
mknod,andlink. Although theseoperationsinstantiate
different object types, their behavior is fundamentally
similar.

Unionfs createsa new objectusingthe negative den-
try returnedby the lookup operation.However, a nega-
tivedentrymayexist becauseawhiteoutis hiding lower-
priority �les. If thereis nowhiteout,thenUnionfsinstan-
tiatesthenew object.A �le andits whiteoutcannotexist
in thesamebranch.If Unionfsis creatinga �le and�nds
a whiteout,it renamesthewhiteoutto thenew �le. The
renameof the whiteoutto the �le ensuresthe atomicity
of theoperationandavoidsany partialfailuresthatcould
occurduringunlink andcreateoperations.

For mkdir, mknod,andsymlink, Unionfs instantiates
the new objectand then removesthe whiteout. To en-
sureatomicity, theinodeof thedirectoryis lockedduring
this procedure.However, if mkdir succeeds,the newly-
createddirectorymergeswith any directoriesto theright,
whichwerehiddenby theremovedwhiteout.Thiswould
breakUnix semanticsasa newly createddirectoryis not
empty. Whenanew directoryis createdafterremoving a
whiteout,Unionfscreateswhiteoutsin thenewly-created
directoryfor all the �les andsubdirectoriesto the right.
To ensurethat the on-diskstateis consistentin caseof
a poweror hardwarefailure,beforemountingUnionfs,a
high-levelfsck canberun. Any objectsthatexist along
with their whiteoutare detected,andcan optionally be
corrected—justlike when a standardfsck detectsin-
consistencies.

3.3 DeletingObjects
Unionfs supportstwo deletion modes: DELETE ALL

andDELETE WHITEOUT. We describeeachmodewith

pseudo-code.We usethefollowing notations:
L X Index of theleftmostbranchwhereX exists
RX Index of therightmostbranchwhereX exists
�X Whiteoutentryfor X

X [i ] X' s lower-level objectin branchi
To createa whiteout,weusethefunctiondescribedby

thefollowing pseudo-code:
1 create whiteout(X, i)
2 while (i � 1) f
3 if create �X succeeds then return
4 i--
5 g

As shown in lines 2–4, Unionfs attemptsto createa
whiteoutstartingin branchi . If thecreationof �X failson
i , thenUnionfsattemptsto create �X to theleft of branch
i on branchi � 1. If the operationfails, thenUnionfs
continuesto attemptthecreationof thewhiteout,until it
succeedsin a branchto theleft of branchi .

Thefollowing pseudo-codedescribesunlink:
1 unionfs_unlink(X)
2 if mode is DEL ET E_AL L f
3 for i = RX downto L X

4 if X[i] exists then unlink(X[i])
5 g
6 if an error occurred

or mode is DEL ET E_WHI T EOUT

7 create whiteout(X, L X )

In the unlink operation for DELETE WHITEOUT

mode, Unionfs creates a whiteout �X using the
create whiteout operation.

For the unlink operation in DELETE ALL, Unionfs
scansfrom right to left, attemptingto unlink the �le in
eachbranchasshown in the lines2–5. This behavior is
the mostdirect translationof a deleteoperationfrom a
single branch�le system. The deleteoperationmoves
in reverseprecedenceorder, from right to left. This en-
suresthat if any deleteoperationfails, the user-visible
�le systemdoesnot change.If any error occurreddur-
ing the deletions,a whiteout is createdby calling the
create whiteout procedure.

WhiteoutsareessentialwhenUnionfsfails to unlink a
�le. Failureto deleteevenoneof the�les or directoriesin
the DELETE ALL moderesultsin exposingthe�le name
even after a deletionoperation. This would contradict
Unix semantics,so a whiteoutneedsto be createdin a
branchwith a higherpriority to maskthe �les thatwere
not successfullydeleted.

Deleting directoriesin Unionfs is similar to unlink-
ing �les. Unionfs �rst checksto seeif the directory
is empty. If any �le exists without a corresponding
whiteout,Unionfs returnsa “directory not empty” error
(ENOTEMPTY). A helperfunction, called isempty, re-
turnstrue if a directory, D , is empty(i.e., a userwould
not seeany entriesexcept. and.. ).

In theDELETE WHITEOUT mode,Unionfs�rst checks
if thedirectoryis empty. If thedirectoryis empty, then
Unionfscreatesa whiteoutin the leftmostbranchwhere
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thesourceexists to hide thedirectory. Next Unionfs re-
movesall whiteoutswithin theleftmostdirectoryandthe
leftmostdirectory itself. If the operationfails midway,
our fsck candetectandrepairanerror.

Thedeletionoperationfor directoriesin DELETE ALL

mode is similar to the unlink operationin this mode.
Unionfs �rst veri�es if thedirectoryis empty. A white-
outentryis createdto hidethedirectoryandasa �ag for
fsck in casethemachinecrashes.Next, Unionfsscans
thebranchesfrom right to left andattemptsto deletethe
lower-level directoryandany whiteoutswithin it. If all
deletionssucceed,thenthewhiteoutis removed.

3.4 Rename
Renameis one of the most complex operationsin any
�le system.It becomeseven morecomplex in Unionfs,
which involves renamingmultiple source�les to mul-
tiple destination�les—while still maintainingUnix se-
mantics.Eventhougha renamein Unionfsmay involve
multiple operationslike rename,unlink, create,copyup,
andwhiteoutcreation,it is importantto provideatomicity
andconsistency on thewhole.

For rename,the sourceS can exist in one or more
branchesandthedestinationD canexist in zeroor more
branches.To maintainUnix semantics,r ename(S;D)
must have the following two key properties. (1) If re-
namesucceeds,thenS is renamedto D andS doesnot
exist. (2) If renamefails, thenS remainsunchanged;and
if D existedbefore,thenD remainsunchanged.

In general,renameis a combinationof a link of the
source�le to the destination�le and an unlink of the
source�le. Sorenamehastwo differentmodesbasedon
the unlink �ag: DELETE WHITEOUT and DELETE ALL

(thelatteris thedefaultmode).
In the DELETE WHITEOUT mode, Unionfs only re-

namesthe leftmost occurrenceof the sourceand then
hidesany occurrencesto theright with awhiteout.Using
thenotationof Section3.3,theprocedureis asfollows:
1 unionfs_rename(S,D) f /* DEL ET E_WHI T EOUT */
2 create whiteout for S
3 rename(S[ L S], D[ L S ])
4 for i = L S � 1 downto L D

5 unlink(D[i])
6 g

In line 2, Unionfs createsa whiteout for the source.
This makesit appearas if the sourcedoesnot exist. In
line 3, Unionfs thenrenamesthe leftmostsource�le in
its own branch.Next, Unionfstraversesfrom right to left,
startingin the branchthat containsthe leftmost source
andendingin the leftmostbranchwherethe destination
exists. If thedestination�le exists in a branch,thenit is
removed.

To maintainthetwo aforementionedkey propertiesof
rename,we make theassumptionthatany renameoper-
ation performedcanbe undone,thoughthe overwritten

�le is lost. If any erroroccurs,we revert the�les thatwe
haverenamed.Thismeansthattheview thattheusersees
doesnotchange,becausetheleftmostsourceanddestina-
tion arepreserved.DuringtheUnionfsrenameoperation,
the sourceanddestinationdirectoriesarelocked, so the
usercannot view an inconsistentstate. However, if an
uncleanshutdown occurs,the �le systemmay be in an
inconsistentstate.Our solution(not yet implemented)is
to createa temporarystate�le beforethe renameoper-
ation andthenremove it afterward. Our high-level fsck
canthendetectandrepairany errors.

Renamein DELETE ALL mode �rst renameseach
source�le to thedestinationin its own branch,from right
to left. Thebranchthatcontainsthe leftmostdestination
(L D ) is skippedin this �rst pass,becauseif a subsequent
operationwereto fail we could not undothe renamein
L D . Thesecondphaseis to removethedestination�le in
branchesto theleft of theleftmostsource�le (L S). This
preventshigher-priority destinationentriesfrom hiding
the new data. Finally, the branchthat containsthe left-
mostdestination�le is handled(L D ). If theleftmostdes-
tination is to the left of the leftmostsource(L D < L S ),
thenthe�le is removedto preventit from hiding thenew
data. If this operationsucceeds,thenthe operationasa
wholesucceeds,otherwisetheoperationfails. If theleft-
mostdestinationis not to the left of the leftmostsource
(L D > = L S ), thenthesourceis renamedto thedestina-
tion in thatbranch.Again, if this operationsucceeds,the
operationasa whole succeeds,otherwisethe operation
fails. If theoperationfails,we revert therenamed�les to
their originalname.

Unionfs handlesread-only�le systemerrors differ-
ently thanother errors. If a read-writeoperationis at-
temptedin a read-onlybranch,thenUnionfs copiesup
the source�le andattemptsto renameit to the destina-
tion. To conserve spaceandprovide the essenceof our
algorithmswithout unnecessarycomplication,we elided
thesechecksfrom thepreviousexamples.

3.5 Dynamic Branch Insertion/Deletion

Unionfs supports dynamic insertion and deletion of
branchesin any orderor in any position. Unionfs's in-
odes,dentries,superblock,andopen�les all have gen-
erationnumbers. Whenever a new branchis addedor
removed, the superblock's generationnumberis incre-
mented.To checkthefreshnessof objects,theVFScalls
revalidateand d revalidateon inodesand dentries,re-
spectively. If an object's generationnumberdoesnot
matchthe super-block, then the datastructuresare re-
freshedfrom thelower-level �le systemsandthegenera-
tion numberis updated.Refreshinga dentryor inodeis
similar to the lookup procedure,but insteadof creating
new objects,it modi�es existing objects.Refreshingan
open�le is similar to the openprocedure,but preserves
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theexistingupper-level �le structure.
In mostcases,Unionfsdoesnot permittheremoval of

an in-usebranch(openinga �le incrementsthebranch's
referencecount, and closing the �le decrementsthe
count). However, when a processchangesits working
directory, the VFS doesnot inform the �le system.If a
branchis removed, but a processis still using it as its
working directory, thena new inode is createdwith an
operationsvector�lled with functionsthatreturna“stale
�le handle”error. This is similar to NFSsemantics.

The VFS provides methodsfor ensuring that both
cacheddentryandinodeobjectsarevalid beforeit uses
them. However, �le objectshave no suchrevalidation
method.This shortcomingis especiallyacutefor stack-
able �le systemsbecausethe upper-level �le object is
very much like a cacheof the lower-level �le objector
objects.In Unionfsthisbecomesimportantwhenasnap-
shotis taken.If the�le is not revalidated,thenwritescan
continueto affect read-onlybranches.With �le revali-
dation,Unionfsdetectsthat its branchcon�guration has
changedandupdatesthe�le object.

Our currentprototypeof �le-le vel revalidationis im-
plementedat theentrypoint of eachUnionfs�le method
to allow Unionfs to operatewith an unmodi�ed kernel.
However, somesimplesystemcallssuchasfstatreadthe
�le structurewithout �rst validatingits contents.Ideally,
theVFS shouldhandlethis functionalityso that theser-
vice is exposedto all �le systems.

3.6 Split-View Caches
Normally, theOSmaintainsa singleview of thenames-
pacefor all users.This limits new �le systemfunctional-
ity thatcanbemadeavailable.For example,in �le cloak-
ing usersonly seethe �les that they have permissionto
access[18]. This improvesprivacy and preventsusers
from learninginformationabout�les they arenotentitled
to access.To implementthis functionality in a UID/GID
range-mappingNFS server, cacheshadto be bypassed.
Unionfs can divert any processto an alternative view
of the �le system. This functionality canbe integrated
with an IDS to createa sandboxing�le system. Using
a Tracefs-like �lter [1] providedby anIDS, Unionfscan
directgoodprocessesto oneview of theunion,andbad
processesto anotherview.

In Linux, eachmountpointhasanassociatedvfsmount
structure.This structurepointsto thesuperblockthat is
mountedand its root dentry. It is possiblefor multiple
vfsmountsto point to a singlesuper-block,but eachvfs-
mountpointsto only onesuperblockandroot. Whenthe
VFS is performinga lookupoperationandcomesacross
a mountpoint, thereis anassociatedvfsmountstructure.
TheVFSsimplydereferencestherootdentrypointer, and
follows it into themounted�le system.

To implement split-view cacheswe modi�ed the

genericsuperoperationsoperationsvector to include a
new method,selectsuper. Now, when the VFS comes
acrossa mountpoint, it invokesselectsuper(if it is de-
�ned), which returnstheappropriaterootentryto usefor
this operation. This simple yet powerful new interface
wasaccomplishedwith minimalVFSchanges:onlyeight
new linesof corekernelcodewereadded.

Internally, Unionfs hasto supportmultiple root den-
tries at once. To do this we createa parallel Unionfs
view that is almosta completelyindependent�le sys-
tem. The new view hasits own super-block, dentries,
and inodes. This createsa parallel cachefor eachof
the views. However, Unionfs usesthe lower-level �le
systems'data cache,so the actual data pagesare not
duplicated. This improvesperformanceand eliminates
datacachecoherency problems.Thetwo views arecon-
nectedthroughthesuper-blockssothatwhentheoriginal
Unionfsview is unmounted,soarethenew views.

Our currentprototypeusesa hard-codedselectional-
gorithm, thoughwe plan to createan interfacefor mod-
ulesto registertheir own selectionalgorithms.

3.7 Readdir
Readdirreturnsdirectory entries in an open directory.
A directory in Unionfs can contain multiple directo-
ries from differentbranches,and thereforea readdir in
Unionfsis composedof multiple readdiroperations.

Priority is givento theleftmost�le or directory. There-
fore, Unionfs's readdirstartsfrom the leftmost branch.
Unionfseliminatesduplicateinstancesof �les or directo-
rieswith thesamename.Any whiteoutentry to the left
hidesthe �le or the directoryto the right. To eliminate
duplicates,Unionfs recordsthe namesof �les, directo-
ries, andwhiteoutsthat have alreadybeenreturnedin a
hashtable. Unionfs doesnot returnnamesthathave al-
readybeenrecorded.

4 RelatedWork
We begin by describingthe origins of fan-out�le sys-
tems.Next, we brie�y describeseveralotherrepresenta-
tive uni�cation systems.We thendescribesnapshotting
andsandboxingsystems.

Fan-outFile Systems Rosenthalde�nedtheconceptof
afan-out�le system,andsuggestedpossibleapplications
suchas cachingor fail-over [17]. However, Rosenthal
only suggestedthese�le systemsas possibleusesof a
versatilefan-outvnodeinterface,but did not build any
fan-out�le systems.Additionally, Rosenthal's stacking
infrastructurerequiredan overhaulof the VFS. The Fi-
cusReplicatedFile Systemis amulti-layerstackablefan-
out �le systemthatsupportsreplication[6,7]. Ficushas
two layers,a physicallayerthatmanagesasinglereplica
anda logical layer that managesseveral Ficusphysical
layer replicas. Ficus usesthe existing vnodeinterface,
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but overloadscertainoperations(e.g.,looking up a spe-
cial nameis usedto signala�le open).Ficusis developed
asa stackablelayer, but it doesnot make full useof the
namingroutinesprovidingby existing�le systems.Ficus
storesits own directoryinformationwithin normal�les,
whichaddscomplexity to Ficusitself.

In Unionfs, we have implementedan n-way fan-out
�le systemfor merging thecontentsof directoriesusing
existingVFS interfaces.

Plan 9 Plan 9, developedby Bell Labs, is a general-
purposedistributedcomputingenvironmentthatcancon-
nect different machines,�le servers, and networks [2].
Resourcesin the network are treatedas �les, eachof
which belongsto a particularnamespace. A namespace
is amappingassociatedwith everydirectoryor �le name.
Plan9 offersa binding servicethat enablesmultiple di-
rectoriesto begroupedunderacommonnamespace.This
is called a union directory. A directory can either be
addedat thetopor thebottomof theuniondirectory, or it
canreplaceall theexisting membersin thestructure.In
caseof duplicate�le instances,theoccurrenceclosestto
thetopis chosenfor modi�cation from thelist of member
directories.

3-D File System (3DFS) 3DFS was developed by
AT&T Bell Labs,primarily for sourcecodemanagement
[12]. It maintainsa per-processtablethatcontainsdirec-
toriesanda location in the �le systemthat the directo-
riesoverlay. This techniqueis calledviewpathing, andit
presentsa view of directoriesstacked over oneanother.
In additionto currentdirectoryandparentdirectorynav-
igation,3DFSintroducesa special�le name“... ” that
denotesa third dimensionof the �le systemandallows
navigation acrossthe directory stack. 3DFS is imple-
mentedasuser-level libraries,whichoftenresultsin poor
performance[19]; atomicityguaranteesalsobecomedif-
�cult asdirectorylocking is notpossible.

TFS The TranslucentFile System(TFS) wasreleased
in SunOS4.1 in 1989[8]. It providesa viewpathingso-
lution like 3DFS.However, TFSis animprovementover
3DFSasit betteradheresto Unix semanticswhendelet-
ing a �le. TFS transparentlycreatesa whiteout when
deletinga �le. All directoriesexcept the topmostare
read-only. During mounttime, TFS createsa �le called
.tfs_info in eachmounteddirectory, whichkeepsse-
quenceinformationaboutthenext mounteddirectoryand
alist of whiteoutsin thatdirectory. Whenevertheuserat-
temptsto modify �les in theread-onlydirectories,the�le
andits parentdirectoriesarecopiedto thetopmostdirec-
tory. TFSis implementedasa user-level NFSserver that
servicesall directoryoperationslike lookup,create,and
unlink. TFS hasa kernel-level componentthat handles
dataoperationslike readand write on individual �les.
TFS wasdroppedfrom later releasesof SunOS.Today,

the Berkeley AutomounterAmd [15] supportsa TFS-
like modethat uni�es directoriesusinga symbolic-link
shadow tree(symlinkspoint to the �rst occurrenceof a
duplicate�le).

4.4BSDUnion Mounts Union Mounts, implemented
on4.4BSD-Lite[14], mergedirectoriesandtheir treesto
provide a uni�ed view. This structure,calledthe union
stack, permitsdirectoriesto bedynamicallyaddedeither
to thetop or thebottomof theview. Every lookupoper-
ation in a lower layer createsa correspondingdirectory
treecalleda shadowdirectory in the upperlayer. This
cluttersthe upper-layerdirectoryandconvertsthe read-
only lookup into a read-writeoperation. A requestto
modify a �le in the lower layersresultsin copying the
�le into its correspondingshadow directory. Thecopied
�le inherits the permissionsof the original �le, except
thattheownerof the�le is theuserwhomountedthe�le
system.A deleteoperationcreatesawhiteoutto maskall
theoccurrencesof the �le in the lower layers. To avoid
consumptionof inodes,UnionMountsmakeaspecialdi-
rectoryentry for a whiteoutwithout allocatingan inode.
Whiteoutsare not allocatedinodesin order to save re-
sources,but (ironically) shadow directoriesare created
on every lookup operation,consuminginodesunneces-
sarily.

Snapshotting There are several commercially and
freely availablesnapshottingsystems,suchasFFSwith
SoftUpdatesandWAFL [9,13]. Thesesystemsperform
copy-on-write whenblockschange.Most of thesesys-
temsrequiremodi�cations to existing �le systemsand
the block layer. Clotho is a departurefrom mostsnap-
shottingsystemsin thatit requiresonly block layermod-
i�cations [4]. Snapshottingwith Unionfsis more�e xible
andportablethanprevioussystemsbecauseit canstack
on any existing �le system(e.g.,Ext2 or NFS).Because
Unionfs is stackable,snapshotscanalsobe createdper
�le or �le type.

Sandboxing Sandboxingis a collectionof techniques
to isolateoneprocessfrom theothersona machine.The
chrootsystemcall restrictsthenamespaceoperationsof
someprocessesto asubsetof thenamespace.Jailsextend
chroot to allow partitioning of networking and process
controlsubsystems[10]. Anotherform of sandboxingis
to monitorsystemcalls,andif they deviatefrom apolicy,
preventthemfrom beingexecuted[5].

5 Feature Comparison
In this sectionwe presenta comparisonof our Unionfs
with the four most representative comparablesystems:
Plan 9 union directories,3DFS,TFS, and BSD Union
Mounts.We identi�ed thefollowing �fteen featuresand
metricsof thesesystems,and we summarizedthem in
Table1:
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Feature Plan 9 3DFS TFS 4.4BSD Unionfs
1 Unix semantics:Recursiveuni�cation 4 4 4 4
2 Unix semantics:Duplicateeliminationlevel UserLibrary UserNFSServer C Library Kernel
3 Unix semantics:Deletingobjects 4 4 4
4 Unix semantics: Permission preservation on

copyup
4 a

5 Multiple writablebranches 4 4
6 Dynamicinsertion& removal of any branch 4
7 Dynamicinsertion& removal of thetopbranch 4 4 4 4
8 No �le systemtyperestrictions 4 4 4 b 4
9 Creatingshadow directories 4 c 4 4 4 c

10 Copyup-on-write 4 4 4 4 d

11 Whiteoutsupport 4 e 4 4 4
12 Snapshotsupport 4
13 Sandboxsupport 4
14 Implementationtechnique VFS User UserNFSServer KernelFS KernelFS

(stack) Library + Kernelhelper (stack) (fan-out)
15 Operatingsystemssupported Plan9 Manyf SunOS4.1 4.4BSD Linuxg

16 TotalLoC 6,247h 16,078 16,613 3,997 9,784
17 Customizedfunctionality 4

Table1: Feature Comparison. A check mark indicates that the feature is supported, otherwise it is not.
a Througha mounttime�a g, a copied-up�le' s modecanbethatof theoriginal owner, currentuser, or the�le systemmounter.
b BSDUnion Mountsallow onlyanFFSderivativeto bethetopmostlayer.
c Lazycreationof shadowdirectories.
d Unionfsperformscopyuponly in caseof a read-onlybranch.
e 3DFSuseswhiteoutsonly if explicitly speci�ed.
f 3DFSsupportsmanyarchitectures: BSD,HP, IBM, Linux,SGI,Solaris,Cygwin,etc.
g UnionfsrunsonLinux,but it is basedonstackabletemplates,which areavailableon threesystems:Linux,BSD,andSolaris.
h SincePlan9's uniondirectoriesare integratedinto theVFS,theLoCmetricis basedonan estimateof all relatedcodein theVFS.

1. Unix semantics: Recursive uni�cation : 3DFS,
TFS, BSD Union Mounts, and Unionfs presenta
mergedview of directoriesat every level. Plan 9
mergesonly the top level directoriesandnot their
subdirectories.

2. Unix semantics: Duplicate elimination level:
3DFS,TFS,andBSD Union Mountseliminatedu-
plicate namesat the user level, whereasUnionfs
eliminatesduplicatesat the kernel level. Plan 9
uniondirectoriesdonoteliminateduplicatenames.

3. Unix semantics: Deleting objects: TFS, BSD
Union Mounts,andUnionfsadhereto Unix seman-
tics by ensuringthata successfuldeletiondoesnot
exposeobjectsin lower layers.However, Plan9 and
3DFSdeletethe objectonly in the highest-priority
layer, possiblyexposingduplicateobjects.

4. Unix semantics: Permission preservation on
copyup: All �le systemsexcept Unionfs do not
fully adhereto Unix semantics.BSDUnionMounts
maketheuserwhomountedtheUnion theownerof
thecopied-up�le, whereasin othersystemsacopied
up �le is ownedby the currentuser. Unionfs, by
default, preservestheowner on a copyup. Unionfs
supportsother modesthat changeownershipon a
copyupasdescribedin Section2.

5. Multiple writable branches: Unionfs allows �les
to be directly modi�ed in any branch. Unionfs at-
temptsto avoid frequentcopyupsthatoccurin other
systemsandavoids shadow directorycreationthat
cluttersthe highest-prioritybranch. This improves
performance.Plan9 uniondirectoriescanhavemul-
tiple writablecomponents,but Plan9 doesnot per-
form recursive uni�cation, soonly the top-level di-
rectorysupportsthis feature.Othersystemsonly al-
low theleftmostbranchto bewritable.

6. Dynamic insertion and removal of the highest
priority branch: All systemsexceptTFS support
removal of thehighest-prioritybranch.BSD Union
Mountscanonly removebranchesin thereverseor-
derthatthey weremounted.

7. Dynamic insertion and removal of any branch:
Only Unionfs can dynamically insert or remove a
branchanywherein theunion.

8. No �le system type restrictions: BSD Union
Mounts require the topmost layer to be an FFS
derivative which supportson-disk whiteout direc-
tory entries.OthersystemsincludingUnionfshave
nosuchrestriction.

9. Creating shadow dir ectories: 3DFSandTFScre-
ateshadow directorieson write operationsin read-
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only branches.BSD Union Mountscreateshadow
directoriesin theleftmostbranchevenonlookup,to
preparefor a possiblecopyup operation;this, how-
ever, cluttersthehighest-prioritybranchwith unnec-
essarydirectories,and turnsa read-onlyoperation
into a read-writeoperation.Unionfscreatesshadow
directoriesonly on write operationsanderrors,like
“read-only�le system”(EROFS).

10. Copyup-on-write: Plan9 union directoriesdo not
supportcopyup. 3DFS,TFS, BSD Union Mounts,
andUnionfscancopy a�le from aread-onlybranch
to a higher-priority writablebranch.

11. Whiteout support: Plan9 doesnot supportwhite-
outs.3DFScreateswhiteoutsonly if manuallyspec-
i�ed by the user. BSD Union Mounts, TFS, and
Unionfscreatewhiteoutstransparently.

12. Snapshot support: Only Unionfs is suitable for
snapshotting,becauseit supports�le-object revali-
dation,uni�es recursively, adheresto Unix deletion
semantics,allows dynamic insertion of branches,
lazily createsshadow directories,andpreservesat-
tributesoncopy-up.

13. Sandboxsupport: Only Unionfssupportssandbox-
ing processes.

14. Implementation technique: Plan9 union directo-
ries are built into the VFS layer. 3DFS is imple-
mentedasauser-level library; whereasit requiresno
kernelchanges,applicationsmustbelinkedwith the
library to work. Suchuser-level implementations
oftensuffer from poorperformance.TFSis a user-
spacelocalhostNFSserverthatworkswith standard
NFSclients.Runningin user-spaceincreasesporta-
bility, but decreasesperformance.TFShasa kernel
level componentfor performance,but that reduces
its portability. BSD Union Mountsis a kernel-level
stackable�le systemwith a linear stack,whereas
Unionfs is a kernel-level stackable�le systemwith
ann-way fan-out. Stackable�le systemshave bet-
terperformancethanuser-space�le systemsandare
easierto developthandisk-basedor network-based
�le systems[19].

15. Operating systemssupported: 3DFScomeswith
a customizedC library for several systems:BSD,
HPUX, AIX, Linux, IRIX, Solaris, and Cygwin.
Plan9 isanoperatingsystemby itself. TFSwassup-
portedon SunOS4.1. BSD Union Mountsareim-
plementedon 4.4BSDandcurrentderivatives(e.g.,
FreeBSD).Unionfs runs on Linux, but since it is
basedon stackingtemplates,it caneasilybeported
to SolarisandBSD.

16. Total LoC: Thenumberof Linesof Code(LoC) in
the �le systemis a goodmeasureof maintainabil-
ity, complexity, andthe amountof initial effort re-
quiredto write thesystem.Plan9 uniondirectories

arebuilt into the VFS; thereforeits LoC metric is
an approximateestimatebasedon the mostrelated
codein the VFS. 3DFS hasa relatively high LoC
countbecauseit comeswith its own setof C library
functions. TFS's LoC metric accountsfor both its
user-level NFS server andkernelcomponent.The
LoC metric for Unionfs and BSD Union Mounts,
bothimplementedin thekernel,is considerablyless
thantheuser-level implementations.Unionfshasa
largerLoC thanBSDUnionMountsbecauseit sup-
portsmorefeatures.TheUnionfsLoC includes611
linesof user-spacemanagementutilities.

17. Customized functionality : Unionfs hasa �e xible
designthatprovidesseveralmodesof operationus-
ing mount-time �ags. For example, Unionfs al-
lows the usersto choosethemodeandthe permis-
sionsof thecopiedup �les, with COPYUP OWNER,
COPYUP CONST, and COPYUP CURRENT as de-
scribedin Section2. Unionfs also provides two
modes for deleting objects: DELETE ALL and
DELETE WHITEOUT asdescribedin Section3.3.

6 PerformanceEvaluation

We evaluate the performanceof our systemby exe-
cuting variousgeneralpurposebenchmarksand micro-
benchmarks.Previousuni�cation �le systemsareeither
considerablyolderor run ondifferentoperatingsystems.
Therefore,we do not compareUnionfs's performance
with othersystems.

We conductedall testson a Pentium-IV1.7GHzwith
1GB of RAM. Themachineran RedHat Linux 9 anda
vanilla 2.4.26kernel. All experimentswere locatedon
a dedicated200GBMaxtor IDE disk. In order to over-
cometheZCAV effect, the testpartitionwaslocatedon
theoutercylindersof thedisk andwasjust largeenough
to accommodatethe testdata[3]. We choseExt2 asthe
base�le systemsinceit is widely usedandwell-tested.
To ensurea cold cache,we unmountedthe underlying
�le systemonceafter loadingthe testdata. We alsoran
a chill programthat we wrote, which allocatesandac-
cessesasmuchmemoryaspossible,therebyforcing the
kernelto evict datastructuresandbuffers. For all tests,
we computedthe95%con�denceintervalsfor themean
elapsed,system,andusertimeusingtheStudent-t distri-
bution. In eachcase,thehalf-widthsof theintervalswere
lessthan5%of themean.

6.1 Con®gurations

We begin this sectionby describingthe con�gurations
thatwe usefor thetests.We usethefollowing two oper-
atingmodesfor our tests:

DAL L usesthe DELETE ALL mount-timeoption that
deleteseachoccurrenceof a �le or a directory.
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DWHT usestheDELETE WHITEOUT mounttimeoption
thatcreateswhiteoutsonacall to rename,unlink, or
rmdir.

We usedthefollowing two datadistributionmethods:

DI ST distributes �les and directories evenly across
brancheswith no duplicate�les. If two �les in the
samedirectoryaredistributedto differentbranches,
thentheir parentdirectoryis duplicated.

DUP replicateseach�le anddirectoryto everybranch.

We conductedtestsfor all combinationsof the afore-
mentionedparametersfor 1, 2, 3, 4, 8, and16 branches.
We selectedthesebranchnumbersin orderto studythe
performanceof the systemunderdifferent load condi-
tions; one-branchtestswere conductedto ensurethat
Unionfsdid not havea high performanceoverheadcom-
paredwith similar testson Ext2; sixteen-branchtests,on
the other hand,test the scalability of the systemunder
high workloads;intermediatecon�gurationshelp exam-
ineUnionfsperformanceonmoderateworkloads.

A testrun is uniquelydescribedby themount-timeop-
tions,thedatadistribution,andthenumberof branches.

6.2 GeneralPurposeBenchmarks
Wechosetwo representativegeneral-purposeworkloads:
(1) Postmark,an I/O intensive benchmark[11], and(2)
a CPU-intensive compilebenchmark,building the Am-
utils package[15]. To providecomparableresults,wese-
lectedthenumberof Ext2 directoriesbasedon thenum-
berof underlyingUnionfsbranches.

Postmarkfocuseson stressingthe �le systemby per-
forming a seriesof �le systemoperationssuch as di-
rectory lookups,creations,anddeletionson small �les.
A large numberof small �les is commonin electronic
mail andnewsserverswheremultipleusersarerandomly
modifyingsmall �les. We con�guredPostmarkto create
20,000�les andperform200,000transactions;theseare
commonlyrecommendedparameters[11]. We used200
subdirectoriesto prevent linear directory lookupsfrom
dominatingtheresults.

The Am-utils build (version 6.1b4) contains over
60,000lines of code. It performsseveral hundredsmall
con�gurationtests,andthenit buildsasharedlibrary, ten
binaries,four scripts,and documentation.This bench-
markcontainsa fair mix of �le systemoperations,repre-
sentingthetypical performanceimpactfor users.

Figure 2 shows the elapsed,system,and user time
for Postmarkin the DWHT and DALL modes. The re-
sultsstayedrelatively constantasthenumberof branches
increased,demonstratingUnionfs's scalability. The
elapsedtimeoverheadsfor DALL is in therangeof 12.7–
14.3%above that of Ext2. The elapsedtime overheads
for DWHT, however, arehigherthanDALL: varyingfrom
23.5–27.5%.This higheroverheadis dueto two factors.
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Figure2: Postmark: 20,000 files and 200,000 transactions.

First, whiteout creationrequirestwo steps—truncating
the�le andthenrenamingit. Second,all directoryoper-
ationsconsumemoretime, becauselookupstake longer
asthenumberof directoryentriesincreases.

The results for all of our Am-utils compile bench-
markshaveoverheadsrangingfrom 1.5–2.5%for elapsed
time and6.0–9.1%for systemtime. AlthoughPostmark
shows thatUnionfsmaybe2.4 timesslower underhigh
I/O loads, the Am-utils resultsdemonstratethat most
usersare unlikely to notice a performancedegradation
usingUnionfs.

Snapshots We alsoran Am-Utils andPostmarkwhile
takingsnapshotsevery60,30,and15seconds.Am-Utils
hadan elapsedtime overheadof 19.0–20.1%over Ext2
for all intervals. Four, eight,andsixteensnapshotswere
taken for intervals of 60, 30, and 15 seconds,respec-
tively. This demonstratesthat Unionfs ef�ciently per-
forms snapshotsfor user-like workloads. The Postmark
resultsare shown in Table 2. Postmarkis a more I/O-
intensive workload,and thereforeeachsnapshotcauses
moredatato becopiedto thehighest-prioritybranch.Ad-
ditionally, becauseeachsnapshotincreasesthetotalnum-
ber of �les, directoryoperationssuchascreate,delete,
andlookup take moretime. This indicatesthat periodi-
cally mergingsnapshotswouldbebene�cial.

Inter val(s) SnapshotsOverhead
15 35.4 275%
30 9.9 104%
60 4 54%

Table 2: Postmark with snapshots on Unionfs. Elapsed time
overhead is compared to Ext2.

6.3 Micr o Benchmarks
Unionfs modi�es basic �le system operations like
lookup,readdir, unlink, andrmdir. Weconductedthefol-
lowing threemicro benchmarkson Unionfs to evaluate
theoverheadof theseoperations:

� STAT evaluatestheoverheadof thelookupoperation
by runningstatoneach�le anddirectory.

� READDI R evaluatestheoverheadof readdir.
� UNL I NK evaluatesthe overheadof the unlink and

rmdir operationsby unlinkingeach�le in thesystem
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(if unlink returnsEISDIR, thenweusermdir).

For all of the micro-benchmarks,we used a pre-
computedlist of �les anddirectories.This avoids using
readdirandstatto determinethewhatto operateon.

For our datasetwe used25 copiesof Am-utils distri-
bution for a totalof 650directorieswith 10,750�les that
take200.9MBof disk space.For thedistributeddataset,
thenumberof �les remainsconstant,but therearedupli-
cateddirectories.For theduplicatedset,eachbranchhas
acopy of all �les anddirectories.

STAT Figure3 shows the benchmarkresultsfor STAT.
For a single branch,Unionfs hasan overheadof 6.4%
over Ext2. A Unionfs lookup with a DIST distribution
scansall thebranchesfrom left to right until it �nds the
�le. So,thereis anexpectedlinearincreasein theelapsed
time by a factor of 2.0 for two branchesover a single
branch,2.9 for threebranches,3.6 for four branches,6.2
for eightbranches,and9.4for sixteenbranches.
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Figure3: STAT results.

Ontheotherhand,for a DUP datadistribution,Unionfs
canstopafterthe�rst branchfor �les, but mustaccessall
of the directories. For a singlebranch,the overheadis
again6.4%.Theoverheadfor two branchesoverasingle
branchis 43%,for threebranchestheoverheadincreases
to 82%. For sixteenbranches,theoverheadis a factorof
6.4.

Most of this overheadis I/O. With a cold cache,the
benchmarktook from 8.0–80 seconds. With a warm
cache,the benchmarktakes 1.2 secondsfor Ext2, and
from 1.2–1.8secondsfor Unionfs. We believe that the
warm-cacheresultsare closer to most userworkloads,
becausemost�les areaccessedmultiple times[16].

READDI R Figure 4 shows the benchmarkresultsfor
READDIR. For a singlebranch,Unionfshasanoverhead
of 2.0%over Ext2. A Unionfs readdirwith a DIST dis-
tribution scansall the branchesfrom left to right listing
the contentsof the directories. Becauseeachunderly-
ing directorycontainsfewer �les, it examinesthe same
numberof entriesasExt2 (if you ignoreduplicateddi-
rectories),but thedisk headstill mustseekto readeach
of then smalldirectories.So,againthereis anexpected
linear increasein theelapsedtime by a factorof 2.2 for
two branchesoverasinglebranch,3.3for threebranches,

4.2for four branches,6.3for eightbranches,and10.1for
sixteenbranches.Similary, for a DUP datadistribution,
Unionfsmustphysicallyreadn directoriesfrom thedisk
for ann branchcon�guration. Additionally, thedirecto-
ries will be aslarge asbeforeandduplicateelimination
mustbeperformed.For a singlebranch,theoverheadis
again2.0%. The overheadfor two branchesover a sin-
gle branchis a factorof 2.4, 3.7 for threebranches,5.1
for four branches,11.7 for eight branches,and25.5 for
sixteenbranches.
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Figure4: READDIR results.

Most of this overheadis I/O. Indeed,to performthe
teston 16 duplicatecopiesof the dataseton Ext2 took
19.5 times as long as to reada single copy. For a 16-
branchUnionfs con�guration with duplicateddata,this
translatesinto an overheadof 31.6%over Ext2 with 16
duplicateddatasets. With a cold cache,the benchmark
took from 7.2–184seconds. With a warm cache,the
benchmarkcompletesin 0.05secondsfor Ext2,andfrom
0.07–0.2secondsfor Unionfs. We believe thatthewarm
cacheperformanceis closerto userworkloads,because
directoriesareusuallyaccessedmultiple times.

UNL I NK Benchmark Figure 5 shows the benchmark
resultsfor our UNLINK microbenchmark.Beforerunning
the benchmarkwe ran find over the Unionfs �le sys-
tem. We did this to warmthecachesothat lookupcosts
would not interferewith the unlink results. The lookup
operationon �les only accessthe�rst �le, sosigni�cant
I/O is still berequiredfor Unionfs.

With a DALL con�guration,themeanelapsedtime in-
creasesfrom 0.20secondsfor Ext2 to 0.57 secondsfor
a singlebranchUnionfs (a factorof 2.9). This increase
is dueto a 3.4 timesincreasein systemtime. Whenad-
ditional branchesareadded,the elapsedtime increases
for threereasons.First, lookupsmust be performedin
branchesto theright of the �le' s �rst occurrence(which
requiresreadingthoseentiredirectories).Second,before
removing a directory, Unionfsmustreadthedirectoryin
eachbranchto ensurethatit is logically empty. Third, di-
rectoriesthemselvesmustbe deletedin many branches.
A unionwith two brancheshada17%elapsedtimeover-
headwhencomparedto a singlebranch;threebranches
hadanoverheadof 35%,four brancheshadanoverhead
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of 52%, 8 brancheshad an overheadof 116%, and 16
brancheswereslowerby a factorof 3.5.
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Figure5: UNLINK results.

With a DWHT con�guration,themeanelapsedtime in-
creasesfrom 0.20 secondsto 0.77 seconds(a factor of
3.9); againprimarily becauseof an increasein system
time. ThereasonthatDWHT takesmoretime thanDALL

for this con�guration is that it is implementedas a re-
name,whichconsistsof two distinctdirectoryoperations
(addinganentryfor thenew nameandremoving theold
name). BecauseDALL only performsonedirectoryop-
eration, it useslesstime. For additionalbranches,the
elapsedtime increasesat a slower rate than for DALL.
Thisis becausedirectoriesdonothaveto bedeletedin all
branches,andlookupdoesnotneedto becalledin lower-
priority branches. Overheadsover a single branchare
3.4%for two andthreebranches,14%for four branches,
45%for eightbranches,and107%for sixteenbranches.
The overheadincreasesas the numberof branchesin-
creasesbecausereaddiris calledto verify that thedirec-
tory is logically empty.

For a DUP distribution with DALL, the elapsedtime
againincreasedto 0.57secondsfor a singlebranchfrom
0.20 secondsfor Ext2, but the overheadfor additional
branchesis greaterthan for the DIST datadistribution.
The increaseis causedby threefactors. First, to deter-
mineif adirectoryis empty, moreentriesneedto beread.
Second,beforeremoving a �le, Unionfs must perform
lookup in all of branchesexceptthe leftmost. Third, to
deletea single �le, unlink must be performedin each
branch. For two branches,the elapsedtime increases
by 45%, andfor threebranches85%. For four or more
branches,the I/O time becomesa signi�cant portion of
theoverall elapsedtime andthis is re�ected in theover-
heads.For four branchestheoverheadis a factorof 2.3,
for eight branchesthe overheadis a factorof 14.7,and
for sixteenbranches,theoverheadis a factorof 117.The
reasonfor sucha high overheadfor sixteenbranchesis
thatUnionfsmustactuallyperformmany operations,in-
cluding I/O boundoperations.We constructeda similar
benchmarkfor Ext2,thatwill remove4,8,or 16copiesof
ourdataset.We warmedthecachesothatthecachedata
wasthesameasUnionfs for a correspondingnumberof
branches.Only the �rst copy of the datasethasa fully

warm cache. All othercopieshave only the directories
warmed.Theoverheadof Unionfscomparedto thisExt2
testwas47%for four branches,56%for eightbranches,
andonly 79%for sixteenbranches.

With a DWHT con�guration,themeanelapsedtime in-
creasesfrom 0.20 secondsto 0.77 seconds(a factorof
3.9). The overheadover a single branchis 12.9% for
two branches,29.1%for threebranches,42% for four
branches,207%for eightbranches,and553%for sixteen
branches.The overheadis lessthanfor DALL, because
lookupanddirectoryoperationsarenotrequiredin lower-
priority branches.As thenumberof branchesincreases,
overheadincreasesbecausemoredirectoryreadingoper-
ationsneedto beperformedto verify thatdirectoriesare
logically empty.

The aforementionedbenchmarkshelpedus evaluate
the performanceof all featuresthat Unionfs provides.
Our general-benchmarksshow that Unionfs has small
user-visible overheads,even for an I/O intensive bench
likePostmark.Ourmicrobenchmarksbringout theworst
caseUnionfsoperations.We show thatUnionfs hasac-
ceptableoverheads,andfor particularlyexpensive oper-
ationsillustratethatperformingthesameunderlyingop-
erationson multiple copiesof thedatawith a plain Ext2
�le systemis alsoexpensive.

7 Conclusions

We have designedand implementedUnionfs, a uni�-
cation �le systemthat is both versatileand adheresto
Unix semantics.Our performanceevaluationshows that
Unionfshasa smalloverheadfor typical user-like work-
loads,andour micro-benchmarksshow thatUnionfshas
acceptableworst-caseperformance.

Unionfsis the�rst implementationof ann-waystack-
able fan-out uni�cation �le system. All underlying
branchesaredirectly accessedby Unionfswhich allows
it to be more intelligent and ef�cient. Unionfs sup-
ports a mix of read-onlyand read-writebranches,fea-
turesnotpreviouslysupportedonany uni�cation �le sys-
tem. Unionfs also supportsthe dynamicaddition and
deletionof any branchof any precedence,whereaspre-
vioussystemsonly allowed thehighestor lowestprece-
dencebranchto be addedor removed. Unionfs's �e xi-
bility andVFSenhancementsallow it to beusedfor new
applications,suchassnaphsottingandsandboxingwhere
uni�cation systemshavenotpreviouslybeenapplied.

Even thoughoperationsmay fail on any one of the
underlying branches,Unionfs maintainsUnix seman-
tics. For deletionoperations,Unionfsoperatesfrom low
precedenceto highprecedencebranchesin orderto leave
theuser-levelview unmodi�eduntil theoperationisguar-
anteedto succeed.We have usedcarefulorderingof op-
erationsto atomicallyreturnsuccessor failureto theuser,
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andleave the �le systemin a consistentstate.To detect
inconsistenciesthat may arisefrom uncleanshutdowns,
we have createda high-level fsck that examinesthe
logical structureof a union. Like a standarddisk-based
fsck , our �le-systemchecker�ags errorsandallowsthe
userto optionallycorrectthem.

Futur e Work Unionfs is the �rst fully-functional
stackablefan-out�le systemmadeavailable.We believe
that fan-outstackable�le systemshave a potential for
usefulnessin otherareas:replication,striping, fail-over,
caching,andmore. Unionfs hastaughtus much about
thecomplexity of trying to balanceversatility(providing
many useful features)andmaintainingUnix semantics.
We are investigatingmore fan-out�le systemswith an
eye towardusefulgeneralOSinfrastructure.

Oneway to addresspartialfailuresis to allow applica-
tions to be awareof suchconditions.Most systemcalls
returneithersuccessor oneerrorcodefrom a setof pre-
de�ned errors. A small numberof systemcalls already
returnpartial failuresthatapplicationprogrammersmust
address(e.g.,a short reador EAGAIN). We plan to ex-
plorewaysof dynamicallycreatingandqueryingnew er-
ror codesthatcould returnmoreinformationto applica-
tions.For example,if a write ona replication�le system
failedonsomebranches,thereplication�le systemcould
returninformationabouteachbranch.
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