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Abstract

Administratorsoftenpreferto keeprelatedsetsof les
in differentlocationsor media,asit is easierto maintain
those les separatelyUsers,on the otherhand,preferto
seeall les in onelocationfor convenience Onesolution
thataccommodatdsothneedss virtual uni cation—that
is providing a mergedview of several directories,with-
out physically memging them. For example, uni cation
canmeimgethecontentof several CD-ROM imageswith-
out unpackingthem, memge binary directoriesfrom dif-
ferentpackagesmeme views from several le seners,
andmore. Uni cation canalsobe usedfor snapshotting,
by markingsomedatasourcegead-onlyandthenutiliz-
ing copy-on-writefor theread-onlysourceslt is dif cult
to virtually unify of asetof les while maintainingUnix
semantics. Past efforts to provide suchuni cation of-
tencompromisedn the setof featuresprovidedor Unix
compatibility.

We designeda uni cation le systemcalled Unionfs
whichusesa promisingfan-outstackingtechniquearely
usedbefore.UnionfsmaintainsJnix semanticsvhile of-
fering advanceduni cation featuressuchasdynamicin-
sertionand removal of namespaceat ary point in the
uni ed view, supportfor any mix of read-onlyandread-
write componentsef cient in-kernelduplicateelimina-
tion, and more. Our e xible Unionfs implementation
supportstraditional uni cation, snapshottingand sand-
boxing. We implementeda prototype of Unionfs on
Linux. Our evaluationshowvs a 2—3%performancever
headfor typical userlik e workloads.

1 Intr oduction

For easeof management]ifferentbut relatedsetsof les
areoftenlocatedin multiple places.Usershowever, nd
it inconvenientto accesssuchsplit les: userspreferto
seeeverythingin oneplace.Oneproposedsolutionis to
virtually memge—orunify—the views of differentdirec-
tories(recursvely) suchthatthey appearto be onetree;
this is donewithout physicallymeiging the disparatedi-
rectories.Suchuni cation hasthebene t of allowing the
les to remainphysically separatebut appearasif they
residein onelocation. The collectionof memgeddirec-
toriesis called a union, and eachphysicaldirectory is
calleda branch. Whencreatingthe union,eachbranchis
assignea precedencandaccespermissiongi.e., read-
only or read-write). At ary pointin time new branches

may be inserted,or existing branchesmay be removed
from the union. Therearemary possibleusesfor uni -
cation,which we explorenext.

Modern computing systemscontain numerous les
thatarepartof mary softwaredistributions. Thereareof-
tenseveralreasongo spreadthose les amongdifferent
locations. For example,a wide variety of packagesnay
beinstalledin varioustreesunder/opt . Ratherthanre-
quiring usersto include large numbersof directoriesin
their PATH environmentvariable,the administratorcan
simply unify thevariouscomponentén /opt

Another example of uni cation is meming the con-
tentsof several le seners. In a large organization,a
usermayhave les onavarietyof seners(e.g. theirper
sonal les on one, and eachprojectcould have its own
sener). However, on workstationst shouldappearasif
all theusers les arein acommonlocation—reyardless
of which senerthe les arereally on. A standardnount
cannotbeusedbecausenountingtwo le systemsn the
sameplacewould hidethe les thatweremounted rst.
Automountersuse symboliclinks to createthis illusion
[15], but symboliclinks still exposethe physicaldirec-
tory structureto usersand utilities. Furthermoremary
applicationge.g.,shells)interpretsymboliclinks. Auto-
mountersalsoprecomputéheentireunionwithout keep-
ing it up-to-date. A uni cation le systemcansimply
unify the variousmountpointsinto a commondirectory
File senersmay comeonline or go of ine at ary time.
Therefore,it is necessaryhat a uni cation le system
candynamicallyaddandremove branches.

Largesoftwarecollectionsareoftendistributedassplit
CD-ROM imageshecausef themediassizelimitations.
However, usersoften want to download a single pack-
agefrom the distribution. To meetboth needs,mirror
sitesusuallyhave both the ISO imagesandthe individ-
ual packagesThis wasteghe disk spaceandbandwidth
becausé¢he samedatais storedon disk anddownloaded
twice. Onour group's FTPsener, we only keepphysical
copiesof theFedordSOimageswe loopback-mounthe
ISO images,andthenwe unify their contentgo provide
directaccess¢o theRPMsandSRPMs.

Snapshottings ausefultool for systemadministrators,
who needto know what changesare madeto the sys-
tem while installing new software[9,13]. If the instal-
lation failed, the software doesnot work as adwertised,
or is not needed then the administratoroften wantsto



revert to a previous good systemstate. Uni cation can

providea le systemsnapshothatcarriesouttheinstal-

lation of new softwarein a separatelirectory Snapshot-
ting is accomplishedoy adding an empty high-priority

branch, and then marking the existing data read-only

If ary changesare madeto the read-onlydata,Unionfs

transparentlynakesthe change®nthenew high-priority

branch.The systemadministratorcanthenexaminethe

exactchangesnadeto the systemandtheneasilykeepor

removethem.

Along similar lines,whenan IntrusionDetectionSys-
tem (IDS) detectsa possibleintrusion,it shouldprevent
furtherchangedo the le systemwhile legitimateusers
shouldbe ableto performtheir tasks.Furthermorefalse
alarmscanbe very common,so the systemshouldtake
somestepsto protectitself (by carefully tracking the
changesnadeby that process)put not outrightkill the
suspiciougrocess.f anintrusionis suspectedthenthe
IDS can createsnapshotghat the systemadministrator
canexamineafterward. In additionto le systemsnap-
shots,Unionfsalsosupportssandboxing Sandboeses-
sentiallycreateanamespactork atthetime asnapshois
taken. Processearedividedinto two (or more)classes:
badprocesseayhichthelDS suspectareintrusions;and
all otherprocessearegood Thegoodprocessewrite to
onesnapshotandthebadprocessewrite to another The
good processe®nly seethe existing data,and changes
madeby other good processes Lik ewise, the bad pro-
cesseonly seethe existing dataand changeanadeby
badprocceses.

Althoughthe concepbf virtual namespacani cation
appearsimple,it isdif cult todesignandimplementt in
amannerthatfully complieswith expectedUnix seman-
tics. The variousproblemsinclude handling les with
samenamesdn the memgeddirectory maintainingconsis-
teng/ while deleting les thatmayexistin multipledirec-
tories,handlinga mix of read-onlyandread-writedirec-
tories,and more. Given the aforementionedlif culties
in maintainingUnix semanticgn union le systemst
is not surprisingthat noneof the pastimplementations
solvedall problemssatisfctorily.

We have designedandbuilt Unionfs a uni cation le
systemthat addressesll of the known complexities of
maintainingUnix semanticaithout compromisingver
satility andfeaturesffered.We supporttwo le deletion
modesthat addresseven partial failures. We allow an
ef cient andcache-cohererihsertionor deletionof ary
arbitraryread-onlyor read-writedirectoryinto theunion.
Unionfsalsoincludesef cient in-kernelhandlingof les
with thesamename;a carefuldesignthatminimizesdata
movementacrosdranchesseveralmodesor permission
inheritance;and supportfor snapshot@&nd sandboxing.
We compardJnionfs'sfeatureswith pastalternatvesand
shav that Unionfs provides new featuresand also use-

ful featuresfrom pastwork. Our performanceevalua-
tion shawvs a small overheadof 2—3%undernormaluser
workloadsandacceptableverheadgvenunderdemand-
ing workloads.

Therestof this paperis organizedasfollows. Section
2 describesour designand Section3 elaboratesn the
designof eachUnionfs operation.Section4 surweys re-
latedwork. Section5 compareghe featuresof Unionfs
with thoseofferedby previous systems.Section6 ana-
lyzesUnionfs's performance We concludein Section7
andsuggesfuturedirections.

2 Design

Although the conceptof virtual namespaceini cation
appearsimple,it is dif cult to desigrandimplemenit in
amannerthatfully complieswith expectedUnix seman-
tics. Therearefour key problemswhenimplementinga
uni cation le system.

The rst problemis thattwo (or more)uni ed direc-
toriescancontain les with the samename. If suchdi-
rectoriesare uni ed, then duplicatenamesmustnot be
returnedto userspaceor it could breakmary programs.
The solutionis to recordall namesseenin a directory
and skip over duplicatenames. However, that solution
canconsumanemoryandCPUresource$or whatis nor-
mally asimplerandstatelesslirectory-readingperation.
Justbecausawo les may have the samename,does
not meanthey have the samedataor attributes. Unix
les have only onedatastream,one setof permissions,
and one owner; but in a unied view, two les with
the samenamecould have different data, permissions,
or even owners. Evenwith duplicatenameelimination,
thequestiorstill remainswvhichattributesshouldbeused.
Thesolutionto this problemofteninvolvesde ning apri-
ority orderingof theindividual directoriesbeinguni ed.
When several les have the samename, les from the
directorywith a higherpriority take precedence.

Thesecondoroblemrelatesto le deletion.Since les
with the samenamecould appearin the directoriesbe-
ing merged, it is not enoughto deleteonly oneinstance
of the le becausehatcould exposethe other les with
the samename,resultingin confusionasa successfully
deleted le appeardo still exist. Two solutionsto this
problem are often proposed. (1) Try to deleteall in-
stances. However, this multi-deletionoperationis dif-
cult to achieve atomically Moreover, someinstances
may not be deletablebecauseahey could residein read-
only directories(2) Ratherthandeletingthe les, inserta
whiteout a specialhigh-priority entry thatmarksthe le
asdeleted. File systemcodethat seesa whiteoutentry
for le F behaesasif F doesnotexist.

Thethird probleminvolvesmixing read-onlyandread-
write directoriedgn theunion. Whenusersvantto modify
a le thatresidesn aread-onlydirectory the le mustbe



copiedto a higherpriority directoryandmodi ed there,
an act calleda copyup Copyupsonly solve part of the
problemof mixing read-writeand read-onlydirectories
in the union, becausehey addressdataand not meta-
data. Pastunication le systemsenforceda simpler
model: all directoriesexceptthe highest-priorityoneare
read-only Forcingall but the highest-prioritybranchto
beread-onlytendsto clutterthehighest-prioritydirectory
with copied-upentriesfor all of the remainingdirecto-
ries. Over time, the highest-prioritydirectorybecomes
de-factomergedcopy of the remainingdirectories'con-
tents, defeatingthe physical separatiorgoal of uni ca-
tion.

The fourth probleminvolves namecachecohereng.
For aunion le systemto be useful,it shouldallow ad-
ditions to and deletionsfrom the setof uni ed directo-
ries. Suchdynamicinsertionsanddeletionsin anactive
in-usenamespaceanresultin incoherenyg of thedirec-
tory name-lookupache.Onesolutionto this problemis
to simply restrictinsertionsinto the namespacéo a new
highest-prioritydirectory

We designedJnionfsto addressheseproblemswhile
supportingn underlyingbranchesor directorieswith the
following threegoals:

No arti cial constraints on branches To allow
Unionfsto be usedin asmary applicationsaspos-
sible,we donotimposeary unnecessargonstraints
on the orderor attributesof branches.We allow a
mix of multiple read-writeandread-onlybranches.
Any branchcanbeonary le systentype.We sup-
port dynamicinsertionandremoval of branchesn
ary order The only restrictionwe keptwasthatin
aread-writeunion,the highest-prioritybranchmust
be read-write. This restrictionis requiredbecause
a highest-priorityread-onlybranchcannot be over-
riddenby anothetranch.

Maintain Unix Semantics One of our primary
goalswasto maintainUnix semantics.A Unionfs
operation can include operationsacross several
brancheswhich should succeedor fail as a unit.
Returning partial errors can confuse applications
and also leave the systemin an inconsistentstate.
Througha carefulorderingof operationsa Unionfs
operationsucceedsr fails asa unit.

Scalability We wanted Unionfs to have a mini-
mal overheadeven thoughit consistsof multiple
branchesacrossdifferent le systems. Therefore,
weonly look upa le in the highestpriority branch
unlesswe needto modify the le in otherbranches;
oncefound,we usetheOScachedo savethelookup
results.We delaythe creationof directorieshatare
requiredfor copyup. We attemptto leave les in the
branchin which they alreadyexist andavoid copy-
ing dataacrossbranchesntil required.

Next, we describethe following aspectf Unionfs's
designin order: Linux VFS objects,stackingVFS op-
erations,error propagationcopyup and parentdirectory
creation,andwhiteouts. We provide operationaldetails
of Unionfsin Section3.

VFS Objects We discussUnionfs usingLinux termi-
nology. Unionfsde nesoperationgor four VFS objects:
the superblog, theinode the le, andthe directoryen-
try. The superblockstoresinformationaboutthe entire
le systemgsuchasusedspacefreespaceandtheloca-
tion of otherobjects(e.g.,inodeobjects).Thesuperblock
operationsncludeunmountinga le systemanddeleting
aninode. Theinodeobjectis a physicalinstanceof a le
thatstoresthe le dataandattributessuchasowner, per
missions,and size. Operationsthat manipulatethe le
systemnamespacdik e create,unlink, andrename are
inodeoperations.The le objectrepresent&nopenin-
stanceof a le. Eachuserspacele descriptormapsto a
le object.The le operationgprimarily dealwith open-
ing, reading,andwriting a le. Thedirectoryentry, also
calledadentry, representa cachechamefor aninodein
memory Onlookup, a dentryobjectis createdor every
componenin the path. If hardlinksexist for a le, then
an inode may have multiple names and hencemultiple
dentries. The kernelmaintainsa dentry cache (dcache)
which in turn controlsthe inode cache. The dentryop-
erationsincluderevalidatingdentriescomparingnames,
andhashingnames.

Stacking VFS Operations Stackablele systemsarea
techniqueto layer new functionality on existing le sys-
tems[19]. A stackablele systemis calledby the VFS
likeother le systemsbutin turncallsanotherle system
insteadof performingoperationsn a backingstoresuch
asadiskoranNFSsener. Beforecallingthelowerlevel
le system,stackablele systemscanmodify the oper
ation, for exampleencryptingdatabeforeit is written to

disk.
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Figure 1: Unionfs: A Fan-out file system can access N differ-
ent branches directly.

Unionfsis astackablele systemthatoperate®nmul-
tiple underlying le systemslt hasann-way fan-outar-
chitectureas shawvn in Figure1 [7,17]. The bene t of
this approacthis that Unionfs hasdirectaccesgo all un-



derlying directoriesor branchesin arny order A fan-out
structuremprovesperformancendalsomakesour code
basemore applicableto otherfan-out le systemsdlike
replication loadbalancingetc.

Unionfs mergesthe contentsof severalunderlyingdi-
rectories. In Unionfs, eachbranchis assigned unique
precedenceothattheview of theunionpresentedo the
useris alwaysunambiguousAn objectto the left hasa
higherprecedenc¢hanan objectto theright. The left-
mostobjecthasthe highestprecedence.

For regular les, devices,andsymlinks,Unionfs per
forms operationsonly on the leftmost object. This is
becausapplicationsexpectonly a single streamof data
whenaccessing le. For directoriesUnionfscombines
the les from eachdirectoryandperformsoperationson
eachdirectory Operationsareorderedfrom left to right,
which preseresthe branchprecedenceA deleteopera-
tion in Unionfs may be performedon multiple branches.
Unionfs startsdelete operationsin reverseorder, from
right to left, sothatif arny operationfails, then Unionfs
doesnot modify theleftmostentryuntil all lower priority
operationshave succeededIn this way Unix semantics
arepreseredevenif theoperatiorfailsin somebranches,
becauséhe userlevel view remainsunchanged For all
operationsn Unionfs, we utilize VFS locking to ensure
atomicity.

Error Propagation Unionfs may operateon one or
morebranchessothesucces®r thefailureof arny opera-
tion depend®nthesuccesseandthefailuresin multiple
brancheslf partof anoperatiorfails, thenUnionfsgives
the operationanotherchanceto succeed.For example,
if a userattemptgo createa le andgetsan error (e.g.,
aread-only le systemerror), then Unionfs attemptsto
createthe le totheleft.

Copyup and Parent Dir ectory Creation Unionfs at-
temptsto leave a le onthebranchwhereit initially ex-
isted. However, Unionfstransparentlysupportsa mix of
read-onlyandread-writebranches.Insteadof returning
an error from a write operationon a read-onlybranch,
Unionfsmovesthefailedoperatiorto theleft by copying
the le to ahigherpriority branchacopyup

To copy up a le, Unionfsmaycreateanentiredirec-
tory structurg(e.g.,to createthe le a/b/c/d it creates
a, b, andc rst). Unlike BSD Union Mounts, which
clutter the highest-prioritybranchby creatingthe direc-
tory structureon every lookup [14], Unionfs createddi-
rectoriesonly whenthey arerequired.

An importantfactorfor securityis the permissionof
the copied-up les andthe intermediatedirectoriescre-
ated.Unionfsprovidesthreemodesfor choosingpermis-
sions: COPYUP_OWNER setsthe modeandthe ownerto
that of the original le; copPyuUP_CONST setsthe mode
and the owner to ones speci ed at mount time; and

COPYUP_CURRENT setsthe modeandthe owner based
on the currentumaskand owner of the procesghat ini-
tiatedthe copyup. Thesepoliciesful Il therequirements
of differentsites. copyuUP_OWNER providesthe secu-
rity of theoriginal le andpreseresUnix semanticsbut
chagesthe owner's quota. copyUP_CONST allows ad-
ministratorgo controlthe new ownerandmodeof copied
up les. COPYUP_CURRENT is usefulwhenthe current
usershouldhave full permission®n the copiedup les,
andaffectsthe currentusers quota.

Whiteouts Whiteoutsareusedto hide les or directo-
riesin lower priority branchesUnionfscreatesvhiteouts
aszerolength les, named.wh. F whereF isthename
of the le or directoryto be hidden. This usesaninode,
but no datablocks. Thewhiteoutsarecreatedn thecur-
rentbranchor in a higherpriority branchof the current
branch. One or more whiteoutsof a le canexistin a
lower priority branch,but a le andits whiteoutcannot
exist in the samebranch. Dependingon a mount-time
ag, Unionfscreatesvhiteoutsin unlink-like operations
asdiscussedn Sections3.3and3.4. Whiteoutsfor les
are createdatomically by renamingF to .wh. F. For
othertypesof objects,.wh. F is created,andthenthe
original objectis removed.

3 DesignDetails

In this section,we describeindividual Unionfs opera-
tions. We describdookup andopenin Section3.1, cre-
atingnew objectsin Section3.2,deletingobjectsin Sec-
tion 3.3,renamen Section3.4,dynamicbranchinsertion
anddeletionin Section3.5, sandboxingusingsplit-view
cachesn Section3.6,andreaddirin Section3.7.

3.1 Lookup and Open

Lookupis oneof themostimportantinodeoperationslt
takesadirectoryinodeanda dentrywithin thatdirectory
asargumentsand nds the inodefor thatdentry If the
nameis not found, it returnsa negative dentry—aden-
try that doesnot have ary associatednode. Only the
leftmost le is usedfor read-onlymeta-dataoperations
or operationsthat only modify data. Unionfs proceeds
from left to right in the brancheavherethe parentdirec-
tory exists. If the leftmostentry thatis foundis a le,
thenUnionfsterminateshe search preventingunneces-
sarylookupsin brancheso theright. We call this early
terminationa lazy lookup In operationghat operateon
all underlying les, suchasunlink, Unionfscallslookup
on eachbranchto the right of the leftmost le to popu-
latesthe brancheghatwereskipped.

Unionfs providesa uni ed anda memgedview of di-
rectoriesin all the branches. Thereforeif the leftmost
entryis a directory Unionfslooks up the directoryin all
thebrancheslf thereis noinstanceof the le or the di-
rectorythat Unionfsis looking up, it returnsa negative



dentrythatpointsto theleftmostparentdentry

In eachbranchUnionfsalsolooksup thewhiteouten-
try with the nameof the objectit is looking for. If it
nds awhiteout,it stopsthelookupoperation.If Unionfs
found only negative dentriesbeforethe whiteoutdentry,
thenlookupreturnsanegativedentryfor the le orthedi-
rectory If Unionfsfoundary dentrieswith correspond-
ing inodes(i.e., objectsthat exist), thenit returnsonly
thoseentries.

When openinga le, Unionfs opensthe lowerlevel
non-ngyative dentrieghatarereturnedvy thelookupop-
eration.Unionfsgivesprecedencéo theleftmost le, so
it opensonly the leftmost le. However, for directories,
Unionfs opensall directoriesin underlyingbranchesin
preparatiorfor readdirasdescribedn Section3.7. If the
le isin aread-onlybranchandis beingopenedor writ-
ing, thenUnionfs copiesup the le andopensthe nenly
copied-uple.

3.2 CreatingNew Objects

A le systencreateobjectswith createmkdir, symlink,
mknod,andlink. Although theseoperationdgnstantiate
different object types, their behaior is fundamentally
similar.

Unionfs createsa new objectusingthe negative den-
try returnedby the lookup operation. However, a nega-
tive dentrymay exist because whiteoutis hiding lower-
priority les. If thereis nowhiteout,thenUnionfsinstan-
tiatesthenew object.A le andits whiteoutcannotexist
in thesamebranch.If Unionfsis creatinga le and nds
awhiteout,it renameghe whiteoutto thenew le. The
renameof the whiteoutto the le ensureghe atomicity
of theoperatiorandavoidsary partialfailuresthatcould
occurduringunlink andcreateoperations.

For mkdir, mknod, and symlink, Unionfs instantiates
the new objectand thenremovesthe whiteout. To en-
sureatomicity, theinodeof thedirectoryis lockedduring
this procedure.However, if mkdir succeedsthe newly-
createddirectorymermgeswith ary directorieso theright,
whichwerehiddenby theremovedwhiteout. Thiswould
breakUnix semanticasa newly createddirectoryis not
empty Whenanew directoryis createdafterremoving a
whiteout,Unionfs createshiteoutsin the newly-created
directoryfor all the les andsubdirectoriego theright.
To ensurethat the on-disk stateis consistenin caseof
apower or hardwarefailure, beforemountingUnionfs,a
high-levelfsck canberun. Any objectsthatexist along
with their whiteout are detected and can optionally be
corrected—juslike when a standardfsck detectsin-
consistencies.

3.3 Deleting Objects

Unionfs supportstwo deletion modes: DELETE_ALL
and DELETE_WHITEOUT. We describeeachmodewith

pseudo-codéle usethefollowing notations:
Lx Index of theleftmostbranchwhereX exists
Rx Index of therightmostbranchwhereX exists
X Whiteoutentryfor X
X [i] X'slowerlevel objectin branchi

To createa whiteout,we usethefunctiondescribedy
thefollowing pseudo-code:

1 create _whiteout(X, i)

2 while (i 1) f

3 if create X succeeds then return
4 i--

5 9

As shawn in lines 2—4, Unionfs attemptsto createa
whiteoutstartingin branchi. If thecreationof X failson
i, thenUnionfsattemptdo createX to theleft of branch
i onbranchi 1. If the operationfails, then Unionfs
continuego attemptthe creationof the whiteout,until it

succeedf abranchto theleft of branchi.
Thefollowing pseudo-codéescribesinlink:

1 unionfs_unlink(X)

2 if mode is DELETE_ALL f

3 for i = Rx downto L x

4 if X[i] exists then unlink(X[i])
5 9

6 if an error occurred

or mode iS DELETE_WHI TEOUT
7 create _whiteout(X, Lx)

In the unlink operation for DELETE_WHITEOUT
mode, Unionfs creates a whiteout X using the
create _whiteout operation.

For the unlink operationin DELETE_ALL, Unionfs
scansfrom right to left, attemptingto unlink the le in
eachbranchasshaown in the lines 2-5. This behaior is
the mostdirect translationof a deleteoperationfrom a
single branch le system. The deleteoperationmoves
in reverseprecedencerder, from right to left. This en-
suresthat if any deleteoperationfails, the usetvisible
le systemdoesnot change.If arny error occurreddur-
ing the deletions,a whiteout is createdby calling the
create _whiteout procedure.

WhiteoutsareessentiavhenUnionfsfails to unlink a
le. Failureto deleteavenoneof the les ordirectoriesn
the DELETE_ALL moderesultsin exposingthe le name
even after a deletion operation. This would contradict
Unix semanticsso a whiteoutneedsto be createdin a
branchwith a higherpriority to maskthe les thatwere
notsuccessfullydeleted.

Deleting directoriesin Unionfs is similar to unlink-
ing les. Unionfs rst checksto seeif the directory
is empty If ary le exists without a corresponding
whiteout, Unionfs returnsa “directory not empty” error
(ENOTEMPTY). A helperfunction, calledisempty re-
turnstrueif adirectory D, is empty(i.e., a userwould
notseeary entriesexcept. and.. ).

IntheDELETE_WHITEOUT mode,Unionfs rst checks
if the directoryis empty If the directoryis empty then
Unionfs createsa whiteoutin the leftmostbranchwhere



the sourceexiststo hide the directory Next Unionfsre-
movesall whiteoutswithin theleftmostdirectoryandthe
leftmostdirectoryitself. If the operationfails midway,
ourfsck candetectandrepairanerror.
Thedeletionoperationfor directoriesin DELETE_ALL
mode is similar to the unlink operationin this mode.
Unionfs rst veri es if thedirectoryis empty A white-
outentryis createdo hidethedirectoryandasa ag for
fsck in casethe machinecrashesNext, Unionfsscans
the branchedrom right to left andattemptgo deletethe
lower-level directoryandary whiteoutswithin it. If all
deletionssucceedthenthewhiteoutis removed.

3.4 Rename

Renameis one of the most complex operationsin ary
le system.It becomesven morecomplex in Unionfs,
which involves renamingmultiple source les to mul-
tiple destination les—while still maintainingUnix se-
mantics. Eventhougha renamen Unionfs may involve
multiple operationdik e rename unlink, create,copyup,
andwhiteoutcreationjt is importantto provideatomicity
andconsisteng onthewhole.

For rename,the sourceS can exist in one or more
branchesandthedestinatiorD canexistin zeroor more
branches.To maintainUnix semanticsy ename(S; D)
must have the following two key properties. (1) If re-
namesucceedsthenS is renamedo D andS doesnot
exist. (2) If renamdails,thenS remainsunchangedand
if D existedbefore,thenD remainsunchanged.

In general,renameis a combinationof a link of the
source le to the destination le and an unlink of the
sourcele. Sorenamehastwo differentmodesbasedn
the unlink ag: DELETE_WHITEOUT and DELETE_ALL
(thelatteris thedefault mode).

In the DELETE_WHITEOUT mode, Unionfs only re-
namesthe leftmost occurrenceof the sourceand then
hidesary occurrenceto theright with awhiteout.Using
thenotationof Section3.3,the proceduras asfollows:

1 unionfs_rename(S,D) forx

create  whiteout for S

rename(S[ Ls], D[Lgs])

for i = Lg 1 downto Lp
unlink(DIi])

g

DELETE_WHI TEOUT */

OO0 wWN

In line 2, Unionfs createsa whiteoutfor the source.
This makesit appearasif the sourcedoesnot exist. In
line 3, Unionfs thenrenameghe leftmostsource le in
its own branch.Next, Unionfstraversedrom right to left,
startingin the branchthat containsthe leftmost source
andendingin the leftmostbranchwherethe destination
exists. If thedestinationle existsin abranchthenit is
removed.

To maintainthe two aforementionedey propertiesof
renamewe make the assumptiorthatany renameoper
ation performedcan be undone,thoughthe overwritten

le islost. If any erroroccurswerevertthe les thatwe

haverenamedThismeanghattheview thattheusersees
doesnotchangebecaus¢heleftmostsourceanddestina-
tion arepresered. DuringtheUnionfsrenamepperation,
the sourceand destinationdirectoriesarelocked, so the
usercannot view an inconsistentstate. However, if an

uncleanshutdavn occurs,the le systemmay bein an

inconsistenstate.Our solution(not yetimplemented)s

to createa temporarystate le beforethe renameoper

ationandthenremove it afterward. Our high-level fsck

canthendetectandrepairary errors.

Renamein DELETE_ALL mode rst renameseach
sourcele tothedestinatiorin its own branch from right
to left. Thebranchthatcontainsthe leftmostdestination
(Lp) is skippedin this rst passbecauséf asubsequent
operationwereto fail we could not undothe renamein
Lp . Thesecondhhaseas to removethedestinationle in
branchedo theleft of theleftmostsourcele (Ls). This
preventshigherpriority destinationentriesfrom hiding
the new data. Finally, the branchthat containsthe left-
mostdestinationle is handledL p ). If theleftmostdes-
tinationis to theleft of theleftmostsource(Lp < Ls),
thenthe le is removedto preventit from hidingthe new
data. If this operationsucceedsthenthe operationasa
whole succeedstherwisethe operatiorfails. If theleft-
mostdestinationis not to the left of the leftmostsource
(Lo >= Ls), thenthesourceis renamedo the destina-
tionin thatbranch.Again, if this operationsucceedshe
operationas a whole succeedsptherwisethe operation
fails. If theoperatiorfails, we reverttherenamedles to
their original name.

Unionfs handlesread-only le systemerrors differ-
ently than other errors. If a read-writeoperationis at-
temptedin a read-onlybranch,then Unionfs copiesup
the source le andattemptsto renameit to the destina-
tion. To consere spaceand provide the essencef our
algorithmswithout unnecessargomplication,we elided
thesechecksfrom the previousexamples.

3.5 Dynamic Branch Insertion/Deletion

Unionfs supports dynamic insertion and deletion of
branchesn ary orderor in ary position. Unionfs's in-
odes,dentries,superblock,and open les all have gen-
erationnumbers. Wheneer a newv branchis addedor
removed, the superblocks generationnumberis incre-
mented.To checkthefreshnes®f objects the VFS calls
revalidate and d_revalidate on inodesand dentries,re-
spectvely. If an objects generationnumberdoesnot
matchthe superblock, then the datastructuresare re-
freshedfrom thelowerlevel le systemsandthegenera-
tion numberis updated.Refreshinga dentryor inodeis
similar to the lookup procedureput insteadof creating
new objects,it modi es existing objects. Refreshingan
open le is similar to the openprocedureput preseres



theexistingupperlevel le structure.

In mostcasesJnionfsdoesnot permittheremoval of
anin-usebranch(openinga le incrementghe branchs
referencecount, and closing the le decrementsthe
count). However, when a processchangests working
directory the VFS doesnot inform the le system.If a
branchis removed, but a processs still usingit asits
working directory thena new inodeis createdwith an
operationsrector lled with functionsthatreturna“stale
le handle”error. Thisis similarto NFS semantics.

The VFS provides methodsfor ensuringthat both
cacheddentryandinodeobjectsarevalid beforeit uses
them. However, le objectshave no suchrevalidation
method. This shortcomings especiallyacutefor stack-
able le systemsbecausehe upperlevel le objectis
very muchlike a cacheof the lower-level le objector
objects.In Unionfsthis becomesmportantwhenasnap-
shotis taken. If the le is notrevalidated thenwritescan
continueto affect read-onlybranches.With le revali-
dation,Unionfs detectgthatits branchcon guration has
changedaindupdateghe le object.

Our currentprototypeof le-le vel revalidationis im-
plementedat the entry point of eachUnionfs le method
to allow Unionfs to operatewith an unmodi ed kernel.
However, somesimplesystemcallssuchasfstatreadthe
le structurewithout rst validatingits contentsldeally,
the VFS shouldhandlethis functionality so thatthe ser

viceis exposedo all le systems.

3.6 Split-View Caches

Normally, the OS maintainsa singleview of the names-
pacefor all users.Thislimits new le systenfunctional-
ity thatcanbemadeavailable.For example,in le cloak-
ing usersonly seethe les thatthey have permissionto

accesq18]. This improvesprivacy and preventsusers
from learninginformationabout les they arenotentitled
to accessTo implementthis functionalityin a UID/GID

range-mappindNFS sener, cacheshadto be bypassed.

Unionfs can divert ary processto an alternatve view
of the le system. This functionality can be integrated
with an IDS to createa sandboxingle system. Using
aTracefs-like Iter [1] providedby anIDS, Unionfscan
directgoodprocesse$o oneview of the union,andbad
processeto anothewview.

In Linux, eachmountpointhasanassociategfsmount
structure. This structurepointsto the superblockthat is
mountedandits root dentry It is possiblefor multiple
vfsmountsto point to a singlesuperblock, but eachvfs-
mountpointsto only onesuperblockandroot. Whenthe
VFS is performinga lookup operationandcomesacross
amountpoint, thereis anassociatedfsmountstructure.
TheVFSsimplydereferencetherootdentrypointer and
followsit into themountedle system.

To implement split-view cacheswe modi ed the

genericsuperoperationsoperationsvectorto include a
nev method,selectsuper Now, whenthe VFS comes
acrossa mountpoint, it invokesselectsuper(if it is de-
ned), whichreturnsthe appropriateoot entryto usefor
this operation. This simple yet powerful new interface
wasaccomplishedvith minimal VFS changesonly eight
new linesof corekernelcodewereadded.

Internally, Unionfs hasto supportmultiple root den-
tries at once. To do this we createa parallel Unionfs
view that is almosta completelyindependentle sys-
tem. The new view hasits own superblock, dentries,
and inodes. This createsa parallel cachefor eachof
the views. However, Unionfs usesthe lower-level le
systems'data cache, so the actual data pagesare not
duplicated. This improves performanceand eliminates
datacachecohereng problems.Thetwo views arecon-
nectedhroughthesuperblockssothatwhentheoriginal
Unionfsview is unmountedsoarethe new views.

Our currentprototypeusesa hard-codedselectional-
gorithm, thoughwe planto createaninterfacefor mod-
ulesto registertheir own selectionalgorithms.

3.7 Readdir

Readdirreturnsdirectory entriesin an opendirectory
A directory in Unionfs can contain multiple directo-
ries from differentbranchesand thereforea readdirin
Unionfsis composeaf multiple readdiroperations.

Priority is givento theleftmost le or directory There-
fore, Unionfs's readdirstartsfrom the leftmost branch.
Unionfseliminatesduplicateinstance®f les or directo-
rieswith the samename. Any whiteoutentryto the left
hidesthe le or thedirectoryto theright. To eliminate
duplicates,Unionfs recordsthe namesof les, directo-
ries, andwhiteoutsthat have alreadybeenreturnedin a
hashtable. Unionfs doesnot returnnamesthat have al-
readybeenrecorded.

4 RelatedWork

We begin by describingthe origins of fan-out le sys-
tems.Next, we brie y describeseveralotherrepresenta-
tive uni cation systems.We thendescribesnapshotting
andsandboxingystems.

Fan-outFile Systems Rosenthatle nedtheconcepbf
afan-outle systemandsuggestegossibleapplications
suchas cachingor fail-over [17]. However, Rosenthal
only suggestedhese le systemsas possibleusesof a
versatilefan-outvnodeinterface,but did not build any
fan-out le systems.Additionally, Rosenthab stacking
infrastructurerequiredan overhaulof the VFS. The Fi-
cusReplicated-ile Systems amulti-layerstackabldan-
out le systemthatsupportgeplication[6, 7]. Ficushas
two layers,a physicallayerthatmanages singlereplica
and a logical layer that managesereral Ficus physical
layer replicas. Ficus usesthe existing vnodeinterface,



but overloadscertainoperationge.g.,looking up a spe-
cialnames usedo signala le open).Ficusis developed
asa stackabldayer, but it doesnot make full useof the
namingroutinesproviding by existing le systemsFicus
storesits own directoryinformationwithin normal les,
which addscomplexity to Ficusitself.

In Unionfs, we have implementedan n-way fan-out
le systemfor merging the contentsof directoriesusing
existing VFS interfaces.

Plan 9 Plan9, developedby Bell Labs,is a general-
purposdlistributedcomputingenvironmentthatcancon-
nectdifferentmachines,le seners, and networks [2].
Resourcesdn the network are treatedas les, eachof
which belongsto a particularnamespaceA namespace
isamappingassociateavith everydirectoryor le name.
Plan9 offers a binding servicethat enablesmultiple di-
rectorieso begroupedunderacommonmnamespacel his
is called a union directory. A directory can either be
addedatthetop or thebottomof theuniondirectory, or it
canreplaceall the existing memberdn the structure.In
caseof duplicate le instancestheoccurrenceslosesto
thetopis choserfor modi cation from thelist of member
directories.

3-D File System (3DFS) 3DFS was developed by
AT&T Bell Labs,primarily for sourcecodemanagement
[12]. It maintainsa perprocesgablethatcontainsdirec-
toriesanda locationin the le systemthatthe directo-
riesoverlay Thistechniques calledviewpathing andit
presentsa view of directoriesstacked over oneanother
In additionto currentdirectoryandparentdirectorynav-
igation,3DFSintroducesa special le name®... " that
denotesa third dimensionof the le systemandallows
navigation acrossthe directory stack. 3DFSis imple-
mentedasuserlevel libraries,which oftenresultsin poor
performancgl19]; atomicityguaranteealsobecomedif-
cult asdirectorylockingis notpossible.

TFS The Translucentrile System(TFS)wasreleased
in SunO$4.1in 1989(8]. It providesa viewpathingso-
lution like 3DFS.However, TFSis animprovementover
3DFSasit betteradherego Unix semanticvhendelet-
ing a le. TFS transparentlycreatesa whiteout when
deletinga le. All directoriesexceptthe topmostare
read-only During mounttime, TFS createsa le called
tfs_info in eachmounteddirectory whichkeepsse-
quencenformationaboutthenext mountedlirectoryand
alist of whiteoutsin thatdirectory Whenevertheuserat-
temptsto modify les in theread-onlydirectoriesthe le
andits parentdirectoriesarecopiedto thetopmostdirec-
tory. TFSis implementedhsa userlevel NFS sener that
servicesall directoryoperationdik e lookup, create,and
unlink. TFS hasa kernel-level componenthat handles
dataoperationdlike read and write on individual les.
TFS wasdroppedfrom later releaseof SunOS.Today

the Berkeley AutomounterAmd [15] supportsa TFS-
like modethat uni es directoriesusinga symbolic-link
shadav tree (symlinks point to the rst occurrenceof a
duplicate le).

4.4BSD Union Mounts Union Mounts, implemented
on4.4BSD-Lite[14], memgedirectoriesandtheir treesto
provide a uni ed view. This structure,calledthe union
stak, permitsdirectoriesto be dynamicallyaddedeither
to thetop or the bottomof the view. Everylookup oper
ationin alower layer createsa correspondinglirectory
tree called a shadowdirectoryin the upperlayer. This
cluttersthe upperlayer directory and corvertsthe read-
only lookup into a read-writeoperation. A requestto
modify a le in the lower layersresultsin copying the
le into its correspondinghadaev directory The copied
le inherits the permissionsof the original le, except
thatthe ownerof the le is theuserwho mountedhe le
system A deleteoperatiorcreatesawhiteoutto maskall
the occurrencesf the le in the lower layers. To avoid
consumptiorof inodes,Union Mountsmale a specialdi-
rectoryentry for a whiteoutwithout allocatinganinode.
Whiteoutsare not allocatedinodesin orderto save re-
sourcesbut (ironically) shadev directoriesare created
on every lookup operation,consuminginodesunneces-
sarily.

Snapshotting There are several commercially and
freely available snapshottingystemssuchas FFS with
SoftUpdatesandWAFL [9, 13]. Thesesystemgerform
copy-on-write whenblocks change. Most of thesesys-
temsrequiremodi cations to existing le systemsand
the block layer. Clothois a departurefrom mostsnap-
shottingsystemsn thatit requiresonly block layermod-
i cations [4]. Snapshottingvith Unionfsis more e xible
andportablethanprevious systemsecausét canstack
onary existing le system(e.g.,Ext2 or NFS).Because
Unionfs is stackable snapshotsan alsobe createdper
le or le type.

Sandboxing Sandboxings a collection of techniques
to isolateoneprocesgrom the otherson amachine.The
chrootsystemcall restrictsthe namespaceperationsof
someprocessetd asubsebf thenamespacelailsextend
chrootto allow partitioning of networking and process
controlsubsystem§l0]. Anotherform of sandboxings
to monitorsystenxalls,andif they deviatefrom apolicy,
preventthemfrom beingexecuted5].

5 Feature Comparison

In this sectionwe presenta comparisorof our Unionfs
with the four most representatie comparablesystems:
Plan 9 union directories,3DFS, TFS, and BSD Union

Mounts. We identi ed thefollowing fteen featuresand
metrics of thesesystems,and we summarizedhem in

Tablel:



Feature Plan 9 3DFS TFS 4.4BSD | Unionfs
1| Unix semanticsRecursie uni cation 4 4 4 4
2| Unix semanticsDuplicateeliminationlevel UserLibrary|UserNFSSener| C Library | Kernel
3| Unix semanticsDeletingobjects 4 4 4
4|Unix semantics: Permission preseration on 42
copyup
5| Multiple writable branches 4 4
6| Dynamicinsertion& removal of any branch 4
7| Dynamicinsertion& removal of thetop branch 4 4 4 4
8|No le systemtyperestrictions 4 4 4 b 4
9| Creatingshadaev directories 4°¢ 4 4 4°c
10| Copyup-on-write 4 4 4 44d
11| Whiteoutsupport 4¢ 4 4 4
12| Snapshosupport 4
13| Sandboxsupport 4
14| Implementatiortechnique VES User UserNFS Sener|KernelFS|KernelFS
(stack) Library | +Kernelhelper| (stack) | (fan-out)
15| Operatingsystemssupported Plan9| Many' SunO#A.1 4.4BSD | Linux?
16| Total LoC 6,247 16,078 16,613 3,997 9,784
17| Customizedunctionality 4

Table 1: Feature Comparison. A check mark indicates that the feature is supported, otherwise it is not.
@ Througha mounttime a g, a copied-uple' s modecanbethat of theoriginal owner currentuser or the le systenmounter

b BSDUnion Mountsallow only an FFSderivativeto bethetopmostayet

¢ Lazycreationof shadowdirectories.

d Unionfsperformscopyuponly in caseof a read-onlybranch.
¢ 3DFSuseswhiteoutsonly if explicitly speci ed.

f 3DFSsupportsmanyarchitectues: BSD,HP, IBM, Linux, SGI, Solaris,Cygwin,etc.

9 Unionfsrunson Linux, but it is basedon stadkabletemplatesyhich are availableon threesystemsLinux,BSD,and Solaris.

h SincePlan 9's uniondirectoriesare integratedinto the VFS, the LoC metricis basedon an estimateof all relatedcodein the VFS.

1.

. Unix semantics:

Unix semantics: Recursive uni cation : 3DFS,
TFS, BSD Union Mounts, and Unionfs presenta
merged view of directoriesat every level. Plan9
mergesonly the top level directoriesand not their
subdirectories.

Duplicate elimination level:
3DFS, TFS,andBSD Union Mountseliminatedu-
plicate namesat the userlevel, whereasUnionfs
eliminatesduplicatesat the kernel level. Plan 9
uniondirectoriesdo not eliminateduplicatenames.

. Unix semantics: Deleting objects TFS, BSD

Union Mounts,andUnionfsadhereto Unix seman-
tics by ensuringthat a successfutieletiondoesnot
exposeobjectsin lowerlayers.However, Plan9 and
3DFSdeletethe objectonly in the highest-priority
layer, possiblyexposingduplicateobjects.

. Unix semantics: Permission presewation on

copyup: All le systemsexcept Unionfs do not
fully adhergo Unix semanticsBSD Union Mounts
make the userwho mountedthe Union the owner of
thecopied-uple, whereasn othersystems copied
up le is ownedby the currentuser Unionfs, by
default, preseresthe owner on a copyup. Unionfs
supportsother modesthat changeownershipon a
copyup asdescribedn Section2.

5.

. No le system type restrictions:

Multiple writable branches Unionfsallows les

to be directly modi ed in ary branch. Unionfs at-
temptsto avoid frequentcopyupsthatoccurin other
systemsand avoids shadev directory creationthat
cluttersthe highest-prioritybranch. This improves
performancePlan9 uniondirectorieccanhave mul-
tiple writable componentsbut Plan9 doesnot per
form recursve uni cation, soonly the top-level di-
rectorysupportghis feature.Othersystemsnly al-
low theleftmostbranchto bewritable.

. Dynamic insertion and removal of the highest

priority branch: All systemsexceptTFS support
removal of the highest-prioritybranch.BSD Union

Mountscanonly remove branchesn thereverseor-

derthatthey weremounted.

. Dynamic insertion and removal of any branch:

Only Unionfs can dynamicallyinsertor remove a
branchanywherein the union.

BSD Union
Mounts require the topmostlayer to be an FFS
derivative which supportson-disk whiteout direc-
tory entries.Othersystemsncluding Unionfs have
nosuchrestriction.

. Creating shadow dir ectories 3DFSandTFScre-

ateshadaev directorieson write operationsn read-



10.

11.

12.

13.

14.

15.

16.

only branches.BSD Union Mounts createshadav
directoriesn theleftmostbranchevenonlookup,to
preparefor a possiblecopyup operation;this, how-
ever, cluttersthehighest-prioritybranchwith unnec-
essarydirectories,and turns a read-onlyoperation
into aread-writeoperation.Unionfscreateshadav
directoriesonly on write operationsanderrors,like
“read-only le system”(EROFS).
Copyup-on-write: Plan9 union directoriesdo not
supportcopyup. 3DFS, TFS, BSD Union Mounts,
andUnionfscancopy a le fromaread-onlybranch
to a higherpriority writable branch.

Whiteout support: Plan9 doesnot supportwhite-
outs.3DFScreatesvhiteoutsonly if manuallyspec-
ied by the user BSD Union Mounts, TFS, and
Unionfscreatewhiteoutstransparently

Snapshot support: Only Unionfs is suitable for
snapshottingbecauseét supportsle-object revali-
dation,uni es recursvely, adherego Unix deletion
semantics,allows dynamicinsertion of branches,
lazily createsshadev directories,and preseresat-
tributeson copy-up.

Sandboxsupport: Only Unionfssupportsandbox-
ing processes.

Implementation technique Plan9 union directo-
ries are built into the VFS layer 3DFSis imple-
mentedasauserlevel library; whereast requiresno
kernelchangesapplicationanustbelinkedwith the
library to work. Suchuserlevel implementations
oftensuffer from poor performance TFSis a user
spacdocalhostNFSsenerthatworkswith standard
NFSclients.Runningin userspacedncreasegorta-
bility, but decreaseperformanceTFS hasakernel
level componenfor performancehut that reduces
its portability. BSD Union Mountsis a kernel-level
stackablele systemwith a linear stack, whereas
Unionfsis a kernel-level stackablele systemwith
ann-way fan-out. Stackablele systemshave bet-
terperformancehanuserspacele systemsandare
easieno developthandisk-basedr network-based
le systemg19].

Operating systemssupported: 3DFScomeswith
a customizedC library for several systems:BSD,
HPUX, AlX, Linux, IRIX, Solaris, and Cygwin.
Plan9is anoperatingsystenby itself. TFSwassup-
portedon SunOS4.1. BSD Union Mountsareim-
plementedn 4.4BSDandcurrentderivatives(e.g.,
FreeBSD).Unionfs runs on Linux, but sinceit is
basedon stackingtemplatesit caneasilybe ported
to SolarisandBSD.

Total LoC: The numberof Lines of Code(LoC) in
the le systemis a good measureof maintainabil-
ity, compleity, andthe amountof initial effort re-
quiredto write the system.Plan9 uniondirectories
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are built into the VFS; thereforeits LoC metric is
an approximateestimatebasedon the mostrelated
codein the VFS. 3DFS hasa relatively high LoC
countbecausé comeswith its own setof C library
functions. TFS's LoC metric accountdor both its
userlevel NFS sener andkernelcomponent. The
LoC metric for Unionfs and BSD Union Mounts,
bothimplementedn thekernel,is considerablyess
thanthe userlevel implementationsUnionfs hasa
largerLoC thanBSD Union Mountsbecausé sup-
portsmorefeatures The UnionfsLoC includes611
linesof userspacananagementtilities.
Customizedfunctionality : Unionfs hasa e xible
designthat providesseveral modesof operationus-
ing mount-time ags. For example, Unionfs al-
lows the usersto choosethe modeandthe permis-
sionsof the copiedup les, with COPYUP_OWNER,
COPYUP_CONST, and COPYUP_CURRENT as de-
scribedin Section2. Unionfs also provides two
modes for deleting objects: DELETE_ALL and
DELETE_WHITEOUT asdescribedn Section3.3.

17.

6

We evaluate the performanceof our systemby exe-
cuting various generalpurposebenchmarksand micro-
benchmarksPrevious uni cation le systemsareeither
considerablylderor run on differentoperatingsystems.
Therefore,we do not compareUnionfs's performance
with othersystems.

We conductedall testson a Pentium-1V1.7GHzwith
1GB of RAM. The machineran RedHat Linux 9 anda
vanilla 2.4.26kernel. All experimentswere locatedon
a dedicated?00GB Maxtor IDE disk. In orderto over-
comethe ZCAV effect, the testpartition waslocatedon
the outercylindersof the disk andwasjust large enough
to accommodaté¢he testdata[3]. We choseExt2 asthe
basele systemsinceit is widely usedandwell-tested.
To ensurea cold cache,we unmountedthe underlying

le systemonceafterloadingthetestdata. We alsoran
a chill programthat we wrote, which allocatesand ac-
cessemsmuchmemoryaspossible therebyforcing the
kernelto evict datastructuresand buffers. For all tests,
we computedhe 95% con denceintervalsfor the mean
elapsedsystemandusertime usingthe Studentt distri-
bution. In eachcasethehalf-widthsof theintervalswere
lessthan5% of the mean.

Performance Evaluation

6.1 Con®gurations

We bggin this sectionby describingthe con gurations
thatwe usefor thetests.We usethefollowing two oper
atingmodedfor ourtests:

DALL usesthe DELETE_ALL mount-time option that
deletessachoccurrencef a le oradirectory



DWHT usesheDELETE_WHITEOUT mounttime option
thatcreatesvhiteoutsonacall to renameunlink, or
rmdir.

We usedthefollowing two datadistribution methods:

DIST distributes les and directories evenly across
brancheswith no duplicate les. If two les in the
samedirectoryaredistributedto differentbranches,
thentheir parentdirectoryis duplicated.

DUP replicateseach le anddirectoryto every branch.

We conductedestsfor all combinationof the afore-
mentionedparametersor 1, 2, 3, 4, 8, and16 branches.
We selectedhesebranchnumbersin orderto studythe
performanceof the systemunder differentload condi-
tions; one-branchtestswere conductedto ensurethat
Unionfsdid not have a high performanceverheacdcom-
paredwith similartestson Ext2; sixteen-branclests,on
the other hand,test the scalability of the systemunder
high workloads;intermediatecon gurationshelp exam-
ine Unionfs performanceon moderatevorkloads.

A testrunis uniquelydescribedy the mount-timeop-
tions,thedatadistribution, andthe numberof branches.

6.2 General PurposeBenchmarks

We chosetwo representatie general-purposeorkloads:
(1) Postmark.an I/O intensive benchmarl{11], and (2)
a CPU-intensie compile benchmarkpuilding the Am-
utils packagd15]. To provide comparableesultswe se-
lectedthe numberof Ext2 directoriesbasedon the num-
berof underlyingUnionfsbranches.

Postmarkfocuseson stressinghe le systemby per
forming a seriesof le systemoperationssuch as di-
rectorylookups,creations,and deletionson small les.
A large numberof small les is commonin electronic
mail andnews senerswheremultiple usersarerandomly
modifying small les. We con gured Postmarkio create
20,000 les andperform200,000transactionstheseare
commonlyrecommendegarameter§ll]. We used200
subdirectoriedo prevent linear directory lookups from
dominatingtheresults.

The Am-utils build (version 6.1b4) contains over
60,000lines of code. It performsseveral hundredsmall
con gurationtests andthenit buildsasharedibrary, ten
binaries,four scripts,and documentation.This bench-
markcontainsa fair mix of le systemoperationsrepre-
sentingthetypical performanceémpactfor users.

Figure 2 shavs the elapsed,system,and usertime
for Postmarkin the bwHT and DALL modes. The re-
sultsstayedelatively constanasthenumberof branches
increased,demonstratingUnionfs's scalability The
elapsedime overheadg$or DALL is in therangeof 12.7—
14.3%above that of Ext2. The elapsedime overheads
for bwHT, however, arehigherthanpALL: varyingfrom
23.5-27.5%This higheroverheads dueto two factors.
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Figure 2: Postmark: 20,000 files and 200,000 transactions.

First, whiteout creationrequirestwo steps—truncating
the le andthenrenamingt. Secondall directoryoper
ationsconsumemoretime, becausdookupstake longer
asthenumberof directoryentriesincreases.

The resultsfor all of our Am-utils compile bench-
markshave overheadsangingfrom 1.5-2.5%for elapsed
time and6.0-9.1%for systemtime. AlthoughPostmark
shaws that Unionfs may be 2.4 timesslower underhigh
I/O loads, the Am-utils results demonstratehat most
usersare unlikely to notice a performancedegradation
usingUnionfs.

Snapshots We alsoran Am-Utils and Postmarkwhile
takingsnapshotsvery 60, 30,and15 secondsAm-Ultils
hadan elapsedime overheadof 19.0-20.1%over Ext2
for all intervals. Four, eight, andsixteensnapshotsvere
taken for intervals of 60, 30, and 15 secondsrespec-
tively. This demonstrateshat Unionfs ef ciently per
forms snapshotgor userlike workloads. The Postmark
resultsare shawvn in Table 2. Postmarkis a more I/O-
intensive workload, and thereforeeachsnapshotauses
moredatato becopiedto thehighest-priorityoranch.Ad-
ditionally, becauseachsnapshoincreaseshetotalnum-
berof les, directoryoperationssuchas create,delete,
andlookup take moretime. This indicatesthat periodi-
cally meming snapshotsvould be bene cial.

Inter val(s)| Snapshotg Overhead
15 35.4 275%
30 9.9 104%
60 4 54%

Table 2: Postmark with snapshots on Unionfs. Elapsed time
overhead is compared to Ext2.

6.3 Micr o Benchmarks

Unionfs modi es basic le system operations like
lookup,readdir unlink, andrmdir. We conductedhefol-

lowing threemicro benchmark®on Unionfs to evaluate
theoverheadf theseoperations:

STAT evaluategheoverheadf thelookupoperation
by runningstaton each le anddirectory

READDIR evaluateghe overheadf readdir
UNLINK evaluatesthe overheadof the unlink and
rmdir operationdy unlinkingeachle inthesystem



(if unlink returnseISDIR, thenwe usermdir).

For all of the micro-benchmarkswe used a pre-
computedist of les anddirectories. This avoids using
readdirandstatto determinghewhatto operateon.

For our datasetwe used25 copiesof Am-utils distri-
bution for atotal of 650directorieswith 10,750 les that
take 200.9MB of disk space For thedistributeddataset,
thenumberof les remainsconstantput therearedupli-
cateddirectories.For the duplicatedset,eachbranchhas
acopy of all les anddirectories.

STAT Figure 3 shaws the benchmarkresultsfor sTAT.

For a single branch,Unionfs hasan overheadof 6.4%
over Ext2. A Unionfs lookup with a DIST distribution

scansall the branchedrom left to right until it nds the

le. So,thereis anexpectedinearincreasen theelapsed
time by a factor of 2.0 for two branchesover a single
branch,2.9for threebranches3.6 for four branches6.2

for eightbranchesand9.4 for sixteenbranches.

Ext2 (Elapsed) ——
80 Ext2 (System) —x—
Unionfs (Dist) (Elapsed) —*—
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Time (seconds)

Branches

Figure 3: sTAT results.

Ontheotherhand for abup datadistribution, Unionfs
canstopafterthe rst branchfor les, but mustaccessall
of the directories. For a single branch,the overheadis
again6.4%. The overheador two branche®verasingle
branchis 43%,for threebrancheshe overheadncreases
to 82%. For sixteenbranchesthe overheads afactorof
6.4.

Most of this overheadis 1/0. With a cold cache,the
benchmarktook from 8.0-80seconds. With a warm
cache,the benchmarktakes 1.2 secondsfor Ext2, and
from 1.2—-1.8seconddor Unionfs. We believe that the
warm-cacheresultsare closerto most userworkloads,
becausenost les areaccesseultiple times[16].

READDIR Figure 4 showvs the benchmarkresultsfor
READDIR. For asinglebranch,Unionfshasanoverhead
of 2.0% over Ext2. A Unionfsreaddirwith a bIST dis-
tribution scansall the branchedrom left to right listing
the contentsof the directories. Becauseeachunderly-
ing directory containsfewer les, it examinesthe same
numberof entriesas Ext2 (if you ignore duplicateddi-
rectories) but the disk headstill mustseekto readeach
of then smalldirectories.So,againthereis anexpected
linearincreasdn the elapsedime by a factorof 2.2 for
two branche®verasinglebranch 3.3for threebranches,
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4.2for four branches6.3for eightbranchesand10.1for
sixteenbranches.Similary, for a bup datadistribution,
Unionfsmustphysicallyreadn directoriesfrom the disk
for ann branchcon guration. Additionally, the directo-
rieswill be aslarge asbeforeandduplicateelimination
mustbe performed.For a singlebranch the overheads
again2.0%. The overheador two branchesver a sin-
gle branchis a factorof 2.4, 3.7 for threebranchesb.1
for four branches;11.7 for eight branchesand 25.5for
sixteenbranches.
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Figure 4: READDIR results.

Most of this overheadis I/O. Indeed,to performthe
teston 16 duplicatecopiesof the dataseton Ext2 took
19.5times aslong asto reada single copy. For a 16-
branchUnionfs con guration with duplicateddata, this
translatesnto an overheadof 31.6%over Ext2 with 16
duplicateddatasets. With a cold cache the benchmark
took from 7.2-184seconds. With a warm cache,the
benchmarlcompletesn 0.05secondgor Ext2,andfrom
0.07-0.2secondgor Unionfs. We believe thatthewarm
cacheperformances closerto userworkloads,because
directoriesareusuallyaccessecdultiple times.

UNLINK Benchmark Figure5 showvs the benchmark
resultsfor our UNLINK microbenchmarkBeforerunning

the benchmarkwe ranfind over the Unionfs le sys-

tem. We did this to warmthe cachesothatlookup costs
would not interferewith the unlink results. The lookup

operationon les only accesghe rst le, sosigni cant

I/0 is still berequiredfor Unionfs.

With aDALL con guration,the meanelapsedime in-
creasedgrom 0.20 seconddor Ext2 to 0.57 seconddor
a single branchUnionfs (a factorof 2.9). This increase
is dueto a 3.4 timesincreasdn systemtime. Whenad-
ditional branchesare added,the elapsedime increases
for threereasons.First, lookupsmust be performedin
branchego theright of the le' s rst occurrencgwhich
requiresreadingthoseentiredirectories).Secondpefore
removing a directory Unionfs mustreadthe directoryin
eachbranchto ensurehatit is logically empty Third, di-
rectoriesthemselesmustbe deletedin mary branches.
A unionwith two branchedada 17%elapsedime over-
headwhencomparedo a single branch;threebranches
hadan overheadf 35%,four branchesadan overhead



of 52%, 8 brancheshad an overheadof 116%, and 16
branchesvereslower by a factorof 3.5.
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Figure 5: UNLINK results.

With aDwHT con guration,themeanelapsedimein-
creasedrom 0.20 secondgo 0.77 secondga factor of
3.9); againprimarily becauseof an increasein system
time. ThereasorthatbwHT takesmoretime thanDALL
for this con guration is that it is implementedas a re-
name which consistof two distinctdirectoryoperations
(addinganentryfor the nev nameandremoving the old
name). BecauseDALL only performsonedirectoryop-
eration, it useslesstime. For additionalbranchesthe
elapsedtime increasesat a slower rate than for DALL.
Thisis becauselirectoriesdonothaveto bedeletedn all
branchesandlookupdoesnotneedto becalledin lower-
priority branches. Overheadsover a single branchare
3.4%for two andthreebranches14%for four branches,
45%for eightbranchesand107%for sixteenbranches.
The overheadincreasesas the numberof branchesn-
creasedbecauseeaddiris calledto verify thatthe direc-
tory is logically empty

For a bup distribution with DALL, the elapsedtime
againincreasedo 0.57secondgor a singlebranchfrom
0.20 seconddor Ext2, but the overheadfor additional
branchess greaterthan for the DIST datadistribution.
The increases causedby threefactors. First, to deter
mineif adirectoryis empty moreentriesneedto beread.
Second,beforeremaving a le, Unionfs must perform
lookupin all of branchesxceptthe leftmost. Third, to
deletea single le, unlink must be performedin each
branch. For two branchesthe elapsedtime increases
by 45%, andfor threebranches85%. For four or more
branchesthe I/O time becomes signi cant portion of
the overall elapsedime andthisis re ectedin the over
heads.For four brancheghe overheads afactorof 2.3,
for eight brancheghe overheads a factorof 14.7,and
for sixteenbranchesthe overheads afactorof 117. The
reasonfor sucha high overheadfor sixteenbranchess
thatUnionfs mustactuallyperformmary operationsin-
cluding I/0 boundoperations.We constructeda similar
benchmarkor Ext2,thatwill remove4, 8, or 16 copiesof
our dataset. We warmedthe cachesothatthe cachedata
wasthe sameasUnionfsfor a correspondinghumberof
branches.Only the rst copy of the datasethasa fully
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warm cache. All other copieshave only the directories
warmed.Theoverheadf Unionfscomparedo this Ext2
testwas47% for four branches56%for eightbranches,
andonly 79%for sixteenbranches.

With aDWHT con guration,themeanelapsedimein-
creasedrom 0.20 secondgo 0.77 secondqa factor of
3.9). The overheadover a single branchis 12.9% for
two branches?29.1%for threebranches42% for four
branches207%for eightbranchesand553%for sixteen
branches.The overheads lessthanfor DALL, because
lookupanddirectoryoperationsrenotrequiredn lower-
priority branches As the numberof branchesncreases,
overheadncreasedecausenoredirectoryreadingoper
ationsneedto be performedto verify thatdirectoriesare
logically empty

The aforementionedbenchmarkshelpedus evaluate
the performanceof all featuresthat Unionfs provides.
Our general-benchmarkshov that Unionfs has small
uservisible overheadsgven for an I/O intensive bench
like Postmark Ourmicrobenchmarkbring outtheworst
caseUnionfs operations.We shav that Unionfs hasac-
ceptableoverheadsandfor particularly expensve oper
ationsillustratethat performingthe sameunderlyingop-
erationson multiple copiesof the datawith a plain Ext2

le systemis alsoexpensve.

7 Conclusions

We have designedand implementedUnionfs, a uni -
cation le systemthat is both versatileand adhereso
Unix semantics Our performancevaluationshows that
Unionfs hasa small overheador typical userlik e work-
loads,andour micro-benchmarkshav that Unionfs has
acceptablevorst-casgerformance.

Unionfsis the rst implementatiorof ann-way stack-
able fan-out uni cation le system. All underlying
branchesredirectly accessedby Unionfs which allows
it to be more intelligent and efcient.  Unionfs sup-
ports a mix of read-onlyand read-writebranchesfea-
turesnot previously supportecdnary uni cation le sys-
tem. Unionfs also supportsthe dynamic addition and
deletionof arny branchof arny precedencewhereasre-
vious systemsonly allowed the highestor lowestprece-
dencebranchto be addedor removed. Unionfs's e xi-
bility andVFS enhancementallow it to be usedfor new
applicationssuchassnaphsottingndsandboxingvhere
uni cation systemshave not previously beenapplied.

Even though operationsmay fail on ary one of the
underlying branches,Unionfs maintains Unix seman-
tics. For deletionoperationsJnionfs operategrom low
precedencéo highprecedenceranchesn orderto leave
theuserlevel view unmodi ed until theoperatioris guar
anteedo succeedWe have usedcarefulorderingof op-
erationgo atomicallyreturnsuccessr failureto theuser



andleave the le systemin a consistenstate. To detect
inconsistencieshat may arisefrom uncleanshutdavns,
we have createda high-level fsck that examinesthe
logical structureof a union. Like a standarddisk-based
fsck , our le-systemchecler ags errorsandallowsthe
userto optionally correctthem.

Future Work Unionfs is the rst fully-functional
stackablgan-out le systemmadeavailable.We believe
that fan-outstackablele systemshave a potentialfor
usefulnessn otherareas:replication,striping, fail-over,
caching,and more. Unionfs hastaughtus much about
thecompleity of trying to balanceversatility (providing
mary useful features)and maintainingUnix semantics.
We are investigatingmore fan-out le systemswith an
eye towardusefulgeneralOSinfrastructure.

Oneway to addresgartialfailuresis to allow applica-
tionsto be aware of suchconditions. Most systemcalls
returneithersucces®r oneerrorcodefrom a setof pre-
de ned errors. A small numberof systemcalls already
returnpartial failuresthatapplicationprogrammersnust
addresge.g.,a shortread or EAGAIN). We planto ex-
plorewaysof dynamicallycreatingandqueryingnew er-
ror codesthat could returnmoreinformationto applica-
tions. For example,if awrite onareplication le system
failedonsomebranchesthereplication le systemcould
returninformationabouteachbranch.
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