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Abstract

File versioningis a usefultechniquefor recordinga
history of changes.Applicationsof versioninginclude
backupsanddisasterecovery, aswell asmonitoringin-
truders'actiities. Alas, modernsystemslo notinclude
anautomaticandeasy-to-usde versioningsystem.Ex-
isting backupsolutionsareslow andin e xible for users.
Evenworse,they oftenlack backupgor themostrecent
day's actiities. Online disk snapshottingystemsoffer
more ne-grainedversioning,but still do notrecordthe
mostrecentchangeso les. Moreover, existing systems
alsodonotgiveindividualuserghe e xibility to control
versioningpolicies.

We designeda lightweight userorientedversioning
le systemcalledVersionfs Versionfsworks with any
le systemandprovidesahostof usercon gurablepoli-
cies: versioningby users, groups, processespr le
namesand extensions; version retention policies and
version storagepolicies. Versionfs creates le ver
sionsautomatically transparentlyandin a le-system
portablemanne—while maintainingUnix semanticsA
setof userlevel utilities allow administratorgo con g-
ure and enforcedefault policies: userscansetpolicies
within con gured boundariesaswell asview, control,
andrecover les and their versions. We have imple-
mentedthe systemon Linux. Our performanceavalu-
ation demonstratesverheadshatarenot noticeableby
usersundernormalworkloads.

1 Intr oduction

Versioningis a techniquefor recordinga history of
changesto les. This history is useful for restoring
previous versionsof les, collectinga log of important
changesver time, or to tracethe le systemactiities
of anintruder Ever sinceUnix becamepopular users
have desireda versatileand simple versioning le sys-
tem. Simplemistalessuchasaccidentatemoval of les
(the infamous“rm *” problem)could be ameliorated
onUnix if userscouldsimply executeasinglecommand
to undosuchaccidentalle deletion.

CVS is oneof the mostpopularversioningtools[2].
CVS allowsagroupof usergo recordchangeso les in
arepository navigatebranchesandrecover ary version

of cially recordedn a CVS repository However, CVS
doesnotwork transparentlyith all applications.

Anotherform of versioningis backuptools suchas
Legato's Networker [15] or Veritass BackupExec[27]
and FlashSnagd28]. Modern backupsystemsinclude
specializedtools for usersto browse a history of le
changesndto initiate arecovery of le versions.How-
ever, backupsystemsrecumbersoméo use runslowly,
andthey do notintegratetransparentlyvith all userap-
plications.Worse backupperiodsareusuallysetto once
a day, sopotentiallyall le changeswithin the last24-
hourperiodarenot backedup.

Anotherapproachis to integrateversioninginto the
le system[4,17,24,25]. Developinga native version-
ing le systemfrom scratchis a dauntingtaskandwill
only work for one le system. Instead,we developed
a stackablele systemcalled \ersionfs A stackable
le systemoperatesat the highestpossiblelayerinside
the OS. Versionfscaneasilyoperateon top of ary other
le systemandtransparentlyaddversioningfunctional-
ity without modifying existing le systemimplementa-
tions or native on-mediastructures.Versionfsmonitors
relevant le systemoperationsresultingfrom userac-
tivity, andcreatesackup les whenusersmodify les.
Version les areautomaticallyhiddenfrom usersandare
handledn a Unix-semanticeompliantmanner

To be e xible for usersandadministratorsyersionfs
supportsvariousretentionand storage policies. Reten-
tion policiesdeterminehow mary versionsto keepper

le. Storagepoliciesdeterminehow versionsarestored.
We de ne thetermversion setto meanagiven le and
all of its versions A userlevel dynamiclibrary wrapper
allowsuserdo operateona le orits versionsetwithout
modifying existing applicationssuchasls , rm, or mv.
Ourlibrary makesversionrecoveryassimpleasopening
anold versionwith atext editor. All this functionality
removesthe needto modify userapplicationsandgives
usersalot of e xibility to work with versions.

We developedour systemunderLinux. Our perfor
manceevaluationshaws that the overheadsare not no-
ticeableby usersundernormalworkloads.

The restof this paperis organizedasfollows. Sec-
tion 2 surweys backgroundwork. Section3 describes
the designof our system. We discussinterestingim-



plementatioraspectsn Section4. Section5 evaluates
Versionfss featuresperformanceandspaceutilization.
We concludein Section6 andsuggesfuturedirections.

2 Background

Versioningwasprovidedby someearly le systemdike
theCedarfile Systen|7] and3DFS[13]. Themaindis-
adwantageof thesesystemsvasthatthey werenotcom-
pletelytransparentUsershadto createversionsmanu-
ally by usingspecialtools or commands.CVS [2] is a

userlandtool thatis usedfor sourcecodemanagement.

It is alsonot transparenas usershave to executecom-
mandsgto createandaccesyersions.

Snapshottingor check-pointingis anotherapproach
for versioning,which is commonfor backupsystems.
Periodicallya whole or incrementaimageof a le sys-
tem is made. The snapshotare available on-line and
userscanacces®ld versions.Suchasystemhasseveral
drawbacks thelargestonebeingthatchangesnadebe-
tweensnapshotgannot be undone. Snapshottingys-
temstreatall les equally This is a disadantagebe-
causenotall les havethesameusagepatternor storage
requirements. When spacemust be recovered, whole
shapshotsnustbe purged. Often, managingsuchsnap-
shot systemsrequiresthe intervention of the adminis-
trator Snapshottingystemsnclude AFS [12], Plan-9
[20], WAFL [8], Petal[14], Episodd3], Venti[21], Spi-
ralog [10], a newer 3DFS[22] system,File-Motel [9],
andExt3COWN [19]. Finally, programssuchasrsync
rdiff ,anddiff arealsousedto make efcient incre-
mentalbackups.

Versioningwith copy-on-write is anothertechnique
thatis usedby Tops-20[4], VMS [16], ElephantFile
Systen{24], andCVFS[25]. ThoughTops-20andVMS
hadautomaticversioningof les, they did nothandleall
operationssuchasrenameegtc.

Elephantis implementedn the FreeBSD2.2.8 ker-
nel. Elephanttransparentlycreatesa new versionof a
le onthe rst write to anopen le. Elephantalsopro-
videsuserswith four retentionpolicies: keepone,keep
all, keepsafe,andkeeplandmark. Keeponeis no ver
sioning,keepall retainseveryversionof a le, keepsafe
keepsversionsfor a speci ¢ periodof time but doesnot
retainthe long term history of the le, andkeepland-
mark retainsonly importantversionsin a le' s history.
A usercanmark a versionasa landmarkor the system
usesheuristicsto mark otherversionsaslandmarkver
sions. Elephantalso provides userswith the ability to
registertheir own spacereclamatiorpolicies. However,
Elephantasits own low-level FFS-like disk formatand
cannotbe usedwith othersystemslt alsolackstheabil-
ity to provideanextensionlist to beincludedor excluded
fromversioning.Userlevel applicationshaveto bemod-
i ed to acces®ld versionsof a le.

CVFSwasdesignedvith securityin mind. Eachindi-
vidual write or small meta-datachange(e.g.,atime up-
dates)areversioned. Sincemary versionsare created,
new datastructureswvere designedso that old versions
can be storedand accessecf ciently. As CVFS was
designedor securitypurposesijt doesnot have facili-
tiesfor theuserto acces®r customizeversioning.

NTFS version5, releasedvith Windows 2000, pro-
videsrepaisepoints Reparsgointsallow applications
to enhancehe capabilitiesof the le systemwithoutre-
quiringary changesothe le systemitself[23]. Several
backupproductssuchasStoreactie'sLiveBackug26],
arebuilt usingthis feature. Theseproductsarespeci ¢
to Windows, wheread/ersionfsusesstackabléemplates
andcanbeportedto otherOSeseasily

Clearly, attemptsveremadeto make versioningapart
of the OS. However, modernoperatingsystemsstill do
not include versioningsupport. We believe that these
pastattemptaverenot very successfuasthey werenot
corvenientor e xible enoughfor users.

3 Design
We designedversionfswith thefollowing four goals:

Easy-to-use: We designedour systemsuchthata sin-
gle usercould easily useit asa personalbackup
system. This meantthat we choseto useper le
granularityfor versionspecauseisersarelesscon-
cernedwith entire le systemversioningor block-
level versioning.Anotherrequirementvasthatthe
interfacewould besimple.For commonoperations,
Versionfsshouldbe completelytransparent.

Flexibility: While we wantedour systemto be easyto
use,we alsomadeit e xible by providing the user
with options. The usercan selectminimumsand
maximumsfor how mary versionsto storeandad-
ditionally how to storethe versions. The system
administratorcan also enforcedefault, minimum,
andmaximumpolicies.

Portability: Versionfs provides portable versioning.
The most commonoperationis to read or write
from the current version We implementedVer-
sionfsasakernel-level le systemsothatapplica-
tionsneednotbemodi ed for accessinghecurrent
version.For previousversionaccesswe uselibrary
wrappers,so that the majority of applicationsdo
not requireany changes.Additionally, no operat-
ing systemchangesrerequiredfor Versionfs.

Ef ciency: Therearetwo waysin which we approach
ef ciency. First,we needto maximizecurrentver-
sion performance Secondwe wantto useaslittle
spaceaspossiblefor versiongo allow adeepehis-
tory to bekept. Theseggoalsareoftencon icting, so
we provide variousstorageandretentionpoliciesto
usersandsystemadministrators.



We chosea stackablele systento balanceefciency
and portability. Stackablele systemsrun in kernel-
spaceandperformwell [30]. For currentversionaccess,
thisresultsin alow overhead Stackablele systemsare
alsoportable. Systemcall interfacesremainunchanged
sonoapplicationmodi cationsarerequired.

The restof this sectionis organizedasfollows. Sec-
tion 3.1 describedow versionsarecreated.Section3.2
describesstoragepolicies. Section3.3 describegeten-
tion policies. Section3.4 describeshow previous ver-
sions are accessedind manipulated. Section3.5 de-
scribesour version cleaningdaemon. Section3.6 de-
scribesle systemcrashrecovery.

3.1 VersionCreation

In Versionfs,the head or current,versionis storedas
aregular le, soit maintainsthe accessharacteristics
of theunderlying le system.This designavoidsa per
formancepenaltyfor readingthe currentversion. The
setof a le andall its versionsis calleda version set
Eachversionis storedasa separatele. For example,
the le foo 's nth versionis namedfoo; Xn. X is
substitutedlependingon the storagepolicy usedfor the
version.X couldbe: “f ” indicatinga full copy, “c” in-
dicatinga compressedersion,“s” indicatinga sparse
version,and“d” indicating a versioneddirectory We
restrictthe userfrom directly creatingor accessingles
with namesmatchingthe above pattern. Previous ver-
sioningsystemslik e the CedarFile Systemhave useda
similar namingcorvention.

Along with eachversionsetwe storea meta-datale
(e.g.,foo;i ) thatcontaingheminimumandmaximum
versionnumbersaswell asthe storagemethodfor each
version.Themeta-datale actsasacacheof theversion
setto improve performance.This le allows Versionfs
to quickly identify versionsandknow whatnameto as-
signto a new version. On versioncreation,Versionfs
also discardsolder versionsaccordingto the retention
policiesde nedin Section3.3.

Newly createdversionsare createdusinga copy-on-
change policy. Copy-on-changdliffers from copy-on-
write in thatwritesthatdo notmodify datawill notcause
versiongo becreated Thedirty bit thatthe OS or hard-
ware providesis not sufcient, becauset doesnot dis-
tinguish betweendatabeing overwrittenwith the same
contentor differentone.

There are six typesof operationsthat createa ver
sion: writes (eitherthroughwrite  or mmapwrites),
unlink , rmdir , rename, truncate , and owner
shipor permissiormodi cations.

Thewrite operationsareinterceptedby our stack-
able le system.Versionfscreatesa new versionif the
existing dataandthenew datadiffer. Betweereachopen
andclose,only oneversionis created.This heuristicap-

proximatesoneversionper save, which is intuitive for
usersandis similar to Elephants behaior [24].

The unlink  systemcall also createsa version.
For someversionstoragepolicies (e.g., compression),
unlink  resultsin the le' s databeing copied. If the
storagepolicy permits,thenunlink is translatednto
arename operationto improve performanceTranslat-
ing unlink  to arename reduceshe amountof /0
requiredfor versioncreation.

The rmdir systemcall is corvertedinto a rename,
for exkamplermdir foo renamesfoo to foo;d1
We only renamea directory that appeargo be empty
from the perspectie of a user To do this we executea
readdir operatiorto ensurdhatall les areeitherver
sionsor versionsetmeta-datales. Deleteddirectories
cannotbe accessednlessa userrecoversthe directory
Directory recovery canbe doneusingthe userlevel li-
brarythatwe provide (seeSection3.4).

A b A;dl b:fl
Asi b;i Asi b;i
C d C;d1 d;fi
C;i d;i Cii d;i
e e;fl
e;i e;i

Before rm rf A After rm rf A

Figure 1: rm -rf ondirectoryA

Figure 1 shows a tree beforeand afterit is removed
byrm -rf . Therm commandperatesn a depth- rst
manner Firstrm descendito A andcallsunlink  (b).
To createa versionfor b, Versionfsinsteadrenames
to b;f1 . Next, rm descendsnto C, andd ande are
versionedhe sameway b was. Next, rm calls rmdir
on C. Versionfsuseseaddir  to checkthatC doesnot
containary les visible to theuser andthenrenamest
toC;d1 . Finally, Aisversionedy renamingt to A;d1 .

Therename systemcall mustcreatea versionof the
sourcele andthedestinationle. Thesourcele needs
a versionsothatthe usercanrecover it later usingthe
sourcename. If the destinationle exists, thenit too
mustbeversionedoits contentsarepresered. Whereas
we presere the history of changedo the datain a le,
we do not preserethe lename historyof a le. Thisis
becauseave believe that dataversioningis moreimpor-
tantto userghan le-name versioning.

Whenrenamingfoo to bar , if bothareregular les,
thefollowing threescenariosarepossible:

1. bar doesnot exist: In this case we createa ver-
sionof foo beforerenamingfoo to bar . If both
operationssucceedthen we createthe meta-data
le bar;i

2. bar exists: We rst createa versionof bar . We
thencreatea versionof foo . Finally, we rename
foo tobar .



3. bar doesnot existbut bar;i  exists: This hap-
pensif bar hasalreadybeendeletedandits ver
sionsand meta-datales wereleft behind. In this
casewe rst createaversionfor foo , thenrename
foo tobar . For versioningbar , we usethe stor
agepolicy thatwasrecordedn bar;i

Therename systemcall renamesnly the headver-
sionof aversionset. Entireversionsetscanberenamed
usingtheuserlevel library we provide (seeSection3.4).

Thetruncate  systemcall mustalso createa new
version. However, whentruncatinga le foo to zero
bytes, insteadof creatinga new versionand copying
foo intotheversion le, Versionfsrenamedoo to be
theversion.Versionfsthenrecreatesnempty le foo .
This saveson I/O thatwould berequiredfor the copy.

File meta-datdas modi ed whenowneror permissions
are changedthereforechmod and chown also create
versions.Thisis particularlyusefulfor securityapplica-
tions. If the storagepolicy permits(e.g.,sparsemode),
thenno datais copied.

3.2 StoragePolicies

Storagepoliciesde ne our internalformatfor versions.
The systemadministratorsetsthe default policy, which
maybeoverriddenby theuser We have developedthree
storagepolicies:full, compressedandsparsanode.

Full Mode Full modemakesanentirecopy of the le
eachtime a versionis created As canbeseenin Figure
2, eachversionis storedas a separatele of the form
foo;f N, whereN is the versionnumber The current,
or head versionis foo . The oldestversionin the dia-
gramis foo;f8 . Beforeversion8 is created,ts con-
tentsarelocatedin foo . Whenthe pageA2 overwrites
the pageAl, Versionfscopiesthe entire headversion
to the version,foo;f8 . After the versionis created,
A2 is written to foo , thenB1, C2, and D2 are written
without ary furtherversioncreation.This demonstrates
thatin full mode,oncethe versionis created thereis
no additionaloverheadfor reador write. The creation
of version9 is similar to the creationof version8. The
rst write overwritesthe contentsof pageA2 with the
samecontents Versionfsdoesnot createa versionasthe
two pagesarethe same WhenpageB2 overwritespage
B1, thecontentf foo arecopiedto foo;f9 . Further
writes directly modify foo . PagesC2, D3, andE1 are
directly written to the headversion. Version10 is cre-
atedin thesameway. Writing A2 andB2 donotcreatea
new version.Writing C3 over C2will createtheversion
foo;f10 andthe head le is copiedinto foo;f10
Finally, the le is truncated.Becausea versionhasal-
readybeencreatedn the samesessiona new versionis
notcreated.

o foo ’ A2 ‘ B2 ‘ C3 ‘ Current

§ foo;f10 ] A2 \ B2 \ c2 \ D3 \ El \
g | ot (a2 [e1 |ce | o2 |

2 | foo:f8 ] Al \ B1 \ c1 \ D1 \

Figure 2: Full versioning Each version is stored asa com-
pletecopyandead rectanglerepresentonepage.

CompressMode Compressnodeis the sameas full
mode,exceptthatthe copiesof the le arecompressed.
If theoriginal le sizeis lessthanoneblock, thenVer
sionfsdoesnotusecompressioecaus¢hereis noway
to saveary space Compressodereducespacaitiliza-
tion and1/O wait time, but requiresmore systemtime.
Versiongcanalsobecorvertedto compressnodeof ine
usingour cleaneydescribedn Section3.5.

Sparse Mode When holes are createdin les (e.g.,
throughlseek andwrite ), le systemslike Ext2,

FFS,and UFS do not allocateblocks. Files with holes
are calledsparse les. Sparsemodeversioningstores
only block deltasbetweertwo versions.Only theblocks
that changebetweenversionsare saved in the version
le. It usessparseles ontheunderlying le systento

save space. Comparedo full mode,sparsemodever

sionsreducethe amountof spaceusedby versionsand
thel/O time. Thesemantic®f sparseles arethatwhen
a sparsesectionis read,a zero- lled pageis returned.
Thereis no way to differentiatethis type of pagewith

a pagethatis genuinely lled with zeros. To identify

which pagesare holesin the sparseversion le, Ver

sionfsstoressparseversionmeta-datanformationatthe
endof theversion le. Themeta-dataontainshe origi-

nalsizeof the le andabitmapthatrecordswvhichpages
arevalidin this le. Versionfsdoesnotpreallocatenter-

mediatedatapagesput doesleave logical holes. These
holesallow Versionfsto backupchangegagesnfuture
writeswithout costly data-shiftingoperationg§29].

Two importantpropertieof our sparsdormatare: (1)
anormal le canbe corvertedinto a sparseversionby
renamingt andthenappending sparseneaderand(2)
we canalwaysdiscardtail versionsbecaus&econstruc-
tion only usesmorerecentversions.

To reconstructversionN of a sparsele foo , Ver
sionfs rst opensfoo;s N. Versionfsreconstructghe

le one pageat a time. If a pageis missing from
foo;s N, thenwe openthe next versionand attempt
to retrieve the pagefrom that version. We repeatthis
procesauntil the pageis found. This procedurealways
terminatesbecaus¢heheadversionis alwayscomplete.

Figure3 shavsthecontentof foo whennoversions
exist. A meta-datale, foo;i , which containsthenext



foo ‘ Al ‘ B1 ‘ C1 ‘ D1 ‘ Current

Figure 3: Spaseversioning Onlyfoo exists.

versionnumber alsoexists. Figure4 shows the version
setafterapplyingthe samesequencef operationsasin
Figure?2, butin sparsenode.

" foo ’ A2 ‘ B2 ‘ C3 ‘ Current

c

2 | foos10 | | | c2 \ D3 \ E1 |SM‘
2

’g foo;s9 | B1 | | D2 |SM‘

% foo;s8 ’ Al | | C1l ‘ D1 |SM‘

Figure 4: Spaseversioning Ead version storesonly block
deltas,and ead rectanglerepresentsone page. Rectangles
with hatch patternsare spase Spase meta-datais repre-
sentedby therectanglewith “SM” inside

Versionfscreatedoo;s8 whenwrite triesto over
write pageAl with A2. Versionfsrst allocatesa new
disk blockfor foo;s8 , writesAl to thenew block, up-
datesthe sparsebitmapandthenoverwritesAl with A2
in foo . Thisstratey helpspresere sequentiateadper
formancefor multi-block les. Theotherdatablocksare
not copiedto foo;s8 yetandfoo;s8 remainsopen.
Next, write  overwritespageB1 with the samedata.
Versionfsdoesnot write the block to the sparsele be-
causealatahasnotchangedNext, C2 overwritesC1and
Versionfsrst writesC1tothesparsele andthenwrites
C2totheheadversion.Versionfsalsoupdateshesparse
meta-datditmap. PageD is writtenin the sameway as
pageC. The creationof version9 is similar to version
8. Thelastversionin this sequencés version10. The
pagesA2, B2, and C3 arewritten to the headversion.
Only C3differsfrom the previouscontentssoVersionfs
writesonly C2 to the version le, foo;s10 . Next, the
le is truncatedo 12KB, so D3 andE1 arecopiedinto
foo;s10 . Theresultingversionis shovn in Figure4.

3.3 Retention Policies

We have developedthreeversionretentionpolicies. Our
retentionpolicies, aswell as Elephants [24] retention
policies,determinehow mary versionamustberetained
fora le. However, we provide policiesthataredifferent
from the onesprovided by Elephant. We supportthe
following threeretentionpolicies:

Number: Theusercansetthemaximumandminimum
numberof versionsin a versionset. This policy is
attractive becaussomehistoryis alwayskept.

Time: The user can set the maximum and minimum
amountof time to retainversions. This allows the
userto ensurethat a history exists for a certainpe-
riod of time.

Space: The usercan set the maximumand minimum
amountof spacethat a versionset can consume.
This policy allows a deephistory tree for small

les, but doesnotallow onelarge le to useuptoo
muchspace.

A versionis never discardedf discardingit violates
a policy's minimum. The minimum valuestake prece-
denceover the maximumvalues. If a versionsetdoes
not violate any policy's minimum and the version set
exceedsary one policy's maximum,thenversionsare
discardedeginningfrom thetail of theversionset.

Providing aminimumandmaximumversionis useful
whena combinationof two policiesis used.For exam-
ple, a usercanspecifythatthe numberof versionsto be
keptshouldbe 10-100and2-5daysof versionsshould
bekept. This policy ensureshatboththe 10 mostrecent
versionsand at leasttwo daysof history is kept. Min-
imum valuesensurethat versionsare not prematurely
deleted,and maximumsspecify when versionsshould
beremoved.

Eachuserandtheadministratocanseta separat@ol-
icy for each le size, le name, le extension,process
name,andtime of day. File sizepoliciesareusefulbe-
causehey allow theuserto ensurghatlarge les donot
usetoo muchdisk space.File namepoliciesarea con-
venientmethodof explicitly excludingor includingpar
ticular les from versioning.File extensionpoliciesare
usefulbecausele namesarehighly correlatedwith the
actual le type[5]. Thistypeof policy couldbe usedto
excludelarge multimedia les or regenerableles such
as.o les. This canalsobe usedto preventapplica-
tionsfrom creatingexcessve versionsof unwanted les.
For example,excluding™ from versioningwill prevent
emacs from creatingmultiple versionsof = les.

Procesmamecanbeusedo excludeorincludepartic-
ularprogramsA usemrmaywantary le createdy atext
editorto be versionedput to exclude les generatedy
their Web browser Time-of-daypoliciesare usefulfor
administratorbecausehey canbe usedto keeptrack of
changeghat happenoutsideof businesshoursor other
possiblysuspiciougimes.

For all policies,the systemadministratoicanprovide
defaults. Userscan customizethesepolicies. The ad-
ministratorcan setthe minimum and maximumvalues
for eachpolicy. This is usefulto ensurethat usersdo
notakusethesystem.In caseof con icts, administrator
de ned valuesoverride userde ned values. In caseof
con icts betweentwo retentionpolicies speci ed by a
user themostrestrictive policy takesprecedence.



3.4 Manipulating Old Versions

By default, usersare allowed to read and manipulate
their own versionsthoughthe systemadministratorcan
turn off reador read-writeaccesgo previous versions.
Turning off readaccesss usefulbecausesystemadmin-
istratorscan have a log of useractiity without having

theuserknow whatis in thelog. Turning off read-write
accesds useful becausaiserscannotmodify old ver-

sionseitherintentionallyor accidentally

Versionfsexposesa setof ioctl  sto userspacepro-
grams,andreliesonalibrary thatwe wrote, libversionfs
to corvert standardsystemcall wrappersinto Versionfs
ioctl s. The libversionfslibrary can be usedas an
LD_PRELOADIbrary that interceptseachlibrary sys-
tem call wrapperand directory functions(e.g., open,
rename, or readdir ). After interceptingthe library
call, libversionfsdeterminesf the useris accessingn
old versionor the currentversion(or a le ona le sys-
tem otherthan Versionfs). If a previous versionis be-
ing accessedhenlibversionfsinvokesthe desiredfunc-
tion in termsof Versionfsioctl  s; otherwisethe stan-
dardlibrary wrapperis used. The LD_PRELOADwrap-
pergreatlysimpli es thekernelcode,asversionsarenot
directly accessibléhroughstandard/FS methods.

Versionfs provides the following ioctl s: version
setstat, recover a version,opena raw version le, and
alsoseveralmanipulatioroperationge.g.,rename and
chown). Eachioctl  takesthe le descriptorof apar
entdirectorywithin Versionfs.Whena le nameis used,
it is arelative pathstartingfrom that le descriptor

Version-SetStat Version-setstat (vs _stat ) returns
theminimumandmaximumversiondn aversionsetand
the storagepolicy for eachversion. This ioctl  also
returnsthe sameinformationasstat for eachversion.

RecoveraVersion Theversionrecoveryioctl  takes
a le nameF, aversionnumbem , andadestinationle

descriptoD asargumentslt writesthe contentf F's
N -th versionto the le descriptorD. Providing a le

descriptomgivesapplicationprogrammers greatdealof
e xibility. Usingan appropriatedescriptorthey canre-
coveraversion.appendheversionto anexisting le, or
streantheversionoverthenetwork. A previousversion
of the le canevenberecoreredto the headversion.In
this case yersioncreationtakesplaceasnormal.

Thisioctl  isusedby libversionfsto open aversion
le. To presere the versionhistory integrity, Version
les canbe openedfor readingonly. The libversionfs
library recoverstheversionto atemporaryle, re-opens
thetemporaryle read-onlyunlinksthetemporaryle,
andreturnstheread-onlyle descriptoito thecaller. Af-
terthis operationthecallerhasa le descriptorthatcan
be usedto readthe contentf aversion.

Opena Raw Version File Openingaraw versionre-

turnsa le descriptoto anunderlyingversionle. Users
arenot allowedto modify raw versions.Thisioctl  is

usedoimplementeaddir andfor ourversioncleaner
and corverter The applicationmust rst run version-
setstatto determinewhatthe versionnumberandstor

agepolicy of the le are. Without knowing the corre-
spondingstoragepolicy, the applicationcan not inter-

prettheversion le correctly Throughthe normalVFS

methodsyersion les arehiddenfrom userspacethere-
fore whenan applicationcallsreaddir it will notsee
deletedversions.Whentheapplicationcallsreaddir

libversionfsruns readdir  on the currentversion of

the raw directory so that deletedversionsare returned
to userspace.The contentsof the underlyingdirectory
aretheninterpretedby libversionfsto presenta consis-
tent view to userspace. Deleteddirectoriescannotbe
openedhroughstandard/FS calls,thereforewe usethe
raw openioctl  to accesghemaswell.

Manipulation Operations We alsoprovide ioctl s
thatrename, unlink , rmdir , chown, and chmod
anentireversionset. For example theversion-sethown
operationmodi es the ownerof eachversionin the ver-
sionset. To ensureatomicity, Versionfslocksthe direc-
tory while performingversion-sebperations.The stan-
dardlibrary wrapperssimply invoke thesemanipulation
ioctl s. The systemadministratorcan disablethese
ioctl ssothatpreviousversionsarenotmodi ed.

3.4.1 Operational Scenario

All versionsof les areexposedby libversionfs.For ex-
ample,version8 of foo is presentedsfoo;8 regard-
lessof theunderlyingstoragepolicy. Userscanreadold
versionssimply by openingthem.Whena manipulation
operationis performedon foo , thenall les in foo 's
versionsetaremanipulated.

An examplesessiorusing libversionfsis asfollows.
Normally usersseeonly the headversion,foo .

$ echo -n Hello > foo

$ echo -n ", world" >> foo
$ echo " >> foo

$Is

foo

$ cat foo

Hello  world!

Next, userssetanLD _PRELQAD to seeall versions.

$ LD_PRELOAD-=libversionfs.so
$ export LD_PRELOAD

After using libversionfsas an LD _PRELQAD, the
userseesall versionsof foo in directory listings and
canthenaccesshem.Regardlesof theunderlyingstor
ageformat, libversionfspresentsa consisteninterface.
Thesecondversionof foo is namedfoo;2 . Thereare
no modi cationsrequiredto standardapplications.



$Is

foo foo;l foo;2

If userswantto examinea version,all they needto
dois openit. Any dynamicallylinked programthatuses
thelibrary wrappergo systemcallscanbe usedto view
olderversions Forexample diff canbeusedo exam-
inethedifferencedetweera le andanolderversion.

$ cat ‘foo;l'

Hello

$ cat ‘foo;2'
Hello,  world

$ diff foo ‘'foo;l'
1cl

< Hello, world!
> Hello

libversionfscanalsobe usedto modify anentirever-
sionset.For example thestandardnvcommanccanbe
usedto renameavery versionin theversionset.
$ mv foo bar

$ls

bar  bar;l bar;2

3.5 VersionCleanerand Converter

Usingtheversion-sestatandopenraw ioctl  swehave
implementeda versioncleanerand corverter As new
versionsare created Versionfsprunesversionsaccord-
ing to theretentionpolicy asde nedin Section3.3. Ver
sionfscannotimplementtime-basedoliciesentirelyin
the le system.For example,a usermay edita le in
bursts. At the time the versionsare created,none of
them exceedthe maximumtime limit. However, after
sometime haselapsedthoseversionscanbe olderthan
the maximumtime limit. Versionfsdoesnot evaluate
the retentionpoliciesuntil a new versionis created.To
accounfor this, thecleaneuseghesameretentionpoli-
ciesto determinewhich versionsshouldbe pruned.Ad-
ditionally, the cleanercancorvertversiondo morecom-
pactformats(e.g.,compressegersions).

The cleaneris alsoresponsibleor pruningdirectory
trees.We do not prunedirectoriesin the kernelbecause
recursve operationsaaretoo expensve to runin theker
nel. Additionally, if directorytreeswere prunedin the
kernel,thenuserswould be surprisedwhen seemingly
simple operationgake a signi cantly longertime than
expected. This could happen,for example, if a user
writesto a le thatusedto be a directory If the users
new versionneededo discardthe entiredirectory then
the users simple operationwould take an inexplicably
long periodof time.

3.6 Crash Recovery

In the eventof a crash,the meta-datale canberegen-
eratedentirely from the entriesprovided by readdir
The meta-datale canberecoveredbecauseave canget

the storagemethod and the version numberfrom the
version le names.Versionfs,however, dependon the
lowerlevel le systemto ensureconsisteng of les and
le names.We provide a high-level le systemchecler
(similartofsck ) to reconstructlamagear corruptver-
sionmeta-datales.

4 Implementation

We implementedour systemon Linux 2.4.20 starting
from a stackablele systemtemplate[30]. Versionfs
is 12,476lines of code. Out of this, 2,844 lines were
for thevariousioctl  sthatweimplementedo recover,
accessandmodify versions Excludingthe codefor the
ioctl s, thisis anadditionof 74.9%morecodeto the
stackablele-system templatethatwe used. We imple-
mentedall the featuresdescribedn our design,but we
do notyetversionhardlinks.

The stackablele systemtemplateswe usedcache
pagesboth on the upperlevel andlower-level le sys-
tem. We take advantageof the doublebuffering sothat
the Versionfs le canbe modi ed by the user(through
write or mmayp), but the underlying le is not yet
changed.In commit write  (usedfor write calls)
andwritepage  (usedfor mmapedwrites), Versionfs
compareshecontentof thelower-level pageto thecon-
tentsof theupperlevel page.If they differ, thenthecon-
tentsof the lowerlevel pageare usedto save the ver-
sion. Thememorycomparisordoesnotincreasesystem
time signi cantly, but theamountof dataversionedand
hencel/O timeis reducedsigni cantly.

5 Evaluation

We evaluateour implementationof Versionfsin terms
of featuresaswell asperformance.ln Section5.1, we
comparahefeaturesf Versionfswith severalotherver-
sioningsystems.In Section5.2, we evaluatethe perfor
manceof our systemby executingvariousbenchmarks.

5.1 Feature Comparison

In this section,we describeandcomparethe featureof

WAFL [8], Elephant[24], CVFS [25], and Versionfs.
We selectedthesebecausethey version les without

ary userintervention. We do not include someof the

older systemdlike Tops-20[4] and VMS [16] asthey

do not handleoperationsuchasrenamegtc. We chose
Elephantand CVFS becausehey createversionswhen

useramodify les ratherthanatprede nedintervals. We

choseWAFL asit is arecentrepresentatie of snapshot-
ting systemsWe do notincludeVenti[21] asit provides

a framework thatcanbe usedfor versioningratherthan

beinga versioningsystemitself.
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Table 1: Featue comparisonA chek markindicatesthat thefeatue is supportedptherwiseit is not.

2 Log structueddisk-basedle systenwith an NFSinterface
b Securityaudit quality versioning
¢ Elephantsupports'k eepall” and“k eepone” policies.

We identi ed thefollowing thirteenfeaturesandhave
summarizedhemin Table1:

1. File systemimplementation method: Versionfsis
implementedas a stackablele system,soit can
be usedwith ary le system. WAFL, Elephant,
and CVFS aredisk-basedle systemsandcannot
be usedin conjunctionwith ary other le system.
CVFS useslog structureddisk layoutandexposes
anNFSinterfacefor accessinghe device. Thead-
vantageof stackingis thatthe underlying le sys-
tem canbe choserbasedon the users’needs.For
example,if theadministratoexpectsa lot of small

les to be createdin one directory the usercan
stackon top of a hash-treebasedor tail-memging
le systentoimprove performancanddiskusage.

. Copy-on-Change: Versionfstakes advantageof
the double-luffering usedby stackabletemplates.
Onwrites,Versionfscomparegachbyteof thenew
datawith the old dataand makes a versiononly
if therearechanges.This is advantageouss ser-
eralapplicationge.g.,mosttext editors)rewrite the
samedatato disk. CVFS and Elephantusecopy-
on-write for creatingnew versions,creatingver-
sionswhenthereactuallyis no change.

. Comprehensve versioning: Comprehensie ver
sioning createsa new versionon every operation
thatmodi es the le or its attributes. This is par
ticularly usefulfor securitypurposes.Only CVFS
supportghis feature.

. Transparent support for compressedversions:
Versionfssupportsa policy thatallows versionsto
be storedon disk in a compressedormat. In Ele-
phant,auserlandcleanercancompres®ld les. In

10.

Versionfs,userscanaccesshe datain compressed
les directly by using libversionfs. In Elephant
userscannotaccessheversion les directly.

. Landmark retention policy: This policy retains

only importantor landmarkversionsin a le' s his-
tory. Only Elephantsupportghis policy.

. Number basedretention policy: This policy lets

theusersetupperandlower boundson the number
of versionsretainedfor a le. Versionfssupports
this policy. Elephantsupports‘keepone” policy
thatretainsO versionsand“k eepall” policy thatre-
tainsin nite versions.

. Time basedretention policy: This policy retains

versionslong enoughto recover from errors but
versionsarereclaimedaftera con gured periodof
time. Versionfssupportsthis policy. Elephants
“keepsafe” policy is functionally similar to Ver-
sionfs'stime basedpolicy.

. Spacebasedretention policy: This policy limits

the spaceusedby a le' sversions.Only Versionfs
supportghis policy.

. Unmodi ed application accessto previous ver-

sions: Versioningis only truly transparento the
userif previous versionscanbe accessedvithout
makingmodi cationsto userlevel applicationdik e
Is ,cat , etc. Thisis possiblein Versionfs(through
libversionfs)and in WAFL. Elephantand CVFS
needmodi ed toolsto accesgpreviousversions.

Per-user extensioninclusion and exclusion lists
to version: It is importantthatusershave the abil-
ity to choosethe les to be versionedandthe pol-
icy to be usedfor versioning,becausall les do
not needto be versionedequally Versionfsallows
usersto specifyallist of extensiongo be excluded



from versioning.Elephantallows groupsof les to
have thesameretentionpolicies,but doesnotallow
explicit extensionlists.

11. Administrator can override user policies: Pro-
viding e xibility to usersmeansuserscould mis-
con gure thepolicies. It isimportantthatadminis-
tratorscanoverrideor setboundsfor the userpoli-
cies. Versionfsallows administratorgo setanup-
perboundandlower boundon the spacetime, and
numberof versionsretained.

12. Allows usersto register their own reclamation
policies: Usersmight preferpoliciesotherthanthe
systendefault. Elephanistheonly le systenthat
allows usergto setup customreclamatiorpolicies.

13. Version tagging: Userswantto mark the stateof
asetof les with acommonnamesothatthey can
revertbackto thatstatein thefuture. Only Elephant
supportdagging.

5.2 Performance Comparison

We ranall thebenchmark®n a 1.7GHzPentium4 ma-
chinewith 1GB of RAM. All experimentswerelocated
on two 18GB 15,000 RPM Maxtor Atlas hard drives
con gured asa 32GB software Raid 0 disk. The ma-
chinewasrunningRedHatLinux 9 with avanilla2.4.22
kernel. To ensurea cold cache,we unmountedhe le
systemson which the experimentstook placebetween
eachrun of atest. We raneachtestat least10 times. To
reducel/O effectsdueto ZCAV we locatedthe testson
a partition toward the outsideof the disk that was just
large enoughfor thetestdata[6]. We recordecelapsed,
system,and usertimes, and the amountof disk space
utilized for all tests. We displayelapsedimes(in sec-
onds)on top of thetime barsin all our graphs.We also
recordedhe wait timesfor all tests,wait time is mostly
I/O time, but otherfactorslik e schedulingime canalso
affectit. It is computedasthe differencebetweenthe
elapsedime andsystem+usetimes. We reportthe wait
time whereit is relevantor hasbeenaffectedby thetest.
We computed95% con dence intervals for the mean
elapsedand systemtimes using the Studentt distribu-
tion. In eachcase the half-widthsof the con dencein-
ternvalswerelessthan5% of the mean. The spaceused
doesnot changebetweerdifferentrunsof the sametest.
Theusertime is not affectedby Versionfsasit operates
only in thekernel. Thereforewe do not discusshe user
timesin ary of ourresults.We alsoranthe samebench-
markson Ext3 asabaseline.

5.2.1 Con®gurations

We usedthefollowing storagepoliciesfor evaluation:

FULL: Versionfsusingthefull policy.
COMPRESS: Versionfsusingthe compresgolicy.
SPARSE: Versionfsusingthe sparseolicy.

We usedthe following retentionpolicies:

NUMBER: Versionfsusingthe numbemolicy.
SPACE: Versionfsusingthe spacepolicy.

For all benchmarks,one storageand one retention
con guration were concurrentlychosen. We did not
benchmarkthe time retentionpolicy asit is similar in
behaior to spaceetentionpolicy.

5.2.2 Workloads

We ran four different benchmarkson our system: a
CPU-intensie benchmarkan1/O intensive benchmark,
a benchmarkthat simulatesthe actiity of a useron a
sourcetree, and a benchmarkthat measureghe time
neededo recover les.

The rst workloadwasa build of Am-Ultils [18]. We
usedAm-Utils 6.1b3:it containsover 60,000linesof C
codein 430 les. The build processegins by running
several hundredsmall con guration teststo detectsys-
temfeatureslt thenbuilds asharedibrary, tenbinaries,
four scripts,anddocumentationatotal of 152new les
and19 new directories.Thoughthe Am-Utils compileis
CPUintensve, it containsafair mix of le systemoper
ations,which resultin the creationof multiple versions
of les anddirectories.We ranthis benchmarkwith all
storagepoliciesandretentionpoliciesthat we support.
However, we reportonly one setof resultsasthey are
nearlyidentical. Thisworkloaddemonstratetheperfor
manceimpacta userseesvhenusingVersionfsundera
normalworkload. For this benchmark25% of the op-
erationsarewrites, 22% arelseek operations20.5%
arereads,10% are open operations,10% are close
operations,and the remainingoperationsare a mix of
readdir ,lookup , etc.

The secondworkload we chosewas Postmark]11].
Postmarksimulatesthe operationof electronic mail
seners. It doesso by performinga seriesof le sys-
tem operationssuch as appends,le reads,creations,
and deletions. This benchmarkuseslittle CPU, but is
I/O intensive. We con gured Postmarkto create5,000
les, betweerb12-1,045,068ytes,andperform20,000
transactions.For this con guration, 58% of the oper
ations are writes, 37.3% are readsand the remaining
area mix of operationdike open, flush , etc. (We
useTracefs[1] to measurethe exact operationmix in
the Am-Utils and Postmarkbenchmarks.) We chose
1,045,068ytesasthe le sizeasit wasthe averagein-
box sizeon ourlarge campugamail sener.

Thethird benchmarkve ranwasto copy all theincre-
mentalweekly CVS snapshot®f the Am-Utils source
treefor 10yearsontoVersionfs.This simulategshemod-
i cations thatausermakesto asourcetreeoveraperiod
of time. Therewere128snapshotsf Am-Ustils, totaling
51,636 les and609.1MB.



Therecorerbenchmarkecoversall theversionsof all
regular les in the treecreatedby the copy benchmark.
This measureshe overheaddf accessing previousver-
sionof a le. We endthe sectionwith statisticsto com-
pareCopy-on-writewith Copy-on-change.

5.2.3 Am-Utils Results
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Figure 5: Am-Utils Compilationresults. Note: bendimark
timesusetheleft scale Spaceoccupiedby ead con guration
at theendof compilationis representedy the black bars and
usetheright scale

Ext3 Full | Compress| Sparse
Elapsed 193.7s] 199.1s 201.65 196.65
System 43.4s| 45.2s 50.3s| 45.4s
Wait 10.8s| 12.7s 10.7s| 10.8s
Space 33.3MB| 43.5MB 38.8MB| 40.4MB

Overheadover Ext3

Elapsed - 3% 4% 1%
System - 4% 16% 5%
Wait - 18% -1% 0%

Table2: Am-Utilsresults.

Figure 5 and Table 2 showv the performanceof Ver
sionfsfor anAm-Utils compilewith theNUMBER reten-
tion policy and ve versionsof each le retained.Dur-
ing thebenchmarkall but 15 of the les thatarecreated
have lessthan ve versionsandtheremaining les have
betweenll and 1,631 versionscreated. Choosing ve
versionsasthe limit ensureghat someof the retention
policesare applied. After compilation, the total space
occupiedoy the Am-Ultils directoryon Ext3is 33.3MB.

For FULL, werecordeda 3% increasen elapsedime,
a 4% increasen systemtime, and an 18% increasen
wait time over Ext3. The spaceconsumedwas 1.31
timesthat of Ext3. The systemtime increasesseach
pageis checledfor change®eforebeingwrittento disk.
The wait time increaseslueto extra datathat mustbe
written. With COMPRESS, the elapsedtime increased
by 4%, the systemtime increasedy 16%, andthe wait

time decreasetby 1% over Ext3. The spaceconsumed
wasl.17timesthatof Ext3. Thesystentime andconse-
guentlythe elapsedime increasebecausesachversion
needsto be compressedCOMPRESS hasthe leastwait
time, but this gainis offsetby theincreasen the system
time. With SPARSE, the elapsedime increaseddy 1%
and the systemtime increasecdby 5% over Ext3. The
wait time wasthe sameas Ext3. The spaceconsumed
wasl.21timesthatof Ext3. SPARSE consumesessdisk
spacehanruLL andhencehassmallerwait andelapsed
time overheads.

5.2.4 Postmark Results
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Figure 6: Postmarkresults. Note: bendmarktimesusethe
left scale Spaceoccupiedby ead con guration at the endof
thetestis representedy thebladk bars andusetheright scale

Ext3 Full | Compress| Sparse
Elapsed 521s| 1097s 4988s| 969s
System 128s 368s 3873s| 313s
Wait 373s 708s 1093s| 634s
Space 0GB | 15.34GB| 12.85GB|9.43GB

Overheadover Ext3
Elapsed - 2.1 9.6 1.9
System - 2.9 30.3 2.4
Wait - 1.9 29 1.7

Table 3: Postmarkresults.

Figure 6 and Table 3 show the performanceof Ver
sionfsfor Postmarkwith the NUMBER retentionpolicy
andnine versionsof each le retained.We choseto re-
tainnineversionsecauseightis themaximumnumber
of versionscreatedor ary le andwe wantedto retain
all theversionsof the les. Postmarldeletesall the les
atthe endof the benchmarkso on Ext3 no spaceis oc-
cupiedatthe endof thetest. Versionfscreatessersions,
sotherewill be les left attheendof thebenchmark.

For FULL, elapsedime wasobseredto be2.1times,
systemtime 2.9 times, and wait time 1.9 timesthat of
Ext3. Theincreasen the systemtime is becausextra
processinghasto be donefor making versionsof les.



Theincreasdn the wait time is becausedditionall/O
mustbe donein copying large les. The overheadsare
expectedsincethe version les consumedl5.34GB of
spaceattheendof thetest.

For COMPRESS, elapsedime wasobsenedto be 9.6
times, systemtime 30.3times and wait time 2.9 times
that of Ext3. Theincreasdn the systemtime is dueto
thelarge les beingcompressedvhile creatingthe ver-
sions.Thewaittimeincreasesomparedo FULL despite
having to write lessdata. Thisis becausén FULL mode,
unlinks areimplementechsa renameat the lower level,
whereascOMPRESS hasto readin the le andcompress
it. Theversion les consumedl.2.85GBof spaceat the
endof thebenchmark.

SPARSE hasthe bestperformancédothin termsof the
spaceconsumedandthe elapsedime. This is because
all writesin Postmarkareappendsin SPARSE, only the
pagethatis changedlongwith the meta-datas written
to disk for versioningwhereasn FULL andCOMPRESS,
the whole le is written. For SPARSE, elapsedtime
was1.9times,systemtime 2.4times,andwait time 1.7
timesthatof Ext3. Theresidualversion les consumed
9.43GB.The9.43GBspaceconsumedy SPARSE is the
leastamountof spaceconsumedor thePostmarkench-
mark. For asimilar Postmarkcon guration, CVFS,run-
ning with a 320MB cache,consume®nly 1.3GB, be-
causdt usesspecializedlatastructurego storethe ver-
sion meta-dataanddata. Versionfscannotoptimizethe
on-diskstructuresasit is astackablele systemandhas
no controloverthelower-level le system.

9.43GBis more than 9 times the amountof RAM
in our system,so theseresultsfactorin the effects of
doublebuffering andensurethatour testgeneratecgub-
stantial I/0. This benchmarkalso factorsin the cost
of readdir in large directoriesthat containversioned
les. At theendof this benchmark40,053 les areleft
behind,includingversionsandmeta-datales.

5.2.5 Am-Utils Copy Results

Number Retention Policy Figure7 andTable4 showv
the performancef Versionfsfor an Am-Utils copy with

the NUMBER retentionpolicy and 64 versionsof each
le retained. We chose64 versionsasit is medianof
the numberof versionsof Am-Utils snapshotsve had.
Choosing64 versionsalso ensuresthat the effects of
retentionpolicieswill alsobe factoredinto the results.
GNU cp opensles for copying with the O. TRUNCag

turnedon. If the le alreadyexists, it getstruncatedand
causes versionto be created. To avoid this, we used
amodi ed cp thatdoesnot open les with O_TRUNC
ag butinsteadruncateghe le onlyif necessaratthe
endof copying. After copying all the versionsthe Am-
Utils directoryon Ext3 consume®.9MB.
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Figure 7: Am-Utils copy resultswith NUMBER and 64 ver-
sionsbeingretained.Note: bentimarktimesusetheleft scale
Spaceoccupiedby ead con guration at the end of copy is
representedy thebladk bars and usetheright scale

Ext3 Full | Compress| Sparse
Elapsed | 78.0s 84.6s 93.6s 84.2s
System 7.5s 11.2s 28.9s 11.3s
Wait 69.6s 72.6s 63.8s 72.0s
Space |9.9MB|141.6MB| 44.5MB|127.4MB

Overheadover Ext3

Elapsed - 8% 20% 8%
System - 49% 285% 51%
Wait - 4% -8% 3%

Table4: Am-Utilscopyresultswith NUMBER and64 versions
beingretained.

For FuLL, we recordedan 8% increasein elapsed
time, a49%increasan systemtime, anda 4% increase
in wait time over Ext3. FULL consumed4.35timesthe
spaceconsumedby Ext3. Thesystentimeincreaseslue
to two reasonsFirst, eachpageis comparecanda ver-
sionis madeonly if atleastone pageis different. Sec-
ond,additionalprocessingnustbedonein thekernelfor
makingversions.

For comMPRESS, we recordeda 20% increasein
elapsedime, a 285%increasein systemtime, and an
8% decreasen wait time over Ext3. Copy-on-change
combinedvith datacompressiomesultsn waittimeless
thanevenExt3. Thisis offsetby theincreasen the sys-
temtime dueto the compressiorof version les. As all
the versionedles arecompressedthe spaceoccupied
is theleastamongall the storagemodesandit consumes
4.51timesthe spaceconsumedy Ext3.

For sPARSE, we recordedan 8% increasen elapsed
time,a51%increasan systemtime, anda 3% increase
in the wait time over Ext3. EventhoughSPARSE writes
more datathan COMPRESS, SPARSE performsbetteras
it doesnot have to compresshe data. The performance
of SPARSE is similar to FULL modesinceevena small
changeat the beginning of the le resultsin the whole

le beingwritten. SPARSE consumesl?.91timesthe
spaceconsumedy Ext3.



SpaceRetentionPolicy Figure8 andTable5 shav the
performancef Versionfsfor an Am-Utils copy with the
SPACE retentionpolicy and eachversionsethaving an
upperboundof 140KB. We chosel40KB asit is median
of the productof theaveragenumberof versionsper le

andthe averageversion le sizewhenall versionsare
retained. We obsenedthat the numberof version les

increasedor SPARSE andCOMPRESS anddecreaseébr

FULL. The spaceoccupiedby version les decreased.

This is becausdewer versionsof larger les andmore
versionof smaller les wereretained.
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Figure 8: Am-Utilscopyresultswith sPace and140KBbeing
retainedper version set. Note: bendymarktimesusethe left
scale Spaceoccupiedby ead con guration at theendof copy
is representedy the black bars and usetheright scale

Ext3 Full | Compress| Sparse
Elapsed 78.3s| 79.5s 93.6s| 80.1s
System 7.7s] 11.3s 29.2s| 11.6s
Wait 69.9s| 67.4s 63.6s| 67.6s
Space 9.9MB | 33.7MB 27.5MB| 37.0MB

Overheadover Ext3
Elapsed - 2% 20% 2%
System - 47% 279% 51%
Wait - -4% -9% -3%

Table5: Am-Utilscopyresultswith sPAce and 140KBbeing
retainedper versionset.

For FULL, werecordeda 2% increasen elapsedime,
a47% increasan systemtime, andan 4% decreaséen
the wait time comparedo Ext3. FULL consumes3.40
timesthe spaceconsumedy Ext3.

For coMPRESS, we recordeda 20% increasein
elapsedime, a 279%increasen systemtime, and 9%
decreasén the wait time over Ext3. COMPRESS con-
sumeg2.78timesthe spaceconsumedy Ext3.

SPARSE hasa 2% increasen elapsedime,a51%in-
creasen systemtime, anda 3% decreasén wait time
over Ext3. SPARSE consumes3.74timesthe spacecon-
sumedby Ext3. SPARSE takes more spacethan FULL
asit retainsmoreversion les. Thisis becausesPARSE

storesonly the pagesthat differ betweentwo versions
of a le and hencehassmallerversion les. Conse-
guently sSPARSE packsmore les and approacheshe
140KB limit perversionsetmoreclosely

For all the con gurationsin this benchmarkwe ob-
senedthat Versionfshad smallerwait timesthan Ext3.
This is because/ersionfscantake advantageof Copy-
on-changeand doesnot have to write a pageif it has
not changed Ext3, however, hasto write a pageevenif
it is the samedatabeingoverwritten. The systemtime
increasedor all con gurationsasa combinedeffect of
increasedookup timesandcopy-on-changeompar
isons. Systemtime is the mostfor COMPRESS asthe
systemhasto compresslatain additionto theotherover-
heads.Wait time is the leastfor COMPRESS asthe least
amountof datais writtenin this con guration.

5.2.6 Recorer Benchmark Results
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Figure 9: Recwer results. READ is thetimeto readall les
if they were stored as regular les. FULL, COMPRESS, and
SPARSE are thetimesto recover all versionsof all les in the
correspondingnodes.

Figure 9 shaws the time requiredto recover all the
versionsf all les (3,203versionsthatwerecreatedy
thecopy benchmarlandthetimeto readall theversions
if they arestoredasregular les. The averagetimesto
recoverasingle le in FULL, COMPRESS, SPARSE, and
READ were 1.2ms, 1.5ms, 1.4ms,and 0.53msrespec-
tively. The recover times for FULL, COMPRESS, and
SPARSE were 2.2, 2.8, and 2.5 times that requiredto
READ, respectiely. FULL wasthe fastestastherecor-
erytimein FULL is thetimeto copy therequiredversion
inside of the kernel. The wait time for FULL increases
asthe datahasto bereadfrom theversion le andthen
written into the recover le. COMPRESS wasthe slow-
estasit hasto decompressachversion. Theamountof
I/O in COMPRESS is the leastasit hasto readthe least
amountof data. However, the time gainedin 1/O is lost
in thesystentime usedfor decompressingdata.SPARSE
modehasthemostamountof I/O asit hasto reconstruct
les from multiple versionsasdescribedn Section3.2.



Benchmark FULL-COW | FULL-COC | COMPRESS-COW | COMPRESS-COC | SPARSE-COW | SPARSE-COC
Am-Utils copy 370.7MB| 141.6MB 168.4MB 44.5MB 370.9MB 127.4MB
Am-Utils compile| 43.5MB| 43.5MB 38.8MB 38.8MB 41.63MB 40.4AMB

Table 6: Copy-on-write(COW) vs. Copy-on-bang (COC).

5.2.7 Copy-on-Write vs. Copy-on-Change

Table 6 shavs the spaceconsumedby all the stor
agepoliciesfor the Am-Utils copy and Am-Utils com-
pile benchmarksvith Copy-on-writeandwith Copy-on-
change. In the Am-Utils copy benchmarktherewere
considerablesaszings ranging from 73.6% for com-
PRESS to 61.8%for FULL. The sarzings were good as
usersgenerallytendto make minor modi cationsto the
les thatcopy-on-changeantake advantageof.

For the Am-Utils compilebenchmarkthereis a2.9%
saszings in spaceutilization with copy-on-changen the
SPARSE modeand no savings in the FULL and com-
PRESS modes.Thisis becaus¢herearemorechangeso
les in Am-Utils compile.Only sSPARSE cantake advan-
tageof copy-on-changén Am-Utils compileassSPARSE
worksat a pagegranularity

In summary our performanceevaluation demon-
strateghat VVersionfshasan overheador typical work-
loads of just 1-4%. With an I/O-intensive workload,
Versionfsusing SPARSE is 1.9 times slower than Ext3.
With all storagepolicies, recovering a single version
takeslessthan2ms. Copy-on-changedependingon the
load,canreducedisk usageandl/O considerably

6 Conclusions

The main contribution of this work is that Versionfsal-

lows usersto managetheir own versionseasily and ef-

ciently. Versionfsprovidesthis functionality with no
morethan4% overheador typical userlik e workloads.
Versionfsallows usersto selectboth what versionsare
keptandhow they arestoredthroughretentionpolicies
and storagepolicies, respectiely. Userscanselectthe
trade-of betweerspaceandperformancéhatbestmeets
their individual needs:full copies,compresseaopies,
or block deltas. Although userscan control their ver-

sions,theadministratoicanenforceminimumandmax-
imum values andprovide userssensibledefaults.

Additionally, throughthe useof libversionfs,unmod-
i ed applicationscanexamine,manipulateandrecover
versions.Userscansimply run familiar tools to access
previous le versionsratherthanrequiringusergolearn
separateommandspr askthe systemadministratorto
remounta le system. Without libversionfs,previous
versionsarecompletelyhiddenfrom users.

Finally, Versionfsgoesbeyond the simple copy-on-
write employed by pastsystems:we implementcopy-
on-change.Thoughat rst we expectedthat the com-
parisonbetweerold andnew pagesvould betoo expen-
sive, we foundthattheincreasan systemtime is more
thanoffsetby thereduced/O andCPUtime associated
with writing unchangedlocks. Whenmore expensve
storagepolicies are used(e.g.,compression)copy-on-
changes evenmoreuseful.

6.1 Future Work

Many applicationsoperateby openinga le usingthe
O.TRUNCoption. This behaior wastesresourcede-
causedata blocks and inode indirect blocks must be
freed,only to beimmediatelyreallocated As the exist-
ing datais entirelydeletecbeforethenew datais written,
versioningsystemscannotusecopy-on-change Unfor-
tunately mary applicationperatdn thesameway and
changinghemwould requiresigni cant effort. We plan
to implementdelayedtruncation sothatinsteadof im-
mediatelydiscardingruncatechagesthey arekeptuntil
a write occursandcanbe comparedwith the new data.
This canreducethenumberof I/O operationghatoccut

We will extendthe systemso that userscanregister
their own retentionpolicies.

Usersmaywantto revertbackthestateof asetof les
tothewayit wasataparticulartime. We planto enhance
libversionfsto supporttime-trasel access.

Ratherthan rememberingwhat time versionswere
created,userslike to give tags or symbolic namesto
setsof les. We planto storetagsandannotationsn the
versionmeta-datale.

We will alsoinvestigateotherstoragepolicies. First,
we plan to combine sparseand compressedrersions.
Preliminarytestsindicatethatsparseles will compress
quite well becauseherearelong runsof zeros.Second,
presentlysparseles dependontheunderlying le sys-
tem to save space. We plan to createa storagepolicy
that ef ciently storesblock deltaswithout ary logical
holes. Third, we planto make useof block checksums
to storethe sameblock only once,asis donein Venti
[21]. Finally, we planto storeonly plain-text differences
betweenles. Oftenwhenwritesoccurin the middle of
a le, thenthe datais shiftedby several bytes,causing
the remainingblocksto be changed.We expectplain-
text differencewill bespaceef cient.
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